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INFORMATION SYSTEM SERVITIZATION STRATEGIES

Overview
To become more agile and innovative, large companies and public administrations have already
opened their IT (Information Technology) to internal teams or to their close or extended ecosystem
(suppliers, clients, sellers, partners, etc.) with cloud computing services, and they now offer technical
or functional services made available through APIs. This service-based approach to opening
information systems is also called servitization. This report, intended for all employees, studies how
the servitization strategy interacts with the information systems and the company more generally.
Servitization responds to several issues, both business and IT: homogenise and automate business
processes, customise the customer experience, co-build new offers and services with your partners,
improve operating efficiency and reduce time-to-market and, finally, provide access to applications
and services while keeping control of know-how. The challenges for IT are to better serve business
units, support processes, offer a certain autonomy to teams that use the APIs, and reduce costs.
Opening the information system leads companies to offer a coherent portfolio of services to internal
and external partners. For this, they apply several key principles. First, companies are transforming
their information systems to make them modular. Then, they adopt a "security by design" approach
to APIs to avoid the main risks of compromise. Finally, large companies and public organisations
segment their APIs by type or domain as provided for by their architectural framework.
Certain industries have organised standards of interoperability in an architectural framework between
partners. This architectural framework defines common API specifications to standardise data models
and certain technical interactions. If this framework exists, you should use it to offer the best level of
quality and interoperability possible instead of creating your own models and APIs from scratch.
Large companies build APIs as products in their own right and in an "open by design" way, taking into
account developers' experience. Finally, they seek to maximise APIs' reuse, an approach made easier
by solid governance.
The participants in this Cigref working group recommend several best practices in this servitization
approach to information systems:
• Prefer industry standards and use a reference framework,
• Work together to define the technical interface before implementing it,
• Define design rules,
• Pay attention to documentation,
• Support and acculturate teams,
• Be pragmatic,
• Set up API governance,
• Use an API management solution.
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Using these best practices speeds up the implementation of approaches to agility in companies and
allows you to eventually consider pooling certain business or development processes that you have in
common with your sector of activity or ecosystem. This way, companies can focus on their core
business where they bring value.
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Introduction
Companies are looking to explore new opportunities to confront the many forms of disruptions and
the sometimes-rapid pace of transformation in business models in the digital era. Companies and
public administrations are transforming to capitalise on their data, establish partnerships and reinvent
business models, as the Cigref foundation and the working groups already outlined in the design of
The 2020 Enterprise synthesis published in 2015.
Large companies are aware of the need to focus on the client and place just as much importance on
the customer experience as on the product. They exploit data, whether real time or not, internally or
within their ecosystem (suppliers, clients, sellers, partners, etc.) to foster sales innovation and service
customisation, adapt to use cases and changes in behaviour and, finally, to respond to their clients'
new expectations and the market's future challenges. But this profound transformation does not stop
at the value proposition; it has repercussions for all components of the company: the resources, skills,
income streams and the cost structure, the information system, the organisation, operations, etc.
Companies' IT (Information Technology) is increasingly complex, and this complexity sometimes
hinders change, maybe even causing them to delay or miss out on opportunities entirely. To become
more agile and innovative, large companies and public administrations are opening up their company
architecture, their IT, to internal teams or their ecosystem with APIs1, functional services or techniques
based on a global architecture framework. Companies had already started to open up with various
cloud computing services such as data storage, analytics processes, application hosting, etc. This is
what we call the servitization of the information system. In this report, the scope of information
system servitization studied is that of APIs in a broad sense, whatever the protocols or modes of
interaction (synchronous/asynchronous) used.
The Cigref working group on new platform strategies highlighted in its report "New business platforms:
strategy, design and deployment"2, published in December 2019, that the emergence of platform-type
business models only reinforced companies' need to transform. In its conclusion, it mentioned the
importance of studying the servitization of the information system necessary to implement platform
strategies in an efficient way.
The objective of the present report, addressed to all employees within companies, is to study how the
servitization strategy is translated in terms of information systems: the technical requirements, the
new types of data, the security to build a high-performance IT and, more generally, the organisation,
operations and governance to be implemented.
First, the report specifies to which challenges the servitization of information systems responds, giving
key architectural and governance principles. It then shares best practices in the approach to
servicifying the information system observed by the participants of the Cigref working group on the

1

APIs are programming interfaces (Application Programming Interface) that provide access to third-party
services and data and allow applications internal or external to the company to "plug in" to an applicationresource to exchange data.
2
https://www.cigref.fr/new-business-platforms-strategy-design-deployment
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"Information system servitization strategy". This year of work revealed the importance of relying on
an existing architectural framework to open up the information system, rather than starting from
scratch. The ODA (Open Digital Architecture) framework, widely used in the telecoms sector, among
others, will help the reader understand what makes up a framework and better grasp the benefits of
using such an architectural framework. It is presented at the end of this report.
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1 Presenting Business and IT stakes
Digital technology offers a chance to redefine the relationships between the company and its end
clients, between its internal teams or within its ecosystem (suppliers, clients, sellers, partners, etc.).

1.1 Business and professional stakes
The servitization of information systems responds to several business issues: instant global
communication, real-time data control, the digitisation and automation of many processes to improve
the offering or customer experience, the development of new distribution channels, the speed of
implementation, etc. Servitization also makes it easier to customise services. These business stakes
can be categorised according to their purpose:
• Homogenise and automate business processes: business processes are not always homogeneous
among the various subsidiaries within the same company. This is often the case after mergers and
acquisitions, for example. Nevertheless, companies are looking for more efficient communication
and exchanges. To be able to deliver its product or service to the client on time, the company
wants to have processes that are as automated as possible. This must be able to extend to its entire
ecosystem and facilitate interactions with partners or integrate third-party solutions to its
information system as easily as possible.
• Offer a better user experience: to be improved, the interaction with the user must often be "multichannel", meaning it must allow them to go from the website to the smartphone app, chatbot, or
any other medium, taking full advantage of these devices' capabilities while ensuring a continuity
in the chain of processes.
Customise the customer experience: companies want to digitalise it so as to customise it while
respecting the rules of security and privacy (gather, analyse and use customer data in operational
processes, aggregate/anonymise data, potentially commercialise it). If they have the client's
permission to use this data, the company can collect the required information and serve the client
in a more targeted way, for example by using AI techniques. However, companies often come up
against the difficulty of having to manage a multiplicity of sometimes-desynchronised repositories
of people or services. Thus, the company seeks to organise its IT so as to have only one
representation of these key resources, which itself encourages a centralised, uniform
management. This centralisation can be organised by business domains, each domain being
responsible for the data that concerns it and guaranteeing its integrity. Through a real-time
process, this approach can be used to manage a single component for different digital front ends
(mobile application, extranet, etc.) which orchestrates the call to various services.
• Co-build new offerings and new services with its partners and improve operating efficiency: it is
important for the company to identify shared scopes with its partners that will allow them to
improve or diversify their offerings. To set up these new services, the company must open up its
information system to the entire ecosystem involved. This requires a framework and is more
globally a part of a transformation project for the whole company to integrate this operational
agility at all levels. The company can then respond more quickly to market changes (time-to-
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market) For example, such an approach would allow a company to be able to distribute various
products from different producers while maintaining a single coherent process, taking advantage
of partners' APIs.
Provide access to applications and services while keeping control over know-how: servitization
changes information systems so they can aggregate a variety of technological tools that facilitate
fast development to test new innovative business models or offer new business models while
guaranteeing security and traceability. Servitization approaches provide access in a coordinated,
efficient way to applications and services, responding to demand from business units, partners,
and the ecosystem more generally while maintaining control over the information systems.

1.2 Information System challenges
The servitization of the information system also responds to internal issues to better serve the
business, make processes smoother and reduce costs. IT departments seek to increase the value
provided to the business units and reduce the cost and time needed to integrate new systems.
Developing the same function or process once and making it available in different contexts naturally
leads to such an optimisation of costs and resources. Certain companies grow through acquisitions and
find themselves with a "galaxy" of heterogeneous information systems. Exposing their applications and
services through a platform allows the different information systems to interact and pool data into
dedicated repositories, avoiding replication, which is often a source of error.
The IT department must also organise the progressive transformation of existing information systems
to the new systems. Using standardised APIs facilitates a transparent and smooth transition from the
legacy IT. This creates a stable interface that masks the underlying specificities of implementation
(arising from the legacy IT or progressively replaced by more modern components, whether hosted
locally or externalised to cloud computing). The modernisation of the underlying components is a
complex operation that requires proceeding in steps that are easy to manage. The IT department seeks
to transform their information system while guaranteeing the security of sensitive data and the IT's
level of service. For this, an architectural framework helps to identify the steps and then steer them.
For example, these steps could be:
• Identify key functions and standardise their usage,
• Optimise the developer experience,
• Capitalise on the information system by studying how it is used,
• Guarantee the resilience of the IT and sensitive data,
• Open up to partners and to the ecosystem.
Finally, the servitization of the information system makes it more modular, which facilitates the
implementation of new services or applications and improves operational efficiency while allowing
teams—developers and users—to be more self-sufficient.

·9·

INFORMATION SYSTEM SERVITIZATION STRATEGIES
Key principles

2 Key principles
The working group's participants have identified several key principles in the servitization of the
information system in response to the business and information system issues described previously.

2.1 Make systems modular
Companies encounter several pitfalls:
• Data in silos offers a fragmented view,
• Information systems' architecture is often monolithic,
• Changes have a heavy impact on IT, which are increasingly complex.
A traditional approach consists in switching from a monolithic architecture to an architecture of web
applications based on APIs. In other words, in the information system we isolate all the legacy systems
that interact with the client on the different possible channels to provide a customer experience
without constraint. For this, an architectural framework will isolate client-focused management
systems from catalogue or offer-focused management systems and management systems that provide
technical solutions. While most interactions remain synchronous with a high level of dependency
between the layers of the information system, we can see a growing democratisation of asynchronous
architectures (also called Event Driven Architecture) that better isolate the applications involved in the
process. Finally, the rise of new styles of architecture such as microservice architectures allow us to
take modularity even further, encouraging a standardised independence of the services that
implement these asynchronous interactions.
The Cigref working group's participants recommend, for the company-level architecture, isolating HCI
(Human-computer interface) processes to build solutions that natively allow for multi-channel use:
separating the front end from the back end3 allows you to overhaul a portal's design without impacting
back-end processes. This way, the client offering can evolve on a new channel—for example, on mobile
or a new website—with new services and offerings without modifying the underlying processes or
altering the consistency of the user experience. This separation allows you to manage them in a more
consistent way, independently of the repositories and HCIs.
The Cigref working group participants also recommend separating the notion of services from the
notion of APIs: the goal is to define functional business services that cover a level of business processes
(functions and data) and that interact with each other via APIs. Indeed, each service can have different
APIs depending on the use case: for example, a public external use versus an internal use.
To limit the replication of data within a business domain or between two domains, the participants
recommend identifying the domain responsible for each type of data. The data is then accessed
through APIs from the section responsible for keeping them up to date. This makes it easier to
implement procedures related to respecting the GDPR.

3

In computing, a back end refers to an output layer of software that is intended to produce a result. It contrasts with the
front end, which is the visible part of the iceberg.
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To implement this type of approach in a pragmatic way, intermediary steps or the implementation of
data virtualisation/federation systems can be considered, depending on what already exists and the
complexity of the information system.
Another level of isolation takes place in the orchestration within the information system itself. This
isolation separates the processes from the lower layers, i.e. the selected technological solutions. This
way, changing suppliers for the application bricks does not impact the processes and orchestrations,
of course only if these new "application bricks" cover the exact same functions and offer the APIs that
the process layer expects.
One last point concerns the importance of IT modularity to reduce time-to-market, including the time
needed to develop and refine a project or product before it can be introduced to the market.
Companies do not hesitate to work with partners in their ecosystem, or even externally, to develop
new business models. This is why the participants recommend designing and defining an open
architecture beyond its own core business. For example, Accenture proposes an entity with its own
organisation within the information system to allow new business initiatives to be quickly tested by
combining the company's APIs and services with those from the outside ecosystem in a "platform as a
service" environment, thus allowing for a prototype that can quickly scale, stimulating innovation in
the product teams.
For example, within the VYV group, Harmonie Mutuelle acts as a producer and distributer of health
insurance products and as a distributer of insurance products provided by partners and/or other units
in the group.
In this model, the modular, multi-channel client relationship is borne by the distributer.

In terms of information system governance, this translates into:
• Interoperability:
o Opening of information systems
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•

o Opening and controlling their data
Generalising real time processing in their exchanges
Controlling data security and regulatory changes (GDPR, consent management)
Reporting of indicators to ensure compliance with commitments
Managing process asynchronicity through case management

Nicolas Remes, Harmonie Mutuelle Groupe VYV

2.2 Implement a "security by design" approach
In the past, security was long considered in IT projects as an aspect to be handled at the end of
development, like other, non-functional aspects (high availability, monitoring, etc.). However, security
must be addressed right from the project's initial stages, during design, development, testing, right
through to monitoring in production. This is true for application development in general but becomes
even more critical in API development and exposure. During the 2019 RSA conference, Akamai stated
that, in 2018, traffic related to APIs represented 83% of exchanges on the web! This significant increase
in the surface of exchanges, and thus the surface for attacks, now makes it a preferred target of
hackers. Additionally, best practices in terms of securing APIs when they are developed are not yet
sufficiently widespread.
OWASP4 (The Open Web Application Security Project®), which previously
concentrated on web application security, has published its API Security Top
105 to help designers avoid the main risks of API compromise.
If agility has been implemented, a DevSecOps approach allows security management to be integrated
in an elegant way into APIs' life cycle, making it easier to apply best practices right from the design
phase through to production and operations via development and testing, all without disrupting
developers' effectiveness. Certain companies are specialised in the security tools for these stages so
you can easily get an idea of the main risks of certain APIs.
The Internet of Things (IoT) represented 2/3 of API traffic recorded in 2018 according to the figures
provided by Akamai in 2019 during the RSA conference. These objects are multiplying exponentially
each year, but they sometimes have limited processing capacity, which limits the possibilities of making
them secure. Therefore, they are a potentially dangerous source of traffic that must be evaluated,
monitored and/or managed on dedicated platforms, outside the information system where possible.
However, much progress has since been made to make these devices more secure.

2.3 Concerning APIs
APIs are developed to interconnect and exchange services and data within a unit or with a third party,
whether inside or outside the company. They must be quite granular and rigorously structured.

4
5

https://owasp.org/www-project-api-security/
https://github.com/OWASP/API-Security/raw/master/2019/en/dist/owasp-api-security-top-10.pdf
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2.3.1 Differentiate the types of APIs
Using an architectural framework generally leads us to organise APIs into several categories, such as:
• Data APIs (or core API or system API or resource API) that standardise access to the company's
transactional data or repositories while masking the technical specificities generated by the back
ends (possibly resulting from the legacy information system).
• Process APIs orchestrate the calls to the various systems that take part in carrying out the
company's processes when they are entirely automated (for example, creating a client when taking
an order) and coordinating human actors in a partially automated process. These APIs ensure a
coherence from the end user's point of view, whatever the HCI (Human-Computer Interface) that
calls on it.
•

Presentation APIs (or experience API). Unlike the first two categories, these are only implemented
to meet specific data distribution needs for a particular digital channel (for example, exposing data
with GraphQL to optimise loading on a mobile app or limiting the content exposed for a
mainstream API like OpenAPI). Mobile-first development, which can result in a noticeable latency
for the user, can use these API layers to preload content and optimise it specifically for this use.

For example, Air France-KLM decided to organise into two separate layers technical-functional services
that are completely autonomous and capable of carrying out a business function in a totally automated
way.
Above these services/functions is a layer of conversational APIs used to factor the key interaction
processes with the users and make them available through different digital channels.

Vincent Tassy, Air France-KLM
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In this report, we will focus more on the first two types of APIs, which are the essential layers to
effectively API-ify the information system. The third type is optional, sometimes emphasised in the
methodology of certain infrastructure providers and can be implemented in other ways than APIs.
Data APIs include:
• APIs that facilitate data collection and provision,
• APIs used to build data lakes6 (for industry, services, etc.) by integrating clean data,
• Data management APIs, meaning the API specific to carrying out the business process. These APIs
consult and update data. To encourage innovation, consultation operations can be made available
to all the information system's components as long as permissions are well managed.
Process APIs include:
• APIs specific to managing the business process that functions in request/response with the front
end (data entered to update the data). Whether synchronous or asynchronous, they are used for
interactions between the front end and back end, or between back ends. These APIs provide data
expected by process participants so that they can carry out their (manual) tasks.
• Event subscription and publication APIs that are used to interact asynchronously through
notifications when a business object's status changes.
Note that the cohabitation of synchronous and asynchronous APIs requires special attention to avoid
exposing the end user to time out errors. Thankfully, the standards are evolving, for example with
support for asynchronous REST APIs in the OpenAPI_Specification standard or the creation of the
AsyncAPI standard used to better manage these types of interactions in a standardised way. Adopting
these types of asynchronous interactions also protects the information system's operability, for
example by avoiding the spread of service quality constraints from layer to layer.
Certain APIs are specific to architectural frameworks, as illustrated by the ODA framework given at the
end of this report.

2.3.2 Building an API as a product in its own right
APIs are a way to integrate and open up systems in the information systems. Partitioning the
information system with data and process APIs offers the modularity necessary to change the
information system's architecture and progressively transform the legacy IS. IT costs diminish with the
reuse of applications through APIs, with a reduction in the number of interfaces intended for external
and internal partners.
In addition to facilitating the evolution of legacy information systems, exposing and sharing APIs is a
way to create interaction internally or with partners to develop new business models. Thus, APIs are
moving towards a platform model that interacts with an ecosystem of partners to offer different
business models.
Given APIs' new significance in supporting business models and IT maintainability, they should be
treated as products in their own right, not just as sub-features or underlying applications. The risk is
6 A concept related to the big data movement, a data lake refers to a global storage space for the information present
within an organisation. It must be done with enough flexibility to interact with the data, whether it is raw or very refined.
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not being able to manage their life cycles independently nor being able to adapt these APIs fast enough
to changes in the market and ecosystems. Additionally, like any other product or bundle, these APIs
must be duly documented and maintained! The working group recommends managing APIs as
products with a product owner7. However, it is not always easy to find the right person to be a good
product owner, since APIs are often seen as technical products.
The company, and the ecosystem more generally, must develop the API strategy which includes
identification, prioritisation, implementation, promotion, evaluation and, potentially, monetisation.
The API strategy has an impact on the company and the business models that develop around it.

2.3.3 Design APIs for developers
Enhancing the developer experience
A lot of effort is being put into polishing applications' graphical interfaces these days to make them
intuitive for the end user. We talk about user experience (UX). Even though they are technical
components, we should put just as much effort into designing the service interfaces, the APIs, to make
using them intuitive for the developers who will use them. We talk about developer experience (DX).
Defining open-by-design APIs
Many servitization initiatives are initially undertaken to meet internal needs. In this context, it can be
tempting to take shortcuts when designing services and APIs when you know that the producer and
the consumers belong to the same organisation.
In a model where APIs are a vector for creating value and revenue, they must be intuitive to use for
people outside the company. They should be designed with this in mind, and not just with a view to
using them exclusively internally, by people with perfect knowledge of the information system, the
industry's data model or the specificities of how the company uses them. Taking the time when
designing APIs is greatly offset by the time saved in no longer having to provide assistance to help
partners and internal developers in implementing them.
Maximising API reuse
APIs must be designed with the goal of being used and reused. This requires defining certain processes
and being disciplined when designing and implementing them. Then, it is important that developers
reflexively reuse the APIs or bricks that have already been developed whenever possible. This requires
having the skills to design and produce APIs that are easy to use in IT (simple, educational
documentation that allows users to be self-sufficient when using the API and its attributes) as well as
in the business processes. Reusing standard processes and shared services allows developers to focus
on the aspects that will make the offering stand out while remaining consistent with the business rules
and reducing development costs.
To be reused, APIs must be visible and discoverable. It is also important to design APIs that are
extensible by design. This means that, right from when the API is designed, we provide for how it can
be extended (adding attributes, handling new entities). For example, this is work being carried out at
7

The "product owner" profile is described in the Nomenclature: Information Systems Job Profiles Framework Cigref.

· 15 ·

INFORMATION SYSTEM SERVITIZATION STRATEGIES
Key principles

the TM Forum8 to allow APIs to be extended to other use contexts. You have to find the right balance
between a generic API and an API designed for a need. If it is too generic, it will not be very usable. If
it is too specific, then there will be too many APIs.
Companies are implementing a global, reusable API catalogue that is relevant internally and externally.
However, this requires a rigorous determination of recommendations to define the structure, for
example by adopting a domain-based organisation if this can be understood by the greatest number
of people. To facilitate this, the working group participants recommend implementing governance
around APIs, which is one of the key principles elaborated below.

8

TM Forum is an association bringing together more than 90,000 members and 850 member companies, generally from the
telecommunications sector, service providers such as SAP and Salesforce, cloud computing service providers, and
integrators.
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3 Best practices in approaches to information
system servitization
3.1 Prefer industry standards and use a reference
framework
Polishing the service interface design makes using the service easier for stakeholders. Certain
industries are structured to define interoperability standards between their actors, defining shared API
specifications to standardise data models and certain technical interactions. In this case, you should
use it to offer the best level of quality and interoperability possible instead of creating your own models
and APIs from scratch.
The EDIWheel standard is supported by the EDIWheel association, whose members are tyre
manufacturers. This B2B data exchange standard replaces physical exchanges of documents between
companies (orders, invoices, delivery notes, etc.) with standard-format exchanges between computers
either networked with each other or with specialised connections. The objective of this standardisation
is to reduce taking orders by telephone and the website to replace them with system-to-system calls.
Michelin uses the EDIWheel standard to support and encourage take-up of APIs internally and within
its ecosystem on the one hand, and to implement an approach to standardisation and normalisation,
on the other.
With the EDIWheel standard, Michelin also wants to diversify its types of clients. Digitalisation allows
Michelin to support more business models to reach customers more directly.

Olivier Jauze, Michelin
Using an open standard helps to do away with proprietary solutions and avoid becoming dependent
on a single publisher. That is why it is strongly recommended to use a framework with a preference
for the standard framework used by the ecosystem or sector of activity in order to capitalise on what
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already exists and define what is lacking in consistency with this framework. Once the choice has been
made, you must encourage and prefer its use by acclimatising employees to the architectural
framework and making sure that API-ification becomes a reflex to increase the quality of developments
and move to scale.
Orange uses the architectural framework ODA defined by the TM Forum standardisation association.
This association brings together more than 90,000 members and 850 member companies, generally
from the telecommunications sector, service providers such as SAP and Salesforce, cloud computing
service providers, and integrators. The ODA framework is presented in the next section of this report.
There are other frameworks, such as BIAN, an architectural framework in the banking sector.
The BIAN (Banking Industry Architecture Network) association seeks to become a standard for
describing banks' professional capabilities. The association includes financial institutions, IT companies
and academies. The association has defined a framework that includes more than 300 banking
profession capabilities which has been supplemented by a portal to encourage innovation and
collaboration with more than 140 APIs.
Société Générale has used this framework along with other internal sources to define its own common
business architectural framework that is transversal to all of its organisations (investment banking,
retail banking, insurance, etc.). All of the group's APIs are categorised in a catalogue to make it easy to
share and promote the reuse of services within the organisation and encourage their governance.
Jean-Louis Rocchisani, Société Générale

In the aviation sector, IATA is working to standardise APIs around its OpenAir initiative,
developed as part of its Architecture and Technology Strategy Board, in which Air FranceKLM participates. This initiative uses an Airline Industry Data Model to standardise
exchanges and has introduced a certification programme to showcase and promote the
solutions and the partners who have adopted these best practices.
After standardising the number of its interfaces with standards such as
IHE (Integrating the Healthcare Enterprise), the healthcare sector went
further by certifying the actors that support these standards through
annual testing campaigns (IHE Connectathons). These certifications offer users compatible solutions
and a guarantee of true interoperability between suppliers.

3.2 Work together to define the technical interface before
implementing it
You must understand end users' needs and define the specifications with them before developing the
API. This best practice underscores the importance of service interfaces' (API) design. These interfaces
act as a technical contract between the supplier and the consumer. Therefore, it is essential that the
two participate in designing this interface. It is what we call "contract first". This way, a company can
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co-build the service interface so that it best fits its needs. Here as well, using open standards such as
Open API facilitates exchanges, even during the design stage.
We can compare it to "mockup" practices used to create graphical application interfaces that involve
the end users. We begin by coming to an agreement on the graphical interfaces' look and behaviour
before tasking an army of developers with creating it. The same goes for APIs, whose interface needs
to be defined before we begin to implement it.

3.3 Define design rules
There are a thousand and one ways to describe the same API, be it its data model or the way to call
operations or manage errors. Thus, to ensure a high level of consistency within a growing portfolio of
services/APIs, you must establish design rules. This becomes even more critical as the number of teams
developing APIs increases or sub-contractors are called on. The quality of the APIs is key to them being
reused, to opening up to platform models and being able to scale, especially for APIs open externally.
Several companies have made their API design guidelines public, offering an excellent source of
inspiration:
Adidas https://adidas.gitbook.io/api-guidelines/
Zalando https://opensource.zalando.com/restful-api-guidelines/
Atlassian https://developer.atlassian.com/server/framework/atlassian-sdk/atlassianrest-api-design-guidelines-version-1/
Microsoft https://docs.microsoft.com/en-us/azure/architecture/best-practices/apidesign
Google AIP Improvement Proposals
PayPal https://github.com/paypal/api-standards/blob/master/api-style-guide.md
Octo https://blog.octo.com/en/design-a-rest-api/
The White House https://github.com/WhiteHouse/api-standards

3.4 Pay attention to documentation
Like any product, APIs/services must come with solid documentation to ensure take-up. This
documentation should cover two aspects:
• A business aspect that helps to understand the content of the service provided, the nature of the
data that is handled and any expected behaviour. Indeed, the service or API is described on a
business functional level to define its role, the business query and the trigger that causes the event
to propagate and the resulting underlying factors. When reading this service description
document, the business unit should understand what it offers and the rules and policies of use
(data confidentiality, for example).
• A technical aspect intended for the developers using it that covers the types of data used, the
interfaces, the security parameters or policy, the rules of use, operational constraints, technical
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error management, etc. The API documentation should include stubs as examples (OK and KO and
the various return codes). OpenAPI is one of the important standards used in technical API
documentation.

3.5

Support and acculturate teams

One ingredient that helps to determine whether the servitization of an information system is
successful is acculturating employees to best practices, an openness towards other teams and
transparency. Transparency occurs on two levels: sharing developments made internally as well as the
APIs and having the reflex to look at what already exists. Teams must be convinced of the importance
of following the API design rules. This requires teams to learn to standardise developments and specify
the technical terms and aspects. Appointing champions to lead by example is a good way to embody
and spread best practices. Participants in the Cigref "Information system servitization strategy"
working group recommend acclimatising employees to the "API as a product" approach instead of a
project delivery approach to encourage iterative API development, which fits perfectly with current
Agile practices.
Teams must also take into account security constraints and make sure APIs are "open by design". These
various points should not be underestimated, because they ensure interoperability.
The complexity of the organisation and IT is often underestimated, even though it directly impacts
servitization. Next, the lack of a shared business language and lack of transversal governance
complicates servitization because synergies are under-used.
Team support can be organised around a central team specialised in the field of APIs and dedicated to
technical support, education, even internal subcontracting of developments for teams who have yet
to reach the necessary level of maturity. These teams are often referred to as "API Factories". Thus,
several delivery models can co-exist within the company, with development that is centralised or
distributed, depending on how the teams' skill level evolves. If the size of the team allows, the central
expert unit can second its experts to work directly inside the project teams to encourage acculturation
and the spread of skills. Also, it is not uncommon to see these expert units take on the role of a
"certifier" to confirm teams' maturity in API development and act as a guarantor of their ability to
develop independently in respect of the principles set out in the company.

3.6 Be pragmatic
Pragmatism is the constant in implementing the approaches. This means capitalising as much as
possible on existing standards and architectural frameworks. Industrialisation and scaling should be
considered right from the design stage.
Although governance and respect for standards are essential to the long-term management of a
service portfolio, you must be able to manage fluctuations and business units' constraints without
blocking processes and slowing down projects that bring value. When exceptions occur, you must
handle them with pragmatism and without intransigence, but without letting them be forgotten. These
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and other exceptions are all chances to improve the governance process, but they must also give rise
to traceability and appropriate management of the technical debt.

3.7 Set up API governance
Introducing API governance at the company level with the appropriate tools allows the responsibilities
to be pinpointed throughout the APIs' lifecycles whenever there is an action to be taken during the
strategic, design, construction or consumption phases.
Governance responds to several objectives. First, improving API quality by facilitating the
interoperability of interfaces and the reuse of services to avoid duplicates. Knowledge of the service
portfolio, which must be easily accessible, ought to improve to respond to needs. For this, tracking the
changes in APIs' consumption allows you to be sure that it suits consumers' needs and to refine the
strategy. Finally, governance helps to increase the information system's performance by keeping tight
control over the software base and its flows by being consistent in optimising solutions and confirming
the quality of the architecture. Standardising processes allows you to keep their complexity under
control. Finally, governance confirms the business's alignment with the IT departments' API strategy
and makes it easier to prioritise the services to be implemented. In addition to optimising and
streamlining investment, governance provides arguments to fund services that are not sponsored by
business units.
The participants in the "Servitization of the information system" working group listed several best
practices and keys to success in implementing API governance:
• At the organisation level, the participants recommend that governance be fulfilled by a
multidisciplinary team that shows pragmatism. They also suggest involving consumers in the
design and involving business units for legitimacy and their strong experience in the substance.
• Another key factor to success consists in applying Agile approaches for servitization projects in
conjunction with the business units, automating governance processes and, finally, making teams
autonomous over the services' life cycle. Maximising self-service avoids slowing down the
implementation of new services and applications.
• Standardisation is also recommended for the documentation, the service catalogue, the data, the
services (verbs, behaviour, managing anomalies), security and data protection. Standardisation
results in acclimatising players in the IT department and business units and the publication of API
best practices. The standards are sometimes subject to change, which implies communication on
a large scale.
• Finally, several use cases were held up as best practices in API governance: facilitate involvement
from consumers, measure the usage of solutions proposed by Information System servitization,
instil the practice of API as a product, and having data governance.
Access to the API must also be easily secured using authentication that makes it easy to scale (OAuth,
OpenID Connect vs client certificate).
Several companies recommend the following rule of governance: store the same type of data in the
same place with a single person in charge. Finally, a service is the property of a single business domain
and a single owner who manages its life cycle in terms of its strategy, design, production and
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consumption. The service provider knows who other consumers may be, and it is up to them to define
the optimal level of granularity so that it can be used with the same domain or outside its domain.
The companies who shared the governance practices that they have implemented specified that each
service or API is described by both the business unit at the functional level and by the IT department,
which determines the use pattern and the technical aspect. The way in which the service or API is
orchestrated is also specified.
Appointing a Community Manager for APIs helps to promote them both internally and externally, make
access management accountable, and maximise and monitor their use—for example, by their usage
rate—with tools.
KPIs (Key Performance Indicators) for the APIs by business domain are put in place to evaluate the
quality of the services—their use, their evolution with the number of a service's versions, their rate of
reuse—and can be sent to domain architects and Business IT managers.
API governance must not be sacrificed in the name of agility. That is why implementing a governance
with a maximum of automated steps is an objective that you should set for yourself right when you
start to define it.

Air France-KLM has servitised its information system at scale for over 15 years with a hybrid model of
governance for its services and APIs, supported centrally by the Enterprise Architecture teams of the
CIO Office charged with defining the company's governance and standards and relying on other
architects closer to the business units and projects who implement it.
Thus, above all, services and APIs are strategically defined in a purely business framework by business
enterprise architects with help from business analysts.
These are then translated into their technical form (API, REST, SOAP, Synchronous, Asynchronous, etc.)
by business domain architects before being implemented by the product teams.
The rise of APIs has brought a new role into this governance, that of "Productisation" Manager and API
Evangelist, which is fully involved in developing the strategy with the Community Manager.

· 22 ·

INFORMATION SYSTEM SERVITIZATION STRATEGIES
Best practices in approaches to information system
servitization

Thus, the API and service life cycle unfolds with formal points of inspection as milestones (API
Governance Board, Joint Architecture Committee) during which the decisions to create, change and
use these assets are made.
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To make governance as efficient as possible, a self-service approach is in place, coordinating the steps
of governance through a central tool that offers complete visibility over the service/API portfolio and
facilitates the course of their life cycle.
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This tool also allows us to produce KPIs related to the evolution, the consumption and the quality of
the service/API portfolio and ensure its consistency.

Vincent Tassy, Air France-KLM
The case of microservices: The rise of software architectures based on microservices is challenging the
traditional models of governance by introducing interactions between services derived from the same
application at a very low level. Managing them at the same level as "enterprise" APIs doesn't make
sense.
Today, companies are studying delegating the governance of these micro-services to the product
teams to make sure they are consistent at the business domain level by applying the principle that any
step over the border into another business domain reclassifies the microservice interface as a
traditional API, falling into traditional governance.

3.8

Use an API management solution

The servitization of the information system allows the company's data to be shared according to
defined conditions with internal teams, the companies' partners and the public and to facilitate
interactions in a controlled way. Implementing an API management solution, which is a component to
exposing the API entry points, is important to a successful servitization architecture.
The extent of the features needed to deliver APIs in an industrialised manner no longer allows in-house
solutions to be built. You should use one of the API management solutions on the market that fits your
needs and budget constraints.
The first thing to expect from an API Management solution is the exposure and security of APIs through
a gateway (or micro-gateways, in certain cases). Accessibility to outside partners requires supporting
a variety of established security standards (OAuth, OpenID/Connect, TLS, WS-Security, etc.). Thus, you
should be vigilant of the gateway's possibilities.
For certain sensitive cases, we may want the API management solution to validate the content that
goes through it so as to centralise this action and not unnecessarily expose our back ends to malicious
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content. This feature can also be handled by other infrastructure components such as application
firewalls or proxies.
For external exposure of APIs (among other things), we will generally want to be able to implement
call quotas for different consumers. We may also be interested in managing global quotas to protect
our back ends. This supplements the dedicated security system delivered by the infrastructure provider
to prevent attacks, such as denial of service.
It is common for a servitization/API-ification approach to implement a web portal dedicated to
developers. This is another feature offered by API management solutions. We should pay attention to
the portal's extensibility, its adherence to the entire API Management platform (Can we replace it with
an in-house development if we think it is insufficient? Is it based on a content management tool or is
it pure web content?). Finally, API management platforms natively manage non-functional needs
(security, high availability, scalability, resilience) through a simple configuration instead of delegating
these aspects to each API developer (the "configuration over development" principle).
We have seen that implementing governance around APIs requires being able to produce service usage
KPIs. Thus, it is essential that the API management solution be able to collect usage data, potentially
even present them or supply them to your own data warehouse so that you can build relevant
dashboards.
Finally, depending on the environment, we will look for different on-site or cloud hosting models,
either self-managed or SaaS, in an API management solution. Certain market solutions offer hybrid
models in various forms.
API management solutions are becoming increasingly richer in features (editors, integrated
development tools, code repositories, life cycle management, etc.) that could be beneficial depending
on what already exists, both in terms of technologies and skills.
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4 The Open Digital Architecture (ODA)
framework
During our year of work, the participants wanted a presentation of a working framework to be able to
better grasp the implementation of the servitization of the information system. They chose the ODA
(Open Digital Architecture) framework used in the telecoms sector, although it is also now opening up
to other sectors. The objective of this chapter presented by Orange is to introduce what ODA is, specify
the context in which the operators within the TM Forum developed it and, finally, detail the Open APIs
of this framework.

4.1 General presentation
The ODA framework separated a company's global IT into the big blocks listed below and uses Open
APIs to connect them together.

Source: TM Forum
Figure 1: Structure of the ODA framework

The "Engagement management" part manages all the interactions with information system users
(people and systems) according to the device and channel they use to exchange with the company.
The "System of Engagement" part does not cover any business process or business data that are in the
"System of Record" part. That part contains the "front ends", i.e. the software that manages the
interaction with the information system's users.
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The "System of Records" part supports the business processes that call all the functions that update
reference data or activate machines. This part contains the back ends and the operational processes.
The "System of Records" part breaks down into three domains:
• "Party Management" takes care of the "who" and the "why". This System of Records domain
handles the natural persons or legal entities involved in sales processes. It also manages the global
relationship between the company, its clients and its partners (CRM/PRM, interaction
management, identity, invoicing, partner and supplier payments, with employee management:
HR, etc.). This part of the System of Records is not linked to the sales or technical catalogue and
can apply to any type of company.
• "Core Commerce Management" takes care of the "what". It handles all the processes and data
related to the sales catalogue (offerings and products). It covers functions at the offering and
product level: for example, order entry, orchestrating product delivery, pricing (recurring fees, use
pricing according to rates defined in a rate plan, etc.), or product guarantees. This part of the
System of Records is independent of clients and technical resources.
• "Production" takes care of the "how". This domain provides tools for all processes in
manufacturing, delivery, after-sales service, etc. It supports all the technical processes and data
connected to the services or resources that make products available to users. This part of the
System of Records is also independent of clients and sales offers.
The System of Insight part contains the analytical back ends that work on all the capturable data. This
is used to help decision-making (via front-end interfaces) or to automatically trigger an operational
process (of the system of records). These back ends only create data calculated from reference data
(KPI, accounts, etc.). Artificial intelligence solutions are part of this system of insight... but so is
accounting.
The grey Decoupling and Integration boxes are APIs or open APIs that allow these blocks to interact
and allow you to open a certain number of data to third parties to use for their business. There are
self-service APIs nearly everywhere to allow for interactions between the various components, and
the components of the various blocks come ready to use (plug and play). The APIs are defined by the
TM Forum. The open API can be used by software components considered to be autonomous, whether
open source or not (see microservices). This sharing requires API documentation so they can be used
effectively. The idea is to standardise Open APIs to encourage relationships inside the company,
externally with its partners, and even with other ecosystems.
Genericity is intrinsically the goal. Many ODA elements are generic and can be used in businesses other
than telecoms companies, service providers and integrators (only the "production" block is usually
specific).
The breakdown as shown above already represents a challenge for most information systems today.
This framework should be implemented gradually. Connecting these blocks ensures an easy
integration for any solution from an outside publisher.
The ODA framework has separated the operational processes from the analytics processes. For the
Client part, the ODA recommends having only one contact repository for all clients. A client is a person
who has several telephone numbers, email addresses, etc. Departments often only have some of the
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information, and thus consider them to be several clients, which does not facilitate a unified customer
experience. The goal of the ODA is to streamline exchanges, but first we need to identify the pathways.
In mid-2020 54 APIs defined by the TM Forum had already been deployed in 66 countries. This
engagement resulted in an ODA & Open APIs Manifesto signed by around 20 companies
(https://www.tmforum.org/oda/open-digital-architecture-open-api-manifesto/) that are working to
build an efficient and homogeneous ODA framework. This manifesto consists of a set of rules and
principles for designing modular and reusable technology capabilities and a common taxonomy and
definition of components (the boundaries, capabilities and "minimum viable" functional and nonfunctional capabilities and APIs required). The signatories committed to contributing to a precise
definition of APIs and to building references to facilitate their use and integration.
To illustrate the value added by using the ODA framework in its business, processes and organisation,
Orange presented the use case to support multi-channel offerings to the working group. The user
begins their purchase on the website, then leaves home and continues with the smartphone
application, picking up where they left off. Since they have a question, they call customer service, who
finalises their purchase. However, organising a flawless multi-channel order is not so simple. The
diagram shows why this case was difficult to handle before ODA, and how it is easy with ODA.

Source: TM Forum
Figure 2: ODA's contribution to multi-channel orders

The ODA framework separates the client interaction part, specific to the channel or device used, from
the generic order process part. This is how it allows this process to be used over multiple channels.
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4.2 The API distribution process between the main ODA
blocks
The API distribution process:

Source: TM Forum
Figure 2: The API distribution process

An initial type of API concerns anything that touches on information publication. The example given
is of a catalogue of products to be sold. In the CCM ("Core Customer Management") domain, we handle
the sales catalogue's processes and data, i.e. the products and offerings. In the production domain, we
handle the technical catalogue which describes the company's know-how (or services) and how they
are produced. The available know-how (or services) is published by the Production domain to the CCM
domain to describe the products using this know-how (Service Catalogue API).
The processes related to customer relations (client information management: CRM, client identity,
invoicing) are managed in the Party Management domain. When a purchase action is initiated with the
potential for a sale, we trigger an order taking process. The business event is sent to the Core
Commerce Management to trigger taking the order (Shopping Cart API). The effective purchase
triggers client invoicing or immediate payment then, with another type of API, the service ordering
API, product delivery and tracking. The order's valuation depends on the product delivered or used
and the sales conditions for this product: for example, the type of fixed rate, call time spent, etc. At
each step, the order and usage information triggers the valuation, which can also be periodic
(subscription). A new API, the bill items API, is needed to produce all the invoiced elements: for each
line, the invoice specifies the contract (or "installed offer") and the usage of the products related to
the contract resulting in the amount due for a given period. Then, the invoice must be produced
according to the invoice presentation rules and procedures. The invoice is available via the Customer
Bill API. Then, it will be presented to the payer according to "Party Management" rules.
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The distribution choices in the various blocks define the APIs' usage framework.
The data is distributed to the various "party management" blocks that manage the organisation and
people processes (interactions, accounts, invoicing, confidentiality, etc.) and the "core commerce
management" (catalogue, order and fleet data for products and offerings).
Graphical interface connections and processes:
When an activity cannot be automated, an interaction with the front end is needed. Therefore, the
information expected from the front end must be specified. The type of API, the process flow API which
becomes involved, is different from those seen previously because this API is intended to orchestrate
the exchanges between the process and HCI cinematic layers. Process flow APIs act as a guide to the
engagement system to ask the user for what the process expects. What is different is that it is used for
orchestration purposes.
The APIs used in an ODA are either core APIs or process APIs (with related event management) which
orchestrate the processes overall.
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Conclusion
To fulfil their clients' new expectations and meet the business challenges that are driving them to
explore new opportunities, large companies and public administrations are opening up their enterprise
architecture, their IT, to internal teams or their near or extended ecosystem. They are doing this
through technical or functional services, ideally designed from a global architectural framework and
made available through APIs. To ensure a consistency with this service portfolio, companies use welldefined rules and apply several key principles: modularity, openness, security and segmentation.
This requires acculturating all employees to best practices: specifying the technical terms and aspects,
standardising developments, sharing them internally, having the reflex of looking at what already
exists, maximising API reuse, etc.
Using these best practices and being pragmatic speeds up the implementation of approaches to agility
in companies and allows them to eventually consider pooling certain business or development
processes that they have in common with their sector of activity or ecosystem. Thus, by pooling these
non-differentiating components, companies and public administrations can focus on their core
business where they bring value.
With the rise of IoT, certain industrial products are becoming a source of services. This requires
studying the entire possible value chain provided by the connected components, equipment and/or
devices to identify new business opportunities with these services. According to Wavestone, it is
therefore important to try to make components as independent as possible with standardised and
structured connection interfaces so that services are modular and easy to change.
While servitization tends to respond to first-order needs for companies and public organisations,
facilitating the integration of their ecosystem, for now few have taken this approach to the extent of
commercialising their assets by monetising APIs or usage-based invoicing such as that proposed by
cloud computing/SaaS service providers. However, usage-based invoicing is often supported by the
API management platforms on the market. Commercially exploiting this resource through consolidated
business platforms or marketplaces could be the next phase of evolution for this developing landscape.
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The annex elaborates on the two main types of APIs used in an ODA framework: the core APIs and the
process APIs (with related event management) that orchestrate the overall processes.
First, there are data management APIs (core APIs). These APIs consult and update data. Consultation
operations are available to all the information system's components as long as permissions are well
managed. Creation and modification operations are reserved for backend components in charge of
executing business processes.
Then, there is the API specific to managing the business process: this is the process flow API that
operates in a query/response mode with the front end (the data entered allows the processes to
progress and the data to be updated). It is used for the interactions between the front end and the
back end to provide the information that the process expects from the user (processing of manual
tasks). It is also used between back ends to trigger a process in another ODA block, for example client
creation (Party block) when taking an order (Sales block).
Finally, we should cite the event publication API that will allow all these APIs to trigger events.
All these APIs are provided by the four ODA blocks that cover the operational and analytical processes.

Source: TM Forum
Figure 4: Topology of APIs

Core APIs
Core APIs are used to search for, consult and manage data. They isolate data use from the complexity
of the underlying system. There is only one way to access the data. Core APIs are built once to be used
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several times in various separate projects. Thus, modernising an API should not pose a problem to
consumer systems since they do not notice the change.
It is when reusing an API that we find gains from the simplification. It is important to pay attention to
core APIs' overall consistency with one another. For example, this is the case with catalogue, order and
fleet APIs, which must be consistent. The data managed can be static, such as product inventory or
catalogue data, or dynamic, based on transactions like taking orders or an incident ticket.
An already consequential list of APIs has already been drawn up at TM Forum with guidelines for
working in a sector-agnostic way.
The front end can always consult client data and search for the catalogue with core APIs' get functions.
Behind each API a resource model is defined (the data handled). For each resource managed by an API
(order, client, invoice), we define events: order creation, order change, etc. The notifications sent to
subscribing applications are built from events. APIs are typically defined by OpenAPI specifications that
can be read by both humans and machines and are easy to use.

Process APIs
Process APIs' role is to monitor the steps of a process. Each process is defined once in a single back
end. The process API is used to manage an instance of execution of a business process through a set
of automatic and manual tasks. Process APIs were built to be able to interact with one or several
systems to execute a process. A mechanism is used to describe the data expected for a task that
requires input from a user (description of a form). Throughout the process, it is the process that uses
core APIs to update the data. Process APIs manage the complexity of the data in silos (multiplicity and
dependency). The objective is to hide from the front end the complexity of a process that requires an
update consistent with a set of different resources. The welcome process is used to propose the actions
possible depending on the channel the client is using: chat, web, etc. This process will then trigger the
process appropriate to the choice made. Process APIs separate the way that data is stored from the
way the data is captured. API is the vector that allows the front end to exchange with the processes
executed from the back end.
The business logic that specifies the processes and the tasks is defined once in the back end and not
specifically in each front end. The process instance can then be created following a front-end
interaction or the execution of another process/task—directly or indirectly.
The event API manages event publication. For example, once the process has been executed, it sends
an event to state that it is finished. A component specific to event management can be used to
choreograph API calls in the back and front ends depending on the events received and, for example,
trigger new processes.
The back end must provide all the relevant information to the front end to allow it to complete the
instance of the task (for example, provide the data form, provide the value of the selection list, etc.).
The business process is comprised of a sequence of defined tasks with rules of inspection and
sequencing. The tasks are completed either automatically or manually.
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The front end and the back end must have a communication model that allows for synchronous
exchanges as well as an event-based model so as not to constrain synchronous exchanges. The process
API also generates events (via the event API) to execute the tasks in an asynchronous manner.
The processes are broken down into tasks. Hypermedia, a hyperlink to resources or to itself, makes
sense during an instanced process, specifying which information to send back, how and where. A
process is managed via a generic or specialised API: the ProcessFlow API exposes processFlow and
taskFlow resources that can be specialised in OrderCapture and SelectMainOffer respectively, for
example.
The process sequencing must be dynamic, including between the various System of Records blocks:
• When a new user signs in and places their first order, then the client creation process must be
triggered before the order is confirmed (this client creation process is not executed for an existing
client).
• Once finished, the "order placement" process publishes an event that triggers the delivery process.
When a task is finished (nominally or not), it issues an event. Each API—core or process—defines and
triggers events.
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Achieving digital success to help promote the economic growth and
competitiveness of its members, who are major French corporations
and public administrations, and users of digital solutions and
services
Cigref is a network of major French corporations and public
administrations set up in order to develop its members' ability to
acquire and master digital technology. It is a unifying player in the
digital society, thanks to its high-quality thinking and the extent to
which it represents its members. Cigref is a not-for-profit body in
accordance with the French law of 1901, created in 1970.
To achieve its mission, Cigref counts on three business units, which
make it unique.
1/ Belonging:
Cigref speaks with one voice on behalf of major French corporations
and public administrations on the subject of digital technology. Its
members share their experiences of the use of technology in working
groups in order to elicit best practices.
2/ Intelligence:
Cigref takes part in group discussions of the economic and societal
issues raised by information technologies. Founded nearly 50 years
ago, making it one of the oldest digital associations in France, it draws
its legitimacy from both its history and its understanding of technical
topics, giving it a solid platform of skills and know-how, the
foundation stones of digital technology.
3/ Influence:
Cigref publicises, promotes, and champions its member
organisations' collective positions on digital technology issues. As an
independent organisation in which digital technology practitioners
and actors can discuss and create content, Cigref is a benchmark
recognised by its ecosystem.
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