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Geopolitics and 
international relations

General background  

Historically, major pandemics have tended to have 
lasting systemic effects on the structure of human 
societies, and on how relationships are conducted 
between the various groups that comprise them. It 
would be outside our area of competence to offer 
an examination of pandemics throughout history 
in these background remarks, yet it is worth noting 
that the upheavals introduced by those pandemics, 
while occasionally brutal, have very often been 
rooted in pre-existing issues. Perhaps there is a need 
for a more detailed assessment of the consequences 
of the pandemic we are experiencing in terms of an 
accelerating end-of-cycle phenomenon. This cycle 
began at the very end of the 1970s with the advent 
of a new, globalised form of economic liberalism 
driven by Ronald Reagan and Margaret Thatcher, 
the beginnings in Poland of the fall of the Soviet 
empire, and China’s awakening and opening up 
to the world. Forty years on, China has seized 
Europe’s position as the world’s second economic 
power, is establishing itself as the main competitor 
to the United States, and is firmly on course to 
become the hyperpower of the twenty-first century 
by the time of the hundredth anniversary of the 
People’s Republic in 2049. It has been remarkable 
in recent years to hear President Xi Jinping, in 
various different international circles such as the 

World Economic Forum in Davos, positioning 
himself as the champion of free trade while at 
the same time engaged in a policy of relentless, 
technology-driven control over the individual 
freedoms of the Chinese people. The diplomatic 
policy of the People’s Republic of China now 
reveals a certain aggressiveness and confidence 
that reflects the country’s change of status on 
the international scene. Following the events in 
Hong Kong, we may feel entitled to express grave 
concern over the future of Taiwan and governance 
over the waters of the China Sea with regard to 
international law. This pandemic has exposed the 
harsh reality of the Indo-Pacific shift in the world. 
This new geopolitical order is crystallising around 
a growing Sino-American rivalry, relegating 
Europe to its former status as a mere peninsula at 
one end of the vast Asian continent. In this new 
reality, with the United States and China putting 
strategic confrontation above political ambition, 
the European Union has until now seemed to have 
resigned itself to its role as a spectator to its own 
geopolitical impotence – despite the fact that the 
Indo-Pacific region, in which France remains a key 
player, has a direct bearing on its own future.

Taken from the Studycli.org website: “What does China’s version of the world map look like?” by Hugo van der Merwe
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This increasing rigidity in the worldwide balance 
of power coincides with a period during which, 
day by day, the impacts of worldwide climate 
change are becoming increasingly intense. At the 
time of writing, in mid-summer 2021, the effects 
of climate change seem to be taking hold, with the 
north-western part of the continent of America 
suffering hitherto unknown heatwaves, while 
China (and also Germany, Belgium and northern 
France) have been experiencing rainy spells that 
have led to unprecedented flooding, with dramatic 
consequences.

It was during this time, in 14 July 2021, that 
the European Commission published its “Fit-
for-55” legislative package, containing no fewer 
than 12 bills ranging from revisions of certain 
directives through to the implementation of new 
mechanisms. These proposals are intended to 
provide a firm foundation for the European Green 
Deal approved in December 2019, and to put 
Europe on a path to carbon neutrality by 2050. 
The European Commission has tabled a set of 
measures in alignment with the goals of the Paris 
Agreement, with a 55% reduction in European 
carbon emissions by 2030.

Many sectors will require radical transformation if 
these objectives are to be met. The flagship objective 
is undoubtedly the one assigned to the automotive 
sector, which is targeting a 55% average reduction 
in emissions from new cars by 2030 and 100% by 
2035 compared to 1999 levels. As a result, all new 
vehicles registered in Europe from 2035 will be 
required to be zero-emission.

The Intergovernmental Panel on Climate Change 
(IPCC) is expected to publish a new report in 
early 2022 containing a full recap of the impacts of 
climate change on our planet and its living species.

 A first working draft of this report is currently the 
subject of a call for comments from the scientific 
community. It would appear at this stage that it 
paints a picture of a critical situation. With the 
Paris Agreement, the international community 
is committed to not exceeding a threshold of a 2 
°C rise in global temperatures compared to the 
pre-industrial era. The IPCC now believes that 
crossing the 1.5 °C threshold could already have 
serious – and in some cases irreversible – effects 
upon living conditions in many regions of the 
world, exceeding the ability of certain organisms 
to adapt, with widespread consequences on world 
agricultural production. And at the same time, the 
World Meteorological Organization has established 
that there is a 40% probability of exceeding this 
threshold by 2050.

The IPCC concludes its pre-report on a hopeful 
note, maintaining that control over runaway climate 
change is still possible, provided the international 
community adopts stringent measures aimed at 
transforming processes and behavioural patterns at 
all levels, particularly corporate, institutional and 
governmental. With the publication of its “Fit for 
55” legislative package, the European Commission 
appears to have grasped the importance of the 
issue at hand, pre-empting the IPCC’s appeal. 
The European trilogue negotiations will need 
to reflect the desire of member states to assume 
their responsibilities and adhere to their climate 
commitments. Joe Biden’s United States is also 
on the verge of embarking on a trajectory of 
controlling and reducing its carbon emissions.

Environment and 
climate change
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Many uncertainties remain as to the practical 
outcome of China’s commitments to controlling 
its own greenhouse gas emissions. Lastly, there are 
grounds for legitimate concerns over Africa, the 
Indian subcontinent and Latin America’s ability to 
take action, as they have limited freedom to adapt 
their economic and social systems either to the 
challenges of climate change or to its potentially 
dire consequences for their populations. Extremely 
belatedly, and faced with a lack of alternatives, 
humanity is making progress (albeit very 
imperfectly) in developing its ability to evaluate, 
predict and correct the consequences of the physical 
changes it has imposed – and continues to impose 
– upon the Earth’s ecosystem, as the coronavirus 
pandemic has so powerfully helped to reveal.

Eighteen months after the start of the terrible 
worldwide pandemic that spread from China 
in January 2020, there is continued uncertainty 
over humanity’s ability to overcome it. A fourth 
wave seems to be spreading more rapidly than its 
predecessors as a result of the growing virulence 
of successive variants, with the Delta variant of the 
SARS-CoV-2 virus having established itself as the 
dominant infectious strain at the time of writing.  A 
number of countries have already been overwhelmed 
by this Delta variant, including in Africa and 
many countries in Southeast Asia. However, and 
despite this resurgence of the pandemic, the most 
pessimistic scenarios – predicting mortality levels 
of an order of magnitude comparable to the great 
pandemics of history – no longer seem likely.  In 
addition to the unprecedented lockdown measures 
restricting social interactions for a period of over 
a year, this situation is first and foremost the result 
of the development and industrial production 
– at a speed unprecedented in the history of the 
pharmaceutical industry – of effective vaccines, 

with half of the world’s population having had 
access to at least one dose by the end of July 2021, 
according to WHO figures. This vaccine-driven 
dynamic is expected to continue, always assuming 
we are able to overcome a twofold challenge; firstly, 
to overcome the reluctance of a significant portion 
of the population to be vaccinated, and secondly, to 
resolve the difficulties of supplying and deploying 
vaccines in the poorest and most deprived countries 
in terms of medical infrastructure, especially in 
Africa.

Moreover, despite the fact that the pandemic is 
having a significant impact on many sectors, and is 
compounding the economic and social difficulties 
already being experienced in many countries, its 
effects on our economic systems may be less seismic 
than had seemed likely a year ago. A number 
of observers are emphasising the resilience of 
economic and social systems, pointing out that the 
consequences of each of the three previous waves 
of the epidemic on the economy have progressively 
decreased, mainly because of society’s adaptation 
and the widespread introduction of vaccination 
programmes. During the first lockdown from 
March to June 2020, business activity in France 
fell by a dramatic 30% compared to the 2019 level; 
today, however, it is a mere 5% below activity levels 
in this same pre-Covid period. Barring further 
health surprises, there is every reason to hope 
that there will be a return to 2019 levels of activity 
during the first half of 2022. It is also during this 
period that the various European and national 
recovery plans will begin to have a full impact on 
the continent’s economy.

Pandemic and 
health crisis
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The world economy is now dominated by three 
huge phenomena which are combining in multiple 
ways.  The first of these, as indicated above, relates to 
the strategic rivalry between China and the United 
States, who have focused a significant portion 
of their economic strategies in this direction, 
especially in the digital sector. The second is the 
traditional economy’s growing dependence on 
a data economy supported by the exponential 
growth of digital technologies and controlled by 
a limited number of now-ubiquitous players. The 
third, of course, is the issue of decarbonising the 
economic system and adapting it to the challenges 
posed by climate change. The key observation is 
that the world economy appears to be subject to a 
threefold system of geostrategic, technological and 
climate constraints, revealed in part by the health 
crisis, and imposing unprecedented changes upon 
its value chains.

As a symptom of these constraints, the United 
States has been working since Joe Biden’s election to 
unite the countries of the Asia-Pacific zone around 
an agreement aimed at establishing standards for 
the digital economy, including rules on data use, 
trade facilitation and tariff regimes for electronic 
transactions. The move is clearly intended to 
counter Chinese dominance in the region, and 
several states – including Canada, Chile, Japan, 
Malaysia, Australia, New Zealand and Singapore 
– have expressed interest in such an agreement. 
However, a dozen or so other states in the region 
are already so dependent on Chinese equipment, 
software and networks that it would now be very 
difficult for them to apply such standards to 
promote a free and open digital space as defined by 
the United States. 
 

At the time of writing, in July 2021, these 
discussions are running in parallel with others 
urgently initiated by the leaders of the Asia-Pacific 
Economic Cooperation, including Joe Biden and 
Xi Jinping, in an attempt to coordinate the region’s 
efforts in response to the new wave of the epidemic 
driven by the Delta variant.

Another symptomatic effect – and one which 
illustrates the limits of economic globalisation 
– is the electronic components shortage now 
affecting a number of sectors of activity (probably 
in the long term), and causing serious price rises 
in this market characterised by high technology, 
hyper-specialisation, maximum concentration, 
mass production… and also hyper-capitalism. 
For the most part, this shortage is the result of a 
combination of the three phenomena described 
above. Firstly, the dramatic increase in demand as a 
result of the health crisis has created strong growth 
in the worldwide laptop computer market. Next, 
the struggle for technological leadership between 
the United States and China has prompted players 
such as Huawei to accumulate unprecedented 
inventories of components. Lastly, to complete 
the picture, a drought on the island of Taiwan has 
forced a number of manufacturers – including the 
world leader in microprocessors, TSMC – to reduce 
its production rate, as the manufacturing process 
for these components is a major consumer of fresh 
water. For this reason, many states – including 
France – are seeking to ensure a secure supply of 
semiconductors, processors, microcontrollers and 
other sensors for their industries.

The economy and
effects of globalisation
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Europe’s response is to attempt to create the 
political, economic and technological conditions 
that will enable it to regain a certain level of control 
over its dependencies in many industrial fields, 
eroded to dangerously low levels by several decades’ 
worth of recklessness or blindness; for example, 
in the pharmaceutical and electronic component 
industries.

In Brussels, open strategic autonomy has become 
the new in-vogue concept.  This is defined as 
a system of global economic governance built 
on mutually beneficial bilateral relations and 
ensuring protection against unfair and exploitative 
practices. In the insightful words of François 
Villeroy de Galhau, Governor of the Banque de 
France, Europe’s ambition is to reconcile Keynes 
– the economist of support and solidarity – with 
Schumpeter, the economist of innovation. That 
is, in any case, clearly the path being taken by Joe 
Biden since the start of his tenure in the White 
House.

© Cameron Venti



Cigref • Strategic orientation report 2021      15

Together with the free flow of goods, people and 
capital, the free flow of data will be one of the 
fundamental factors in European growth over the 
next two decades. Nowadays, a digital economy can 
only generate value if data, like capital, is allowed 
to circulate freely, securely and safely between the 
various players: no-one is entitled to claim sole 
ownership of all the data required to develop new 
value-added services. It is intolerable for a handful 
of (mainly non-European) providers to co-opt 
such data for the exclusive benefit of their business 
models. This freedom should provide a model for 
European industries and services to build on in the 
21st century. The European Union cannot afford 
to miss the opportunity to seize this new freedom, 
which is essential for our economy, to ensure 
control over areas in which it is dependent, and for 
the freedom of future generations.

The cloud is no longer just another sub-domain of 
the digital sector: it is now the sector that controls 
all the others. As the health crisis has very clearly 
shown, data is central to digital transformation, 
and the cloud is now the very bedrock on which 
the digital infrastructure of our companies and 
public administrations is built. The cloud market 
in Europe is expected to grow from some 50 
billion euros in 2020 to around 550 billion euros 
in 2030, with an annual growth of more than 
25%, according to a recent study by KPMG, 
putting it in the same financial bracket as the 
telecommunications market. Practically all fields of 
digital innovation and transformation – artificial 
intelligence, IoT (Internet of Things), 5G and soon 
6G, edge computing, Industry 4.0 and quantum 

computing, to name but a few examples – are 
now being developed in environments, and using 
tools, provided by the cloud. At this current time 
of health, economic, social and geopolitical crisis, 
our continent’s ability to exercise control over these 
aspects is becoming an essential precondition for 
maintaining its own sovereignty and control over 
its own destiny.

It is the regulator’s responsibility to establish a 
regulatory framework that will enable (a) fair and 
balanced access to this market, both for users and 
for any service providers wishing to enter it, and 
(b) the emergence of “trusted cloud” solutions to 
ensure the protection of the European economy’s 
sensitive information assets. A failure to achieve 
this would result in the inevitable closure of the 
window of opportunity that opened two years ago 
as a result of factors such as France’s cloud strategy 
and the Gaia-X initiative. Companies would have 
no other choice, given their contractual deadlines, 
their requirements in terms of competitiveness, 
and a technology environment favouring the maj in 
large Cloud providers, than to make new long-term 
judgements regarding the use of key platforms, thus 
minimising the number of use cases that a national 
or European trusted cloud offering could support.

Digital background  

Evolution of the 
cloud market

Free flow
of data
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Political, economic and administrative leaders 
everywhere are now deeply concerned by the 
worrying growth in recent years of cyberattacks 
against businesses and public administrations: the 
ability of cybercriminals to commit their crimes 
is currently growing faster than their victims’ 
ability to protect themselves. Over the next ten 
or so years, barring some kind of paradigm shift 
in the fight against cyber-threats, the situation 
in the digital space could gradually descend into 
chaos.  The reader’s attention is drawn to a singular 
characteristic of the digital industry: it is probably 
the only industry in Europe not subject to minimum 
standards of safety by design. This situation is 
bound to change, despite a universal awareness 
of the difficulty of the task ahead. In this respect, 
Cigref ’s current analysis is in accordance with the 
findings of a number of international forums, such 
as the OECD and the Geneva Dialogue, and has not 
been opposed in principle by the digital industry.

Amid the current situation, in which issues of 
environmental protection, the fight against climate 
change and the decarbonisation of the economy 
are becoming major issues for society, the question 
of digital sobriety is assuming a new dimension. 
An ecosystem-wide approach to digital sobriety 
– involving users, suppliers and regulators and 
national and European level – will be required 
from now on.  Cigref ’s Planet Tech’Care partner 
provides a platform that offers a basic outline for 
such an approach.  Its transition to the European 
stage will need to be supported by all stakeholders 
in two ways. Firstly, particular attention will 
need to be paid to reducing digital technology’s 
environmental footprint, particularly with regard 
to its energy usage. Secondly, digital players will 
need to be engaged as positive contributors to 
energy transition and the decarbonisation of 
human activities through the intelligent use of 
digital technologies. and Successes in this area 
will need to be highlighted. This last path – which 
is still underexplored, but bears great promise 
– will require particular attention in terms of 
methodology if it is to achieve its full potential.

Digital
sobriety

Digital 
security
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The old world order is less certain than ever. Its 
constant changes, in ever-shorter cycles which 
can only be understood by taking a long-term 
view, emphasise the importance of our approach 
of foresight thinking and strategic analysis on an 
annual basis. We are aware of the limits of this 
forward-looking approach and its partial nature, yet 
remain convinced of its merits when used to serve 
those who wish to use it as the basis of discussions,  
in support of their own business activities. The 
view of the next decade that we are able to discern 
through this forward-looking approach is a mixed 
one. It does, however, have the merit of the high 
standards and direct honesty to which the members 
of Cigref ’s Strategic Orientation Council have 
consistently held us. Throughout this work, we 
have endeavoured to reconcile the optimism of the 
will and the pessimism of the intellect, as Antonio 
Gramsci so neatly put it. We invite our readers to 
do the same.

In conclusion 

By 
Henri d’Agrain,  
Cigref Managing Director
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In the first part, we have been able to obtain the points of view of qualified people on the 
Strategic Orientation Council to complement each of the transformation fields.

In the second part, the news from the future takes the form of stories from the 
future commissioned for this report and inspired by each future scenario.

We extend our warm thanks to them for their valuable contributions and
for the original works they have created

Yves BERNAERT, Technology Europe CEO, Accenture 

Hugues FERREBOEUF, Project Manager, The Shift Project
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Mathieu WEIL, Head of Digital Economy Department, DGE

Henri ISAAC, Associate Professor at PSL Université Paris-Dauphine and Renaissance Numérique

Ketty STEWARD, writer and Chair of the Réseau Université de la Pluralité association

Henri D’AGRAIN, Cigref Managing Director

Alexis JENNI, writer, Prix Goncourt 2011 
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Part 01

Foresight 
watch
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“I have always seen information systems as a form 
of living organism. Indeed, at Accenture, we have a 
concept we call the ‘living system’, which provides 
a number of practical analogies with the human 
body and the need to adapt…

Amid the current context of the health crisis, we 
are now all fully aware of the long-term threats 
we face, and the need for resilient systems and 
platforms. What we have learned through our 
resilience in the current environment is the need 
to be open to change. At Accenture, we say, ‘Let 
there be change’, and let us seize the opportunity 
to create a better, more sustainable world through 
our use of technology.

How we adapt to change is the key to the digital 
world of tomorrow, and can be the key to 
our companies and the society of today. This 
is particularly true of how we adapt to new 
working practices and the growing importance 
of technology as a driver of this change. We have 
noted the lack of resources in terms of anticipated 
working remotely, security flaws, organisational 
issues, and – most importantly – excessively 
long reaction times. In addition to all this, the 
difficulties inherent to the types of systems 
involved, especially in cases where companies 
have not switched a number of their activities to 
the cloud.

The feedback we have received, and the studies 
we have conducted, have shown us that resilience 
is the new standard. For this reason, human 
beings remain at the heart of the mechanism: we 
have seen that companies who operate an agile 
organisational structure with small, self-sufficient 
teams and cloud tech stacks, with all the flexibility 
this offers, get ahead of the curve rather than being 
left behind.
 

A focus by employees on value-added tasks, 
rather than repetitive tasks, is another sign of 
resilience: automation is then seen as a key vector 
of maturity. Not to mention cybersecurity or 
business continuity.

I firmly believe that technology can assist 
and enhance human abilities, and its role is 
growing every day, especially in times of crisis. 
It is therefore very important for us to have 
certainty over the digital world’s ability to cope 
with a transforming world and continue to 
support corporate development by offering new 
possibilities for digital services. In addition, our 
recent studies and work on new technologies are 
revealing potential extensions and strong impacts 
in the world of industry. The use of the cloud 
and platforms to continually manage and adapt 
production units, logistics chains, etc., are already 
a reality. Advances in robotics will continue 
to expand the role of IT and the CIO, and also 
prolong the digital transformation of the physical 
world. Robots are performing risky tasks and once 
again putting human beings back at the heart of 
the value model. This means that, sooner or later, 
resilience – as described above – will also become 
a key to the information system in the extended 
sense of ‘everything that contains code’.

Lastly, and in summary, I believe that the challenge 
from now on is to endure; to keep on linking all IT 
projects to a direct value (cash, ongoing support 
for a key function, creation of a bid, etc.), to focus 
on people and systems, and to use the cloud, the 
IoT and robots simply as tools for strengthening 
the company.”

Point of view

Field 1. Technological challenges and new applications

Yves BERNAERT,  
Technology Europe CEO, 
Accenture 
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Field 2

Technology 
and environment
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The 2020 report already offered a depiction of the 
close relationship between technology and the 
environmental challenges facing our societies. The 
unlimited potential of digital technologies has seen 
them lauded as disruptive, inspiring solutions… 
but also criticised for their uncontrollable nature 
and potential for destruction. In relation to the 
major climate disruptions that the modern world 
is about to experience over the coming decades 
(rises in temperatures, decline in biodiversity and 
availability of natural resources, repeated natural 
catastrophes, etc.), digital technology is clearly 
neither an absolute panacea to, nor the sole cause 
of, all ills.

While it is true that digital technology is a sector 
directly affected by environmental transition 
because of its high consumption of natural 
resources – in terms of both energy and the negative 
externalities it generates – it also provides hope as a 
means of optimising production, consumption and 
usage practices to reduce pollution and waste.

To date, however, the actual ability of digital 
technology to act as an optimising and 
regulatory force in this way is still being debated, 
partly because of the need to assess and take into 
consideration the knock-on effects of any potential 
technology solutions that are intended to reduce 
such negative externalities. The Shift Project1 report, 
published in March 2021, is reminder that, unless 
accompanied by significant changes in behaviour, 
our use of digital technology is incompatible with a 
global warming trajectory limited to 2 °C by 2050. 
This is mainly due to the explosion in the number 
of smart devices and volume of data produced, 
the majority of which neither comes from, nor is 
employed in, applications that avoid greenhouse 
gas emissions in comparison to more traditional 
solutions (for avoided emissions). This relationship 
is itself the subject of controversy (on the limits of 
the knock-on effect, for example). However, the 
debate should not merely revolve around energy 
cost savings; it must also involve a discussion of 

1 https://theshiftproject.org/article/impact-environnemental-du-numerique-5g-nouvelle-etude-du-shift/  (in French)
2 https://www.lesechos.fr/tech-medias/hightech/pourquoi-il-y-a-une-penurie-de-semi-conducteurs-dans-le-monde-1290735 (in French)

the social advisability (particularly with regard 
to energy-climate issues) of an additional carbon 
budget consumption for each new service and/or 
solution introduced. In this respect, discussions 
relating to the issue of 5G deployment are 
particularly meaningful.

Another major concern that is gradually emerging 
is the increasingly important issue of the 
availability of scarce resources, raw materials 
and certain components that are required for 
the actual manufacture of digital equipment. In 
addition to the risk of seeing the world’s resources 
of certain strategic metals gradually dwindle, the 
techno-economic war between the Chinese and 
American powers that be reveals the profound 
extent to which international value and trade chains 
can be conditioned by geopolitical issues.   Asia has 
many advantages in this area, as illustrated by the 
example of the semiconductor shortage in the first 
half of 20212 as a result of political decisions over 
sovereignty. This situation is weakening economic 
recovery in several major global powers, with Asia 
as one of the world leaders in this sector.

Field 2. Technology and environment

https://theshiftproject.org/article/impact-environnemental-du-numerique-5g-nouvelle-etude-du-shift/
https://www.lesechos.fr/tech-medias/hightech/pourquoi-il-y-a-une-penurie-de-semi-conducteurs-dans-le-monde-1290735
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Probably among the most important of the recent 
developments that should also be listed here are 
those relating to increased awareness on the 
part of individuals, companies, regulators and 
the international community. Has the Covid 
pandemic brought a definitive end to a form of 
collective recklessness (and inaction) in response 
to a world in turmoil? Has the widespread use of 
remote work, and the essential contribution made 
by digital solutions at a time of enforced physical 
distancing, created a greater awareness of the 
inextricable links between digital technology and 
our planet’s future?

We may be inclined to think so when considering 
developments such as France’s efforts in this 
area with its recent bill1 “aimed at reducing the 
environmental footprint of digital technology” 
in the country, adopted by the Senate in January 
2021, and then by the National Assembly on 10 
June 2021. This law could play a part in changing 
behaviour within companies who, through 
their CSR or under the impetus of investment 
decisions increasingly driven by an assessment of 
their environmental impact, are already moving 
towards greener digital technology within their 
organisations, business units and economic models 
– a currently ongoing development that had been 
clearly identified in the 2020 report.

Lastly, one basic question still remains: will digital 
technology be used exclusively to serve companies 
providing continuous monitoring and control 
services, or companies with a commitment to 
freedoms… or both? While it is conceivable that 
the concept of tracing (as opposed to tracking) 
will become crucially important in the future – 
for example, as a means of regulating negative 
environmental externalities, or reducing health 
risks, with digital technology playing a key role 
in understanding consumers and helping them 
to adopt more virtuous patterns of behaviour – it 
is also possible that it will increasingly become 
the instrument of choice by both private and 
state organisations for exercising control over 

1 https://www.senat.fr/espace_presse/actualites/202006/reduire_lempreinte_environnementale_du_numerique_un_etat_des_lieux_inedit_et_une_feuille_de_route_pour_la_france.html (in French)
2 https://biblionumericus.fr/lecture/etat-durgence-technologique-comment-leconomie-de-la-surveillance-tire-parti-de-la-pandemie/ (in French)
3 https://www.who.int/fr/news-room/q-a-detail/one-health

individuals. This is the picture painted by Olivier 
Tesquet in his book State of Emergency: How 
the surveillance economy is benefiting from the 
pandemic, published in February 20212. In it, the 
author warns of the (possibly irreversible) rise 
of specialist surveillance companies as a result 
of the health crisis, working hand in hand with 
governments and all sectors of society. However, 
French and European regulatory bodies may be able 
to take action to resist this trend, as demonstrated 
by recent proposals in the European Parliament to 
ban targeted advertising.

Given the scale of these issues, and the risks related 
to them, is it possible that we may see international 
cooperation between digital players to provide a 
consistent joint response to these challenges? As 
pointed out in the WHO’s “One Health3” strategy 
– which removes the distinction between human 
health, animal health and environmental balance – 
a holistic approach to the risks and opportunities 
of the 21st century could be the hallmark of new 
forms of cooperation between large companies, 
eager to use their knowledge and mastery of digital 
tools to serve the collective good.

Foresight watch

https://www.senat.fr/espace_presse/actualites/202006/reduire_lempreinte_environnementale_du_numerique_un_etat_des_lieux_inedit_et_une_feuille_de_route_pour_la_france.html
https://biblionumericus.fr/lecture/etat-durgence-technologique-comment-leconomie-de-la-surveillance-tire-parti-de-la-pandemie/
https://www.who.int/news-room/q-a-detail/one-health
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Point of view

“The forward-looking study conducted 
for this report highlights the probability 
that, over the next decade, we will see the 
emergence of risks challenging the resilience 
of our businesses and companies.

It is increasingly clear, for example, that 
climate change is happening faster than 
expected: the rise of 1.5 °C will have taken 
place by 2030, resulting in the consequences 
we are forecasting for the second half of the 
century, and it can only be limited to 2 °C 
after 2050 if we are able to halve our CO2 
emissions by 2030.
 

We must, therefore, immediately begin 
building a twofold constraint into our 
collective and individual strategies: to 
accelerate changes in our ways of life and 
production to avoid the use of fossil fuels 
and to adjust our infrastructures, habitats 
and agriculture in accordance with the 
consequences of climate change.

Digital technology can help us to achieve 
this and play a role as an accelerator of 
transformation, provided we can refocus 
our use of it in line with these priorities, 
and provided it is based on a philosophy of 
sobriety, not abundance, to ensure its own 
resilience. This is one of the challenges of the 
legislative and regulatory initiatives that are 
being implemented at national and European 
level.”

Hugues FERREBOEUF,  
Project Manager, The Shift Project

Digital technology: coping with risks

Field 2. Technology and environment
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The challenges in this area have become 
considerably more critical in the last year. In 
addition, cyber and geopolitical considerations 
appear to be increasingly linked.

The number, intensity and impact of successful 
cyberattacks have continued to grow across all 
sectors, from health (particularly during the health 
crisis) through to equipment manufacturers, and 
including critical infrastructure. We have seen such 
with Colonial Pipeline in the United States, which 
transports 45% of the fuel consumed on the eastern 
seaboard of the US, and was hit in May 2021 by 
a ransomware cyberattack that crippled all its 
activities. The scale of the phenomenon reveals the 
ongoing industrialisation of cybercrime. Such 
organised and structured cybercrime is driven by 
attackers motivated to continue their activities by 
the success of their operations. Cyberattackers’ 
motives generally fall into two camps: either 
financial (the victim pays a ransom) or political 
(destabilisation of an adversary, paralysis of a 
critical infrastructure, fight to gain influence, 
disinformation, etc.).

In response to these two aspects, the United States 
– one of the most often-targeted and affected 
countries – has reacted with stricter regulations 
and sanctions. Firstly, the Office of Foreign Assets 
Control addresses the risks of paying ransoms1 
and imposes sanctions on companies who do so, 
in an attempt to dry up cybercriminals’ revenue 
sources and thus reduce their financial motivation. 
Secondly, the attribution of responsibility for 
attacks is a highly political act; until recently, very 
few states had made accusations against another 
state. The United States, however, has accused the 
Russian secret services of having carried out the 
SolarWinds hack – one of the largest recent attacks. 
It sanctioned2 the cybercriminal organisations, 
their infrastructures and their Russian partner 
companies. This situation in the cyber world 
reveals the diplomatic tensions not only between 
the United States, Russia and China, but also with 
Europe.

1 https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
2 https://www.bleepingcomputer.com/news/security/us-government-confirms-russian-svr-behind-the-solarwinds-hack/
3 https://www.euractiv.com/section/digital/news/jourova-defends-eu-data-against-us-mass-surveillance-in-privacy-shield-talks/
4 https://thediplomat.com/2017/06/chinas-cybersecurity-law-what-you-need-to-know/

Although the United States and Europe are seeking 
to formulate a joint approach in response to 
the growth in these international tensions, 
particularly through the foundation of the Alliance 
of Democracies and the work of the G7, these two 
players are also opposed in some areas, such as the 
use of data.  The invalidation of the Privacy Shield in 
summer 2020 and the sensitive negotiations on this 
subject, which have still not been completed, have 
highlighted the differences in data management 
policies between Europe and the United States. 
The Vice-President of the European Commission 
in charge of values and transparency, Vera Jourova, 
gave an assurance in mid-March 20213 that the 
successor to Privacy Shield will need to provide 
“an absolute guarantee” that the data of European 
citizens will not be subject to mass surveillance by 
the United States. The Americans, for their part, 
are very concerned over the use of their data by the 
Chinese government (Cybersecurity Law4).

Field 3. Cyber risks and geopolitical challenges
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Europe is gradually waking up to the need 
to create a degree of strategic autonomy, 
including in digital technologies, and 
especially in the cloud. Three of the four 
main objectives in the strategic plan for 
the Commission’s Horizon Europe research 
programme for the 2021-2024 period 
relate to digital technology: strategic 
autonomy through the development of key 
technologies, sectors and value chains, the 
circular economy and the creation of a “more 
resilient, more inclusive, more democratic” 
European society. For this reason, in 
tandem with (as yet unsuccessful) efforts to 
construct world-leading players, the EU has 
set the regulatory tone, with the GDPR as 
its first success, and other regulations that 
are currently under development (see box 
below and Field 4).

European regulations

 
Cyber Package

 
The European Commission has proposed a 
revision of the NIS Directive that includes 
measures to ensure a high common standard 
of cybersecurity in the Union (the “NIS 2 
Directive”), along with a new Directive on 
resilience in critical entities. The European 
Commission’s cyber strategy to improve 
European collective resilience in response 
to cyber threats is based on a number of 
building blocks: technological, diplomatic 
and military. For example, member States 
are entitled to use the 5G Cybersecurity 
Toolbox, the Cyber Diplomacy Toolbox 
and the EU Cyber Diplomacy Network. 
They also collaborate on European defence 
initiatives such as the Cyber Defense Policy 
Framework and the EU Joint Cyber Unit.

Regulations around the world

Chinese Laws1 
Indian Law2

Russian Laws3 

1 https://www.newamerica.org/cybersecurity-initiative/
digichina/blog/personal-data-global-effects-chinas-draft-
privacy-law-in-the-international-context/
2 https://globalriskinsights.com/2021/04/geopolitics-of-indias-
data-protection/
3 https://www.hrw.org/news/2020/06/18/russia-growing-
internet-isolation-control-censorship

Foresight watch

https://www.newamerica.org/cybersecurity-initiative/digichina/blog/personal-data-global-effects-chinas-draft-privacy-law-in-the-international-context/
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/personal-data-global-effects-chinas-draft-privacy-law-in-the-international-context/
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/personal-data-global-effects-chinas-draft-privacy-law-in-the-international-context/
https://globalriskinsights.com/2021/04/geopolitics-of-indias-data-protection/
https://globalriskinsights.com/2021/04/geopolitics-of-indias-data-protection/
https://www.hrw.org/news/2020/06/18/russia-growing-internet-isolation-control-censorship
https://www.hrw.org/news/2020/06/18/russia-growing-internet-isolation-control-censorship
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Point of view

“With the French Presidency of the 
European Union approaching, Europe is 
at the forefront of the key issues of digital 
regulation: the responsibilities of platforms 
with the Digital Service Act, the structuring 
of digital markets with the Digital Markets 
Act, opportunities and limits of artificial 
intelligence, support for the data economy… 
the European agenda in terms of digital 
regulations may seem overloaded, but aims 
to establish a development framework to 
support digital technology for the next ten to 
twenty years.

Such regulation, however, has become 
highly necessary – and the time is now 
right, because digital technology, and its 
players, have arrived at a major turning 
point. Firstly, the health crisis has provided 
resounding confirmation of its status as 
essential infrastructure. It has also revealed 
the very real issues associated with the 
dominant position of a number of key 
platforms, whether in terms of the control 
and dissemination of fake news, or the 
development of crisis response tools such 
as the TousAntiCovid health passport. 
The intense debates over 5G and facial 
recognition demonstrate the expectation of 
clear rules. And even the United States is 
seeing a proliferation of regulatory proposals, 
with a kind of race underway to establish a 
framework of rules at world level.

Even the days when large companies in 
the digital sector were able to rely on their 
speed of innovation seem to be over. As 
they grew, they focused their capabilities 
on consolidating the positions they had 
acquired, and increasingly hampered 
innovation by others.

These changes have been noticeable in 
European institutions, with a number of 
countries traditionally opposed to any 
form of digital regulation now looking very 
favourably upon regulatory proposals that 
France had been calling for (in some cases 
for many years), a fact which is profoundly 
changing the landscape of alliances in our 
country.

However, digital regulations are not the 
same thing as rules for a given sector:  all 
companies are affected, and must contribute 
to and prepare for these changes, even 
when they are only indirectly affected.  The 
rules governing AI will affect users of these 
technologies just as much as solutions 
providers, if not more so. Because of Europe’s 
leading role in these debates, European 
companies have an historic opportunity 
to make their voices heard to ensure that 
this framework is fair, conducive to healthy 
competition with non-European companies, 
and – of course – to avoid the ever-present 
threat of over-regulation.”

Mathieu WEIL,  
Head of Digital Economy 
Department, DGE

Field 3. Cyber risks and geopolitical challenges
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The pandemic has clearly revealed the need for 
growth in digital services in both the private and 
public sectors (due in particular to the closure of 
a large number of public services during the first 
lockdown). The underlying principle of digital 
services is the intelligent use of collected data 
and a fluid user experience. This requires often 
substantial investment to upgrade the technological 
architecture of traditional companies and public 
administrations. For small business, it also 
means access to cutting-edge skills. Companies 
everywhere have turned to the major players in 
software and services to meet growing demand 
from their customers, helping to increase these 
players’ market share in the process. For example, 
sales of Microsoft software grew by 20% in the first 
quarter of 2021, and the company achieved sales of 
$41.7 billion over the January-March 2021 period.

The market is therefore being increasingly 
concentrated into the hands of a small number 
of digital players. Their dominant position has 
been consolidated yet further with the crisis 
and the widespread adoption of their solutions. 
These players are diversifying into many sectors 
by leveraging their technological power to offer 
relevant services driven by collected data. Two recent 
diversifications for the giant Amazon – historically 
a straightforward online book sales platform – 
illustrate this phenomenon. Firstly, in April 2021, 
Amazon opened a hair salon in London1, using 
augmented reality to test hairstyles and colours and 
offering personalised recommendations to guide 
customers in their product choices. Secondly, 
in June 2021, Amazon also entered the arena of 
sports competition broadcasting in France, buying 
the TV broadcast rights for Ligue 1 football and 
weakening the market leader, Canal+2. Faced with 
this growing power, US and European authorities 
have expressed their intention to limit the scope 
of such companies, or even to break them up. 

1 https://www.bbc.com/news/technology-56835803
2 https://www.sportspromedia.com/news/amazon-prime-le-pass-ligue-1-streaming-free-box-canal-plus/
3 https://www.cnbc.com/2021/03/09/biden-loads-administration-with-big-techs-most-prominent-critics.html
4 https://www.lexpress.fr/actualite/le-pentagone-bloquera-le-demantelement-des-gafa_2079131.html (in French)
5 https://www.eff.org/deeplinks/2021/02/what-att-breakup-teaches-us-about-big-tech-breakup
6 GAFAM: Google, Amazon, Facebook, Apple, Microsoft; NATU: Netflix, Airbnb, Tesla, Uber
7 https://www.lemonde.fr/idees/article/2021/05/06/nous-ne-pouvons-tolerer-qu-une-poignee-d-acteurs-preempte-les-donnees-europeennes-au-benefice-
exclusif-de-leurs-modeles-d-affaire_6079350_3232.html (in French)

For example, President Biden has appointed 
individuals who support the establishment and 
enforcement of anti-trust laws against Web giants 
to positions of leadership at federal institutions3 
such as the Federal Trade Commission and the 
National Economic Council. However, it would 
seem difficult to fulfil this type of political ambition 
in the face of the arrival of Chinese players and 
the Sino-American technological and economic 
standoff. This geopolitical confrontation is likely 
to encourage the United States to keep its giants 
in order to avoid weakening their position4. It is 
also possible that the complicated history of the 
breaking up of the AT&T company5 in 1984 will 
act as a brake on this policy of imposing controls 
on digital players.

The resounding success of “giga-platforms” such 
as GAFAM and NATU6 is a demonstration of 
the effectiveness of this business model and the 
strategy adopted by those companies. As a result, 
other companies, especially in industry, seek to 
draw inspiration from it. In the 2020 SOR, we 
pointed out that Europe could still have a role to 
play in the race for industrial data, having lost the 
race for personal data. These are the circumstances 
under which the (initially Franco-German, then 
European) Gaia-X project was created. The Gaia-X 
approach is based on the creation, at European 
level and within a framework of legal, contractual 
and technical trust, of spaces for pooling data and 
developing innovative use cases (see article co-
signed by Cigref7).

Regarding contractual relations, the invalidation 
of Privacy Shield has placed companies in a legally 
unstable position that is complex to maintain over 
time.

Field 4. Digital providers and services
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Thirteen European banks have joined forces to 
create the European Cloud User Coalition, which 
aims to promote the emergence of a European 
public cloud that supports financial and personal 
data requirements within the framework of 
the GDPR, and European requirements for 
the protection of banking services, through 
the establishment of common standards. The 
regular use of extraterritorial laws is of concern 
to European financial institutions, particularly in 
cases where they permit the collection of their data. 
This coalition is expressing its intention to use the 
Gaia-X initiative as a foundation.

The idea of creating a public cloud that, at a 
minimum, complies with European values and is 
immune to extra-European legislation, is gradually 
taking shape. At national level, too, the French 
government unveiled its “trusted cloud” doctrine 
in May 2021 in order to promote trusted offerings 
as part of a dedicated label developed from the 
SecNumCloud qualification framework. Labels and
 

certifications for the cloud are proliferating, as are 
secure bundles from extra-European companies.

Lastly, companies also have the option of 
reshaping their sectors of activity to offer new, 
more integrated services, particularly through 
the widespread use of platformisation in some 
industries. The platformisation of B2C industries 
such as taxi or hotel services is already underway, 
but this phenomenon could spread to B2B sectors, 
with several sectors grouping together under the 
name of the service delivered to the end user. For 
example, in the health sector, which has been badly 
affected by the coronavirus crisis, it is possible to 
imagine total integration between pharmaceutical 
laboratories, drugs distribution, doctors, clinics 
and research centres via a consolidated connected 
platform with the aim of providing a service to 
patients. In response to such challenges, Europe 
could still have a role to play if it can create a 
structure for such conglomerates.

European regulations

Digital Markets Act: The aim of this regulation of the digital marketplace is to create a new 
liability regime for major players – referred to as “gatekeepers” – who are able to dominate 
markets and develop unfair practices. The objective is a twofold one; firstly, to enable 
competitors to challenge market domination; and secondly, to re-balance the relationship 
with their users, particularly in the business market.

Digital Service Act: The European Commission is seeking to increase and harmonise the 
responsibilities of platforms and information service providers, and to strengthen the control 
exercised over content platforms policies in the EU.

Data Governance Act: The European Commission is proposing a European law on data 
governance as the first in a series of planned measures as part of the 2020 European data 
strategy.

Data Act: The European Commission is committed to ensuring a fair distribution of the 
value arising from the use of data between companies, consumers and responsible public 
administrations. Its goal is to facilitate access to and use of data, and to re-examine the rules 
governing the legal protection of databases.

Foresight watch
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“Although the major first-generation 
platforms, or ‘super-platforms’1, will 
undoubtedly continue to grow and diversify, 
irrespective of the regulatory initiatives in 
the various geopolitical areas (EU, USA, 
China), the platform model will continue 
to spread around the world and transform 
global mechanisms for producing and 
exchanging value. The success of this 
model relies as much on its ability to 
efficiently restructure transactions as on 
its power to provide infrastructure, giving 
millions of individuals and companies 
the ability to grow their businesses.

To this end, the cloud computing model 
will evolve as a result of the growth 
of 5G and new distributed computing 
architectures, enabling new use cases 
to emerge (‘smart infrastructures’). The 
convergence between IT and telecoms will 
result in the emergence of new players, 
as may be anticipated following the 5G 
agreement between Microsoft and AT&T.

New types of platform will have emerged 
by 2030. Experience-driven platforms will 
represent a development for the most mature 
platforms, such as Airbnb and Amazon 
(Amazon Explore and Amazon Live), but 
also a completely new category of platform 
(Peloton, Noom, Viator, Thrive Global, etc.). 
These platforms focus on assisting customers 
– consumers, employees or companies – to 
enable them to achieve their goals, allowing 
them to focus on transformative experiences. 
Nike is already committed to this path.  The 
emergence of “metaverses” – persistent 
digital worlds – will represent another 
type of platform development which will 

1 “Super-platforms” are defined as having over a billion users worldwide; see H. Isaac, “The irresistible rise of digital ‘super-platforms’, 
International Questions, No.109, September 2021.”

be permanently adopted by entertainment 
industries using existing platforms 
such as Minecraft, Roblox and Fortnite.

Brands will need to position themselves 
in these digital worlds either by becoming 
players, or by producing their own digital 
world. Platforms for exchanging digital 
assets will emerge thanks to NFTs (Non-
Fungible Tokens) and blockchain technology.

In addition, the platform model will continue 
its worldwide expansion outside of the three 
dominant zones. This internationalisation 
of the model is already clearly visible in 
platforms of regional and even global scope: 
Canada (Shopify), Colombia (Rappi), Brazil 
(VTEX), Indonesia (GudangAda, Tokopedia). 
In Africa, the platform model is evolving 
towards a ‘Super App’ model (following the 
WeChat model). A number of platforms are 
setting out to win consumers on the African 
continent: JumiaPay, Gozem, Careem, Halan, 
Gokada, Temtem, SafeBoda, Yassir. New 
competition can be expected between the 
‘Super Apps’ and the existing platforms, which 
will need to take care to avoid becoming 
a mere service within these Super Apps.”

Field 4. Digital providers and services

Platforms in 2030

Henri ISAAC,  
Paris-Dauphine University, 
Digital Renaissance

Point of view
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At the time of publication of the first Strategic 
Orientation Report in 2020, it was already clear 
that the health crisis had transformed working 
practices within companies and organisations in 
a rapid and unprecedented way, thus accelerating 
latent phenomena such as the digitalisation 
of workspaces, the widespread adoption of 
teleworking, the emergence of new business and 
skills requirements, as well as the accentuation of 
inequalities between sectors of activity and types 
of job.

While some of these transformations may turn 
out to be cyclical, others could become long-term 
phenomena because they form part of profound 
long-term socio-economic change, extending 
well beyond the scope of the pandemic and 
its consequences. The previous report already 
emphasised the ability of digital technology to 
streamline tasks and production, as well as the 
increasingly blurred boundaries between private 
and professional life that digital tools create – 
two phenomena with contrasting consequences. 
In places where digital technology opens up new 
spaces and means of expression and creativity for 
employees, encouraging the emergence of new 
practices and new demands on organisations, it is 
also a vector of new health issues and risks that must 
be taken into consideration. In a broader sense, the 
growing virtualisation of our interactions could 
challenge the physical world’s very status as the first 
and only point of reference for how we organise 
our thinking and engage in action. This potential 
change would then challenge our understanding of 
the concept of “collective”.
 

In the medium term, it would appear more 
important than ever for companies to consider 
the major transformations that may occur with 
regard to business units, skills requirements and 
work organisation methods. There is a tendency 
for some sectors to crumble or even disappear. 
At the same time, new professions are emerging 
to address the growing use of new technologies. 
For example, the ability to work remotely may 
become a long-term option, depending on the 
choices made by the organisation. Faced with 
such developments, organisations will therefore 
be required to rethink the means by which they 
recruit, train and manage… and even the very 
core of their business activity.

Field 5. New ways of working and employees’ commitment
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In December 2020, Futuribles International 
published a study into changes in approaches 
to work by 20251 following the Covid crisis, in 
partnership with France’s INRS occupational risk 
prevention body. Four scenarios on the possible 
futures of working arrangements are presented; 
each poses strategic questions for decision-makers 
in terms not only of human resources management 
and establishment of social strategies, but also 
control of digital technology, and the role it is 
assigned within their organisational structures. The 
first scenario considers the spread of companies 
focusing on short-term projects dominated by 
casual work and automation, amid a flexible legal 
employment framework. The second presents a 
trend of coexistence between “old” companies who 
refuse to update their organisational structures and 
new businesses who favour flexible, decentralised 
work units, with this dichotomy accentuating 
inequalities and tensions within society as a whole. 
The third scenario presents a future in which 
companies have learned key lessons from the 
Covid experience and made efforts to retrain their 
employees, particularly by offering them more 
extensive training packages, and in the digital field 
in particular, while providing them with minimal 
social security cover. Lastly, the fourth scenario is 
based on an assumption of growing platformisation 
amid a context of global job insecurity.

1 https://www.futuribles.com/fr/document/quelles-evolutions-des-organisations-de-travail-da/ (in French)
2 https://www.lemonde.fr/politique/article/2020/03/27/la-crise-du-coronavirus-acte-un-retour-au-premier-plan-des-partenaires-sociaux_6034636_823448.
html (in French)
3 https://news.stanford.edu/2021/02/23/four-causes-zoom-fatigue-solutions/

In this case, the issue is to remain especially 
attentive to changes in employment law, given 
that the new working practices adopted during 
the health crisis have demonstrated a number of 
advantages, but also certain limitations, and have 
thus required an unprecedented involvement by 
unions and employer representatives in recent years 
in France2. Here, once again, digital technology is 
a central issue in terms of the options it creates for 
flexibility in the employment market – at the cost 
of weakening employees’ positions – and also for 
changes in lifestyles (via teleworking in particular), 
but also in terms of psychosocial risks; as evidenced, 
for example, by recent studies into “Zoom fatigue”3.

Foresight watch
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“How can we adapt to changes (digital 
revolution, rise of the platform economy, 
teleworking, environmental transition, 
global competition, etc.) while at the same 
time protecting workers (employees, working 
people who are independent in a legal sense 
but highly dependent in economic terms)?

The health crisis has acted as a de facto 
accelerator of these changes. In the months 
and years to come, the labour market will be 
shaken to its core, and many movements – 
imposed or voluntary, from one profession 
to another, from one business sector to 
another – are to be expected. At the same 
time, the health crisis is promoting changes 
in corporate behaviour, strategy and 
governance; yet such trends were already 
in motion prior to the arrival of the virus, 
particularly with the adoption of the PACTE 
law of 22 May 2019.

These changes are more or less rapid, and 
more or less far-reaching, yet must be 
anticipated and planned for; the alternative 
is intolerable economic and social damage 
to the social cohesion of our society. 
Support and preparation for all stakeholders 
(companies and employees alike) are thus 
essential steps in rebuilding an inclusive and 
protective employment market.

Governments and their social partners must 
therefore work together to co-construct 
mechanisms to (a) identify and address the 
skills requirements of companies, and (b) 
deliver secure employee retraining projects.

In this respect, the question of (imposed 
or voluntary) professional transitions and 
retraining takes on new importance, and 
becomes a priority. This is an issue that 
extends well beyond the time frame of the 
health crisis and affects people everywhere at 
work, regardless of their status. Economically-

driven redundancies are just one aspect of this 
question, which needs to take other methods 
of work contract termination into account: 
end of fixed-term contracts, individual or 
collective contract terminations, etc.

Among the existing systems, some of 
which need to be improved, France’s new 
TRANSCO (collective transitions) scheme, 
launched in early 2021, should provide an 
effective mechanism for intervention.  It 
enables companies facing changes to offer 
employees whose jobs are under threat the 
option of training for a promising profession 
locally, with the costs of such courses being 
fully or partially covered at local level. A 
local approach is the most appropriate 
one, provided that OPCOs, Transitions 
Pro (AT-PRO) joint associations and 
CEP (Professional Development Council) 
operators are able to co-ordinate better over 
their projects and efforts.

The aim is no more and no less than to 
reinvent a new social contract with a focus 
on keeping people in work in all its forms, 
combined with universal professional 
protection suited to our new world. We need 
to invent a French-style ‘flexicurity’ which 
protects workers instead of statutes, and men 
and women instead of ‘jobs for life’; a model 
that takes (voluntary or imposed) changes of 
career – or even of sector – into account, on a 
whole-life basis.”

Field 5. New ways of working and employees’ commitment

Jacky BONTEMS,  
President of the Qualified 
Personalities Group, CESE

Point of view
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Part 02

Four 
scenarios 
for digital 
futures
By 2030-2035
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Scenario 1 - Globalisation regulated by geopolitical balances

Scenario 2 - Towards a European Power in a world of regions

Scenario 3 - An all-conquering China in a bipolar world

Scenario 4 - Far West, digital colonies and cartels  

Following on from this foresight watch, this section presents four digital 
future scenarios in the 2030-2035 timeframe. It examines global and European 
political and economic power relations, and their impact on digital technology 
in terms of the availability and accessibility of tools, regulation of practices, 
types of usage, risks, etc. These scenarios thus seek to present a number of 
models for possible worlds, but other “configurations” are also possible. 
However, the future scenarios presented here will provide a framework for 
discussing key geopolitical, geo-economic and digital issues over the coming 
10-15 years and, for each scenario, for quantifying their strategic implications 
for major organisations. These scenarios are based on a variety of sources, 
including the elements identified during the foresight watch.

In this second part, readers will also find short anticipation stories. These 
original works, commissioned by Cigref for this report, are inspired by each 
future scenarios, and enable us to expand our view of potential futures.

Four scenarios for the 2030 timeframe are presented:

Objectives and
ambitions
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Methodology
The working method we used in this approach was the creation of scenarios by morphological analysis. This 
method consists of:

• Identifying the key variables for the subject under study; in this case, worldwide and European political 
and economic power relations and their impact on digital technology in the 2030-2035 timeframe;
• Building forecast assumptions for each of these variables in order to cover the range of possibilities;
• Combining these assumptions to construct plausible contrasting scenarios for the 2030-2035 period.

Wild cards – events that are unlikely to occur, but would have a major impact if they did – have also been 
presented to provide added depth to each scenario.

These scenarios have been discussed with experts and Cigref members to test their relevance. They are based 
on practical examples which enhance their plausibility. Each scenario describes the envisaged situation at 
a global scale, then at a European and French scale. They are not, however, intended as a depiction 
of all possible outcomes, but rather as basic models for the future; points of reference that will be key 
to developing strategic thinking on the major geopolitical, geo-economic and digital issues of tomorrow. 
Obviously, other basic future models could have been constructed. It is also conceivable that these scenarios 
could coexist or overlap over the next fifteen years.

This is particularly true at European level, where several trajectories appear possible. The most extreme 
scenarios within the 10-15-year timeframe would be a strengthening of the European Union as it unites 
around shared technology policies, principles and capabilities; or alternatively, its gradual dissolution. For 
each of these scenarios, a number of strongly contrasting typical trajectories have been chosen, involving 
no prior assumptions about the European Union’s future. Instead, they seek to illustrate the crossroads at 
which the EU stands today, confronted with key political, economic and legislative choices concerning its 
future. The decisions taken by member states over the coming decade will have serious repercussions on the 
face of Europe by 2030-2035. However, we do not exclude the possibility of a “halfway house” trajectory for 
2030-2035, which would be a combination of the contrasting narratives presented here.

To provide a better grounding for these forecasts in the reality of institutional life, all these scenarios are 
accompanied by a more detailed examination of the strategic implications which each of these trajectories 
would have on major French and European organisations. This study was co-constructed with the 
members of Cigref (at the Cigref Spring Seminar) and the Strategic Orientation Council.
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Representation of scenarios in matrix form

These four scenarios have been presented along two axes of analysis, showing the two main areas of 
uncertainty underpinning our thinking. This matrix is therefore a summarised representation of the 
scenarios themselves, and not the prism that was used to construct them.

Vertical axis. How will global leadership change by 2030?

•	 Towards balanced multilateralism
•	 Towards the triumph of the law of the strongest 

Horizontal axis. What will the digital landscape of 2030 be?

•	 Towards fragmented digital worlds
•	 Towards a consolidated, globalised digital space

Towards a 
consolidated, 

globalised 
digital space

Towards balanced
multilateralism

Towards the triumph of 
the law of the strongest

Towards 
fragmented 
digital worlds

Scenario 01
Globalisation regulated by 

geopolitical balances

Scenario 02
Towards a European Power  

in a world of regions

Scenario 03
An all-conquering China

in a bipolar world

Scenario 04
Far West, digital colonies 

and cartels
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Globalisation 
regulated by 
geopolitical 
balances
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Scenario

01

The first scenario is based on the assumption of a world in which the 
health crisis has acted as a trigger, raising awareness among governments 
and their population of the need to prepare for the environmental and 
health challenges of the 21st century.

Economic interdependencies and the challenges of crisis management, 
which are common to all concerned countries, would then encourage the 
growth of political and commercial interactions between (both public and 
private) stakeholders based on a strong dynamic of common interest.

We therefore envisage that the European Union will succeed in asserting 
itself through a combination of favourable economic environment and 
proactive joint policies.

Europe’s approach towards structured digital sovereignty is nonetheless 
seen by a certain number of countries as an effective means of protecting 
its citizens and its economy.
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World scale

The Covid health crisis has acted as a trigger, 
prompting an awareness on the part of governments 
and their population of the need to prepare quickly 
for new environmental and health risks. To limit 
the scale of climate change and its consequences, 
governments are agreeing on the creation of 
considerably more restrictive standards and 
regulations, not only in health terms but also with 
regard to energy, pollution control, greenhouse gas 
emissions, etc.

To this end, in 2030, the Paris Agreement have 
been considerably strengthened and are backed by 
effective implementing mechanisms, via the use of 
diagnostic and traceability systems for corporate 
activities. At the same time, several countries are 
also developing common frameworks for adapting 
to the effects of climate change: joint management 
of extreme events, a support plan for migration 
flows, aid to the poorest countries, etc. Finally, 
certain States and private players are tending to 
make increasing use of bio- and geoengineering 
technologies to combat the calamitous effects of 
rising temperatures (artificially-induced rainfall, 
introduction of species of genetically modified 
mosquitoes to fight against vector-borne diseases, 
the use of gene editing in agriculture in countries 
where this is possible, etc.).

In this way, although the effects of climate 
change are of course not eliminated, they are 
mitigated through more effective and coordinated 
management at international level. Such efforts 
are enabling international interactions to return 
gradually to their pre-Covid levels. Goods 
and money flows have gradually resumed, and 
governments have revived their economies through 
high levels of indebtedness. Global tourism, 
however, has shrunk.

A new international risk assessment 
and regulation framework

Scenarios for digital futures
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In this scenario, economic interdependencies and 
subjects of common interest to the great powers 
have overcome ideological differences, and are 
making it possible to avoid the rising tensions seen 
in the 2010s and the early 2020s from leading to 
conflicts or major rifts (between China and the 
United States, but also between Turkey and the 
European Union, Russia and the Balkans, etc.).

The development crises experienced by certain 
emerging countries following the Covid crisis, and 
their harmful effects on economies and societies, are 
prompting the major powers, in partnership with 
private groups, to make certain basic necessities 
widely available (including drugs, vaccines and 
medical equipment, but also certain seeds in the 
agri-food sector, etc.), in line with a philosophy of 
common interest. States are also using these new 
tools/resources to assert their leadership, inspired 
by the vaccine diplomacy model implemented 
from 2021 onwards.

The tension between China and the United States 
is still strong, but competition primarily takes 
the form of soft power, economic influence and 
international negotiations. This tension can also 
be felt in the strong confrontations between states 
and major corporations on international norms 
and standards, but also in the race to deploy critical 
infrastructures and file patents for key resources. 
The concept of digital deterrence is central to this 
balance, as was the concept of nuclear deterrence 
in its time. States are also gradually tending to 
acquire expertise with cryptocurrencies, in order, 
for example, to counter attempts at destabilisation.
 

The escalation of tensions in cyberspace, and 
the proliferation of players operating there, is 
leading governments to seek ways of improving 
cooperation and to establish stable laws for 
governing cyberspace. At the same time, we see 
a strong militarisation of cyberspace, requiring 
strong involvement on the part of governments 
in this area, in partnership with the major digital 
players – as corporate and individual users can 
no longer cope with the severity of cyberattacks 
on their own. For this reason, in the late 2020s, 
the United States and Europe have successfully 
established the foundations of an international 
cyberspace community, which is part of a renewed 
world organisation. To help establish these shared 
principles and rights, a specific UN agency has been 
created, devoted to world digital governance issues 
(which is closely related to Internet governance, 
but distinct from it). One of these objectives, in the 
long term, is to develop a policy that recognises 
the multiple mutual dependencies, ratifies 
reciprocal commitments by governments, e.g. 
on data protection, and in this way, establishes a 
common basis for digital sovereignty on the part 
of the signatory governments.

Multilateralism, soft power 
and digital deterrents

Scenario 01. Globalisation regulated by geopolitical balances
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European scale

Since 2025, Europe and France have been 
emerging from the economic crisis thanks 
to the European recovery plan and the debt 
mutualisation of the member states. In support 
of the recovery, labour regulations and terms 
of employment have been harmonised at 
European level, with the aim of combining 
the requirements of worker protection with 
the constant need for businesses and the 
economy to adapt. For example, the job 
status of “platform worker” is widespread, 
and teleworking is now a standard practice.  
Several initial and continuous training plans, 
implemented at national and European level, 
particularly in scientific subjects, are gradually 
helping to develop appropriate skills for a 
more digital world. For example, France is 
investing heavily in higher education and 
research. As a result, the European workforce 
remains relatively well qualified. However, 
companies are also making use of foreign 
workers, thanks to digital tools that make it 
easy to work remotely. The labour market 
competes on an increasingly international 
scale, at least, in certain sectors and trades 
(especially knowledge workers).

Proactive recovery: 
growth and excellence first

In this first scenario, we envisage that the European Union will succeed in 
asserting itself through a combination of favourable economic environment 
and proactive joint policies.

A slow assertion of a 
sovereign digital Europe

Europe, caught between the all-powerful economic 
players of the United States and China, is engaging 
in an industrial policy and regulations to enable 
it to reduce its dependence on major foreign 
corporations, particularly in the digital sector. The 
EU is asserting its interventionist industrial policy, 
encouraging innovation’s financing and increasing 
the use of public procurement in a number of critical 
sectors in an attempt to support the emergence of 
European players. It is also striving to satisfy the 
expectations of a section of the population who 
are demanding moves such as greater regulation 
of digital companies to ensure that they comply 
with “European values”. At the same time, the 
regulations introduced in the early 2020s are 
starting to bear fruit, with the Digital Markets Act, 
the Digital Service Act and the Data Governance 
Act reinforcing the GDPR. Some time around 2025, 
regulations on data and artificial intelligence will be 
added to this picture. Nevertheless, these regulations 
have been adjusted to minimise overly negative 
effects: some are still too costly to implement, 
and therefore favour the richest companies, while 
others arouse fears within the general public, etc. 
Finally, faced with ever-growing cyber threats, the 
Union is bolstering its European cyber police force 
by providing them with increasingly substantial 
resources for imposing sanctions on cybercriminals 
all over the world.

Scenarios for digital futures
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It has been detached from Europol because of 
its size. However, this Euro-specific approach 
is taking considerable time to implement, 
particularly at the legislative and judicial level.

In 2030, Europe is still paying the price of its 
tardiness in helping major European industrial 
players to emerge. However, Europe’s approach 
to structured digital sovereignty is seen by a 
number of countries as being an effective way 
of protecting their citizens and its economy. 
A number of non-European states are thus 
engaged on similar paths, opting to protect the 
same rights and principles as the EU. Europe 
is therefore extending its own soft power, and 
creating a third way as an alternative to US and 
Chinese approaches.

The priority given to economic recovery is, 
however, widening the socio-economic divide 
within the European population. On the one 
side are those who unquestioningly support 
this “return to normal” and the continuation 
of pre-Covid relationships towards work and 
consumption practices, while on the other side 
are those who continue to call for a fairer, more 
environmentally friendly “new world” that better 
upholds individual freedoms and privacy. As 
a result, many demonstrations are being held 
in European countries, yet without any major 
claims being made. However, more and more 
communities find themselves isolated outside 
of this still highly globalised system, which does 
not work very well for them, and are demanding a 
rebalancing of growth, or indeed the abandonment 
of this economic concept.

N.B.: However, were the European Union to fail 
to assert itself in the face of the Sino-American 
standoff by means of an effective consolidated 
strategy and policy, it could experience a trajectory 
of fragmentation and polarisation. This situation is 
described in the European scale part of Scenario 3.

More and more challenges 
to the dominant economic 
system

Scenario 01. Globalisation regulated by geopolitical balances
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What would such a scenario mean for major 
organisations in France and Europe?

This scenario envisages an open world market and 
attempts to achieve balance between governments 
and private players by 2030. It is therefore 
conducive to the emergence of a wide range of large 
company types, whether highly international or 
extremely local, highly digitally automated or more 
human-centred, etc. However, so-called “hybrid” 
companies, with a strong national or even local 
presence but also an ability to project themselves 
internationally, would be at an advantage in this 
scenario. They could, for example, tailor their 
activities and investments to the global regulatory 
environment while maintaining their specific 
local characteristics according to their sectors 
of activity.  Consequently, under this scenario, 
major international companies will need to 
adapt simultaneously to rules applying at certain 
regional – and perhaps even local – levels, while 
also working at international scale to establish 
a basic minimum level of standards to ensure 
interoperability between systems.

In addition, the emphasis placed by states on the 
fight against climate change and health risks in 
this scenario would strongly favour companies 
committed to the United Nations’ 17 sustainable 
development goals.  In this way, B-Corps (“Benefit 
Corporations”) could establish themselves as 
providers of global solutions in various sectors 
(health, energy, mobility). They could also 
attract a general public increasingly sensitive to 
environmental issues. One of their strategies could 
then be to forge partnerships with other major 
corporations to work in the general interest (e.g. in 
the agri-food sector). Companies who are already 
ahead in terms of environmental transition, 
particularly with regard to controlling their carbon 
footprint, would be greatly advantaged under this 
scenario, in which the constraints imposed by 
governments are increasingly severe.
 

Under this scenario, even the improved regulation 
of the digital market would still not prevent the 
major foreign platforms from retaining a degree 
of their stranglehold. However, European laws 
would require foreign providers to establish 
more balanced relationships with their European 
customers. This scenario could therefore signal 
the start of the “co-” era: co-creation, co-design, 
co-development, co-branding, co-construction, 
collective, collaborative, etc. This era would indeed 
be characterised by fair collaborations between the 
various stakeholders (suppliers, platforms, startups, 
large and small companies) and the development 
of open innovation. Companies would then tend 
towards developing resilient ecosystem strategies, 
with common standards and a more platform-
based approach.

Under such a scenario, in which large French 
companies could be more prosperous and could 
develop sustainable, responsible and trusted digital 
solutions, digital technology and its associated 
systems would be valued as key business assets. 
The IS Department could become the “Digital 
Assets Department” and be responsible for their 
promotion and security, which would now be of 
central importance to the company. The digital 
value chain would also see the emergence of 
digital asset “brokers”. These brokers would be 
intermediaries providing the ability to add a systems 
management layer on top of digital solutions, thus 
consolidating them and providing a certain ability 
to choose between platforms. Interoperability and 
reversibility would become the norm. Under this 
scenario, IT departments would contribute more to 
the development of international regulations.

Scenarios for digital futures
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Lastly, the major European corporations 
would need to rethink how they manage 
their human resources under this 
scenario. For example, the widespread 
use of teleworking and the rise of levels of 
qualifications in emerging countries would 
trigger a “war of talents” at world level. In 
order to succeed, large companies would 
then need to constantly ensure retaining the 
best staff within their teams, including by 
bringing certain skills in-house and offering 
a wide range of contract options. Under 
this scenario, companies who favoured the 
creation of fluid collectives for maximum 
freedom and minimum hierarchy would 
therefore be the most attractive and 
efficient. They would also draw upon a 
pool of foreign workers, thanks to digital 
solutions enabling distance working, 
although this would increase inequalities 
between employees due to wage differences. 
Within a European framework in which the 
emphasis was on economic growth rather 
than on social protection, large companies 
could still seek to differentiate themselves 
by striving more to promote workers’ 
rights. In general, within this open market 
scenario, companies will be required to 
adapt more strongly to the expectations of 
their employees.

Wild cards

Situations that could 
further exacerbate this 
scenario

•	 An unprecedented leak of personal data 
simultaneously affecting Facebook, 
Google and Microsoft, as well as major 
banks, leading to a crisis of trust and the 
rejection of these players. A renewed focus 
and return of individuals and companies 
to the state, or more confidence-inspiring 
national players.

•	 Rapid implementation of international 
cyberspace law, with very strict rules and 
sanctions for all countries in the world, 
drastically reducing cybercriminals’ ability 
to conduct their activities.

•	 Sharp reduction in the stock market 
value of the “giga-platforms” following 
the mass withdrawal of advertisers from 
the targeted advertising they offer. This 
withdrawal, prompted by questions over 
the reliability of audience indicators and 
a growing awareness of the lack of ethics 
in data use, compromises their business 
models.

•	 Collapse of the financial system 
following a major cyberattack, paralysing 
international financial institutions, with 
numerous consequences in terms of trust 
in international bodies.

Situations with the 
ability to reverse the 
balance of power

Scenario 01. Globalisation regulated by geopolitical balances
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Black Kill 
Switch
Henri d’Agrain

Freely inspired by the memoirs of 
General Éric V, “Five Years at the 
Elysée”, published in November 2032.

Short stories 
from the future

Scenarios for digital futures
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«At vero eos et accusamus et iusto odio dignissimos ducimus qui blanditiis praesentium voluptatum deleniti 
atque corrupti quos dolores et quas molestias excepturi sint occaecati cupiditate non provident, similique 
sunt in culpa qui officia deserunt mollitia animi, id est laborum et dolorum fuga. Et harum quidem rerum 
facilis est et expedita distinctio. Nam libero tempore, cum soluta nobis est eligendi optio cumque nihil 
impedit quo minus id quod maxime placeat facere possimus, omnis voluptas assumenda est, omnis dolor 
repellendus. Temporibus autem quibusdam et aut officiis debitis aut rerum necessitatibus saepe eveniet ut et 
voluptates repudiandae sint et molestiae non recusandae. Itaque earum rerum hic tenetur a sapiente delectus, 
ut aut reiciendis voluptatibus maiores alias consequatur aut perferendis doloribus asperiores repellat.»

«At vero eos et accusamus et iusto odio dignissimos ducimus qui blanditiis praesentium voluptatum deleniti 
atque corrupti quos dolores et quas molestias excepturi sint occaecati cupiditate non provident, similique 
sunt in culpa qui officia deserunt mollitia animi, id est laborum et dolorum fuga. Et harum quidem rerum 
facilis est et expedita distinctio. Nam libero tempore, cum soluta nobis est eligendi optio cumque nihil 
impedit quo minus id quod maxime placeat facere possimus, omnis voluptas assumenda est, omnis dolor 
repellendus. Temporibus autem quibusdam et aut officiis debitis aut rerum necessitatibus saepe eveniet ut et 
voluptates repudiandae sint et molestiae non recusandae. Itaque earum rerum hic tenetur a sapiente delectus, 
ut aut reiciendis voluptatibus maiores alias consequatur aut perferendis doloribus asperiores repellat.»

Elysée Palace, Wednesday 8 July 2031, 7:30 am…

— So who exactly is Jacques Raillanne, General?

The President of the Republic had cut her visitor short in her habitually calm, controlled manner. 
Despite the seriousness of the information just reported to her by the chief of her private staff, 
he had detected an unaccustomed softness in the tone of her voice, and the wrinkling of her 
eyebrows revealed a more marked concentration than usual. She had mechanically rolled up her 
screenpad with a slow, silent motion that indicated intense mental activity. A vague expression 
had lingered on her face for a few seconds as she wrestled with an internal conflict she was 
clearly seeking to master.

Now, her eyes were fixed on the general. The two of them remained alone in the electromagnetically 
isolated war room in the Élysée palace’s basement, safe from eavesdroppers. Next to the armoured 
door, an antique self-powered wall telephone – which had no doubt been used by General de 
Gaulle – provided the only link between this meeting room and the rest of the palace. Amélie’s 
voice assumed a more familiar tone. As was her habit when addressing most of her colleagues in 
small groups, she switched to first-name terms.

— Éric, this Jacques Raillanne… do you really think we can trust him?

The general answered her in the same informal manner he knew she liked him to use in such 
situations, but would never have allowed himself to adopt had a third party been present. They 
knew one another well, having both been participants in the same IHNDS1 session some twenty 
years previously. And Clément B – the Head of the Armed Forces – had been their fellow 
delegate. They sometimes joked about this in Defence Committee meetings.
— Yes, Amélie, I think so. I know him a little from having crossed paths with him several times 
at inter-Ministry ITDB2 meetings. He’s not the sort to make things up, if that’s what you’re 
thinking. In any case, we don’t have much choice, and there’s no harm in hearing him out. He’s a 
recognised expert in his field, well respected among his colleagues, and a hard worker.
— Yes, well… I’m always wary of hard workers… OK, let’s get down to business, who else knows 
about this apart from you?
— Hardly anyone, Amélie, we’ve been very careful. Aside from Guillaume P and two of his 
colleagues in the technical department at NESOA, nobody has the information required to 
appreciate the seriousness of the problem. They don’t even know about this in Balard or Beauvau.
— And Clément’s office, in Brienne?
— No, Amélie. No-one; not in Balard, nor in Brienne; I assure you. Anyway, I don’t trust 
Clément’s advisers, you know that. Too young, too intelligent, too ambitious…
— And the girl… the astrophysicist, the one who put Raillanne onto the scent… does she 
suspect anything?
— No, I don’t think so. You’d need to ask Guillaume P, who told me he’d taken the necessary 
measures.

1 Institute of Higher National Defence Studies
2 Industrial and Technological Defence Base

Scenario 01. Globalisation regulated by geopolitical balances
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She knew Guillaume P because, along with General Eric V, he had been the driving force behind 
the sweeping reform of the secret service and intelligence section that she had embarked upon 
following her election in 2027, some four years previously. That reform had led to the creation of 
l’ANOSE – the French National External Security Operations Agency – by pooling the resources 
of the DGSE1 and the ANSSI2 with those of part of the DRM3 and the cyberdefence department 
of the Ministry of the Armed Forces, in the interests of strengthening the overall effectiveness 
of the national security apparatus. She had insisted that this agency would answer directly to 
the Prime Minister.

She was thinking, her elbows resting on the table, her chin pressed into her the palms of her 
clasped hands, her gaze fixed on the bare wall opposite her. Éric could sense Amélie’s attempts 
to force herself to sharpen her ability to analyse the situation, and make a firm decision. He 
knew that never before, during her mandate, had Amélie had to face geopolitical, diplomatic 
and strategic issues of such gravity. She closed her eyes for a split second, then reopened them 
and turned to Éric, sitting up and resuming her calm demeanour.

— General, please call everyone in.

Éric walked towards the door with the confident step that is the hallmark of men who have spent 
most of their careers in the special forces, having faced the gravest of dangers and been party 
to the weightiest of secrets. Before turning the handle, he looked back at Amélie, giving her a 
smile, which she returned; a symbol of the trust they were placing in one another at this most 
unusual moment. He then released the electronic lock of the heavy door whose purpose was to 
ensure the electromagnetic impermeability of the war room. The Prime Minister, Edouard P, the 
Minister of the Armed Forces, Clément B, and the Minister of the Interior, Marlène S, entered 
first, followed by NESOA’s director, Guillaume P. Behind them was Jacques Raillanne. Amélie 
stood up and greeted everyone with a quick elbow bump. This practical concession to decorum 
had eventually become a regular fixture following the repeated Covid episodes of the previous 
decade. The risks of the pandemic were now a little over five years behind them, but the elbow-
bumping habit had persisted in almost all circles. Amélie cheerfully submitted to the routine. 
She stopped for a moment in front of Jacques Raillanne:
— I’m very happy to meet you, Mr Raillanne. I’ve heard a lot about you over the past few days. 
All good, of course.

She smiled, and encouraged him to take a seat facing her, at the other end of the long meeting 
table. The other participants, without any great concern for the niceties of protocol, took 
their places on either side of the table in the comfortable but somewhat worn armchairs that 
surrounded it. Without waiting for them to finish making themselves comfortable, Amélie 
spoke:
— I take it, Mr Raillanne, that I don’t need to introduce the participants at this meeting to 
you. You will have noted the absence of a board stating the names and titles of the attendees. 
Obviously. This meeting is not happening. It is not being recorded in any agenda. There will be 
no minutes produced. You are to maintain the utmost confidentiality regarding what will be 
said here. I count on your absolute – and permanent – discretion. Do I make myself clear, Mr 
Raillanne?

1 French General Department of External Security
2 French National Information Systems Security Agency
3 French Department of Military Intelligence
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— I believe so, Madame. Especially as I myself took the utmost precautions in conducting my 
investigations and confirming my initial analysis.
— I’m sure you did, Mr Raillanne. I have indeed been told that you have been particularly careful 
in your investigations, and I thank you for that.  The situation is already complicated enough 
without having the media buzzing around too. Please give us all the details, and the situation 
you have uncovered. And for pity’s sake, please don’t overestimate our limited scientific skills – 
well, the Prime Minister’s and mine, in any case – and spare us the technical jargon. We’d only 
be wasting your time asking you for that sort of detail, as we wouldn’t understand it anyway. And 
perhaps you’d be kind enough to start by briefly introducing yourself, because I don’t believe my 
ministers know who you are.

Jacques Raillanne took a deep breath, steeling himself. He cleared his throat several times, then 
began:
— My name is Jacques Raillanne, and I’m a doctor of computer science at the Université de 
Saclay and at MIT. I specialise in nanotechnologies and microprocessors. I run a research 
laboratory at CINQ – the French Digital and Quantum Industries Commission – in Grenoble, 
where we are working on a variety of processor technologies involving nanoscale etching, the 
use of graphene, photonics, and so on. But anyway… Since the Commission’s creation about 
three years ago, and a substantial investment in my laboratory’s resources, we have acquired 
considerable expertise with all processors on the market, with a constantly-growing analysis 
capability. Er… Ah, yes, my lab now employs 240 people, nearly all of whom have doctorates in 
physics, computer science, mathematics and electronics. Back in 2027, we numbered scarcely 
more than thirty. For a dozen or so years, I’ve been engaged in assignments on behalf of the 
Government on a fairly diverse range of subjects, but generally relating to the security of digital 
infrastructure, self-driving vehicles, military equipment, hardware in general… you get the 
idea?
— Very good, Mr Raillanne, but let’s get straight down to the matter which brings you here 
this morning. General Éric V was the one who suggested I hold this meeting, and with these 
participants. Once he had given me a rough outline of your analysis, I agreed immediately. I 
have to say, it all came as quite a shock. I wanted to hear it from your own mouth so I could be 
sure I’d understood correctly, and make up my own mind.
— Well… eight months ago, I was at an international congress in Honolulu, organised by the 
JEDEC – the Joint Electron Device Engineering Council – a body that develops open standards 
for the microelectronics industry, and represents more than 300 companies. Historically, French 
interests were represented by the CEA agency, but CINQ and my laboratory took over that role in 
2027. It assembles all world leaders in the microprocessor industry, such as TSMC from Taiwan, 
Samsung, Intel, and STAR Micro in Europe, since the merger between ST Microelectronics and 
ARM two years ago. Are you following all this?

Raillanne had asked this last question with a slight hint of concern in his voice. The Prime 
Minister raised his head to answer him, visibly irritated.
— Mr Raillanne, in case you hadn’t noticed, it was my government that spearheaded that merger 
and the creation of STAR Micro. And with the European Commission’s blessing, for once.
— Edouard, please… Mr Raillanne, you may continue. I’m listening.
— All right. So, while in Honolulu I met a friend who has been living in Hawaii for two years 
because of her job. We’ve known each other for thirty years, since college. She’s an astrophysicist. 
She currently works as a lecturer and researcher at the University of Hawaii’s Institute for  
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Astronomy, and has developed methods for radio observation of the galaxy at the Mauna Kea 
Observatory. She uses a radiotelescope located on a volcano, four thousand metres above sea 
level. She took me there. The site is magnificent, almost lunar. I was amazed. It’s…
— Look, you aren’t here to report on the charms of Hawaiian volcanoes…
— Edouard! That’s enough… Get over your bad mood and let the gentleman speak. OK?
— Yes, Amélie, I’m sorry. Go ahead, Mr Raillanne. But do please try to keep it fairly brief. We 
have a ministerial council meeting scheduled for 10 am. Time goes quickly on a Wednesday 
morning…
— Very well, a quick summary, and then I’ll answer your questions. All right. So… during my 
visit, Elisabeth, my friend the astrophysicist, told me she’d had a major computer problem. Her 
observation experiments focus on the microwave band, at the edge of the infrared spectrum. 
Without going into too much technical detail, three days earlier, she had recorded a very brief 
radio signal that was very powerful and really very unusual… it clearly came from a satellite, but 
in a frequency band that satellites never use. That’s actually the reason why astrophysicists can 
easily conduct their observations using that band. She was very annoyed because, in addition 
to polluting her observation frequency band, this signal had clearly destroyed an item of her 
electronic equipment… specifically, a fairly powerful and very expensive computer, that she 
connects directly to the output of the radio telescope receiver. In fact, she was furious. And 
because she knows I’m somewhat familiar with that area, she asked me to take a look at what the 
problem could be. It wasn’t ringing any bells for me at that moment, but I suggested I could take 
her computer – a sort of large business laptop – back to the lab in Grenoble to study, along with 
a recording of the technical characteristics of the signal that she’d managed to save. I didn’t have 
the time there and then, you understand, and no tools for investigating the failure and figuring 
out why it wasn’t working. So that was it. And two days later, I flew back to France.

Raillanne stopped speaking, looking around him. His mouth was terribly dry. In one corner 
of the room, on a small table, he could see some small bottles of water next to a flask of coffee, 
but lacked the nerve to get up to go and get one. Éric V, who had been watching him carefully, 
understood and immediately got up to fetch him a bottle and a glass, which he placed before 
him. Raillanne drank a few sips of water quickly.
— All right, Mr Raillanne, if you’ve quenched your thirst now, please tell us the rest. In your lab, 
in Grenoble?
— Yes, Madame. Thank you. Well… So I analysed Elisabeth’s machine and the data she had 
given me. At which point I fell off my chair. The microwave radio signal Elisabeth had recorded 
had activated a kill switch in her computer’s microprocessor and rendered it inoperative.

Raillanne looked around at each of the ministers in turn, attempting to gauge their reaction. 
It was obvious that the news had not had a significant impact on them. They stared at him in 
bewilderment, waiting for him to continue. Marlène S, the Minister of the Interior, urged him 
to continue.
— Mr Raillanne, I have to admit that I have no idea why such a discovery might have caused you 
to fall off your chair. What exactly is a kill switch?

Raillanne turned to Guillaume P, silently imploring him to come to his assistance. The NESOA 
director started to speak, in the didactic tones for which he was universally known.
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— In general terms, when we refer to a “kill switch”, we mean a circuit breaker or an emergency 
stop switch. In the case of a processor, it is a hardware and software mechanism that is capable 
of disabling it. Devices of this kind have been around for a long time, and they are well known. 
For example, for the past fifteen or so years, processors – originally in smartphones, and now in 
screenpads too – have been fitted with anti-theft kill switches that are reversible. But the device 
that Jacques discovered is a completely unknown kill switch that has never been documented or 
reported, and is clearly irreversible… a microprocessor killer, in a literal sense.
— Forgive me, but I still don’t understand where you’re both going with all this. How did this 
kill switch… this killer device… find its way onto that processor? And why did you have to talk 
to us about this at dawn, before a ministerial meeting, and in the Palace’s war room? I don’t have 
the time or the inclination for guessing games or an electronics lesson.

It was Amélie who answered her, in a calm and controlled tone. She leaned towards Marlène S, 
staring intently at her.
— Marlène, this device… this kill switch… isn’t just on the processor of this astrophysicist’s 
computer. This kill switch can be found… brace yourself, at least in Mr Raillanne’s estimation… 
on more than 90 per cent of the processors manufactured in the world in the last twenty years. 
We have good reason to believe that Mr Raillanne has uncovered a programme by the NSA, 
launched in the late 2000s, to enable them to neutralise electronic equipment located in a 
geographical area, using a high-power microwave signal emitted by a constellation of satellites 
in low orbit. Is that correct, Mr Raillanne?
— Yes, yes, Madam President, that is correct. So… We were able to establish several facts. Firstly, 
the constellation of US satellites that could have emitted a signal of this kind. It was quite simple, 
as we have ephemerides for all the constellations.
— Epheme… what?
— Rides, Minister, rides… er, I mean to say, ephemerides. So… They’re tables that show the 
characteristics of the orbits of all satellites orbiting the earth, maintained with great precision by 
the CNES. We were able to identify – with absolute certainty – the satellite that, at the precise 
moment eight months ago when my friend’s computer went down, broadcast the signal she 
recorded.
— Well, and what exactly does that signal tell us?
— Ah, yes. It’s a signal with some highly improbable characteristics. Very simple and very 
elegant, but also very improbable. I won’t go into detail… it would be of little interest to you, and 
first I’d need to give you all a lesson in signal theory. Except for Guillaume, of course. I mean, 
except for Mr P, who already knows this area well. Isn’t that right, Guillaume?
— Yes, Jacques is correct. The NSA has a secret research and development centre in Hawaii. 
It’s located a few miles from the Mauna Kea observatory where the astrophysicist worked. We 
believe that the incident in question was the result of a plotting error by the NSA satellite, which 
we were able to clearly identify, but whose true mission we had been unaware of until this 
incident.

General Éric V, who had until now remained silent, stood up, took several paces away from the 
table and slowly turned around. All eyes were on him. He turned to face Amélie, who motioned 
him to continue with a simple nod of her head.
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— Look, I won’t beat about the bush. All our vital infrastructure… all our critical systems, with 
maybe a few rare exceptions, which we are attempting to identify… have been compromised by 
this kill switch. Yes, all of them. Starting with the armed forces’ information and communication 
systems, and our Strategic Ocean Force in particular. Were the United States to so decide, they 
could very probably use this procedure to disable the transmission of an extraordinary order to 
launch nuclear weapons. Of course, the chain of communication for such an EO1 is particularly 
robust. But it incorporates a very large number of electronic devices, all of which use this type 
of processor compromised by this kill switch. If they are sensitive to microwave transmissions 
from the NSA’s satellites, they are vulnerable. We are currently trying to identify this chain of 
weakness, and find mitigating solutions. But at this stage, there is no guarantee we will succeed. 
And it will take a long time. Sadly.

The three ministers looked at him, dumbstruck. They were beginning to understand the gravity 
of the situation. After a moment of silence, the Chief of Military Staff spoke again.
— But that’s not all the bad news I have for you. We know that China has beaten us to the 
discovery of this kill switch by several years. And we have good reason to believe that the 
Chinese have recently put into orbit a constellation of satellites that, like the NSA’s own satellites, 
are capable of exploiting this vulnerability. Not great news for the United States. Because they 
thought they’d never find themselves facing such a threat, and to avoid drawing attention to 
this vulnerability, they allowed the use of compromised processors to spread throughout all 
sectors of activity, including the most critical areas. We have proof that digital systems in the US 
administration can be affected by this kill switch.

The Prime Minister massaged his temples, panting like a steam engine. The Minister of the 
Interior rolled her eyes, trying to understand. It was the Minister of the Armed Forces, Clément 
B, who was the first to respond.
— What you’re telling us is astonishing. How does it just so happen that while you’re off dancing 
the hula-hula in Hawaii, you discover all our digital systems are susceptible to a major attack by 
the Americans or the Chinese? This is completely crazy.
— Excuse me, minister, but firstly, I hadn’t gone to Hawaii for hula dancing. I was representing 
France at a major international conference. And secondly, forgive me, but I don’t think you 
have any idea what a processor is like. The processors we’re talking about are the size of your 
thumbnail, containing more than 50 billion transistors, etched using a 2-nanometre process. 
All you need is to assign just a thousand or so of those transistors the function of receiving a 
microwave signal, and then reproduce that mechanism in all processor designs. It’s invisible. 
Imagine a non-open source processor as being like a Bible written in Chinese. If someone were 
to have slipped a few verses of the Qu’ran into it, there’s no way you’d ever notice. And because 
we have only very limited control over their design here in Europe, STAR Micro manufactures 
processors that feature this kill switch. So there you have it.
— I don’t mean to doubt you, Mr Raillanne, but you’ll agree nonetheless that the situation we 
find ourselves in is scarcely believable. What do you recommend, Guillaume… if Amélie will 
permit me to ask you that question?
— Yes, Clément, I permit you… Go on, Guillaume.

1 EO: Extraordinary Order
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— At this stage, we have identified a series of countermeasures that would, in theory, enable us 
to circumvent this vulnerability. Mr Raillanne’s laboratory is also working on it, but the process 
is proving to be a long and complex one. Most of our digital devices have processors whose 
firmware can be altered. I won’t go into details, but…
— Yes, Guillaume, please spare us those details, I’m already afraid you’ve lost me.
— Minister, this issue will affect our armed forces in the first instance, and we will need the full 
cooperation of your staff in Bruz. The full cooperation. You have at least a thousand engineers 
with doctors’ degrees in microelectronics, some of the finest specialists in the world, and we need 
to train and engage them in this truly one-of-a-kind, vitally important system for remediating 
process in all digital machines, which must remain absolutely confidential. And no guarantee 
of success at this stage. We are already in the testing phase in Jacques Raillanne’s laboratory, but 
– if the remediation process works – we will be required to roll it out on an industrial scale to 
several million processors, identifying the ones to be treated as a priority. And we’ll need people 
to deploy it too.

The Prime Minister continued to stroke his white beard, his eyes closed.
— You’re too young, Amélie, and you too, Marlène; it’ll have been before your time, but I 
remember all the fuss in the run-up to the year 2000. I was working at the Council of State 
at that time, and for months and months, everyone was running around checking that our 
computer systems would handle the transition from 1999 to 2000 without throwing up bugs. 
The military were terrified their missiles would end up launching themselves. Some imagined 
red lights would start flashing, or that nuclear power plants were going to “do a Chernobyl”. In 
the end, nothing happened. Not a thing… Now let’s be clear, I’m not drawing parallels here, but 
you have to wonder all the same. Do you have any estimate of what this will cost, Guillaume?
— None whatsoever. At this stage we simply don’t have a clue. We don’t know whether our 
plan to alter the onboard processor firmware in the most sensitive machines will even work. 
Ultimately, we believe we will need to develop new ranges of processors that are immune, and 
take the necessary time to replace the most sensitive equipment with devices fitted with these 
new-generation processors. But that will take time.

Amélie spoke again, with a certain gravitas in her voice. She weighed each of her words carefully.
— Now that you’re all up to speed with the situation, I need your advice. I intend to make a 
very serious statement, in public, very soon, to expose this situation, alert the international 
community, and demand a moratorium on the exploitation of this vulnerability by the United 
States and China, to ensure that neither of them have the advantage. I can do it at the next 
Security Council meeting; or even better, at the next G25 summit in Deauville, next month, 
in the presence of Xi Jinping and Kamala Harris. I’ve already asked my diplomatic advisor 
to prepare a speech on this subject. I’ll leave you to think about it. I’ll warn the Minister of 
Foreign Affairs at the last minute. Gabriel will be hopping mad, but I don’t really feel like getting 
Orsay involved at this stage. The situation is already complicated enough as it is. Are there any 
questions?
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The Prime Minister wearily shook his head. He was just preparing to get up when, suddenly, 
the light went out. The low hum of the air conditioning was replaced by a heavy silence, broken 
only by the yelp of surprise from Marlène S. Amélie unrolled her screenpad, which emitted a 
dim light around the war room. All present sat rigidly in their armchairs, mesmerised by the 
situation. After several long minutes, a squeaking sound emerged from the old analogue wall 
intercom. Éric got up quickly to answer it. The others watched him attentively, not daring to 
intervene. Éric replied with brief grunts of acknowledgement. He hung up, quickly checked that 
the electronic lock on the armoured door was indeed locked, and turned to Amélie.
— Total power failure throughout the building. All computer systems are down, and even the 
backup generators are unable to start at the moment. It’s a good thing this standalone phone still 
works. They’re coming to open the emergency exits for us.

With a sharp intake of breath that did little to conceal her astonishment, Amélie gave voice to 
the question that each one of them, at that precise moment, had been asking themselves.
— Well, Mr Raillanne, do you suppose that was the Chinese or the Americans?
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Henri d’Agrain

The author

We had originally approached four short story writers, but one of them was unable to fulfil the 
commission due to a change in professional circumstances. Cigref ’s Managing Director Henri 
d’Agrain therefore took on the task of depicting scenario 01 at short notice. Please show a little 
indulgence for the work he has undertake, despite not adhering entirely to the brief, especially in 
terms of length…
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Towards a
European power 
in a world of 
regions
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Scenario

02

In this second scenario, economic trade and standards systems (health, 
legal, commercial, etc.) are rebuilt around major regional areas.

This fragmentation of international trade and laws is the result not only 
of deep divisions between governments in terms of crisis management 
(health, environmental, etc.), but also of the dedoupling of countries’ socio-
economic trajectories following the Covid pandemic and its repercussions.

Europe is harmonising and consolidating regulations and common 
policies, from digital technology to the Paris Agreement on climate change, 
enabling it to assert itself strongly in its desire to increase its independence 
amid this international fragmentation situation.
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World scale

Since late 2021, countries have been affected 
by Covid and its variants on an increasingly 
unequal basis. Countries and regions have not 
adopted consistent systems for managing health 
and environmental risks. Some governments are 
promoting a strict “zero-virus” strategy at home, 
while others are more flexible. Countries with 
similar approaches are tending towards closer 
mutual ties, but there is no coordination at world 
level. For this reason, international mobility is still 
severely restricted in 2030. At the same time, the 
decade has been punctuated with various other 
regional catastrophes (environmental crises, 
other viruses, etc.) which, like the Covid crisis, 
have seen a new rise in the power of governments 
as the guarantors of last resort for the security 
and economic well-being of individuals and 
companies. The effects of these regional crises may 
be localised, but they are still significant enough 
to cause profound disruption to the flows of goods 
and people on an international scale, and to require 
changes to social and economic life in many regions 
of the world.  Here again, strategies diverge. 
 

Some states have reached agreements over strict 
environmental standards to limit the inevitable 
environmental crisis of the decades to come. They 
are, for example, implementing severe carbon taxes 
to restrict the activity of companies within their 
territorial jurisdiction, as well as their imports. 
Others are relying primarily on technologies 
to mitigate the effects of climate change, without 
addressing the root causes. Others, lastly, are not 
taking action on such issues, mainly because 
of a lack of resources, but are instead suffering 
the consequences of decisions made by other 
countries, particularly in terms of economic 
markets restructuring.

A clear decoupling of regional health and 
environmental trajectories
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Many areas of international economic activity, 
affected by the repercussions of the health crisis, 
have either collapsed (tourism, air transport, 
culture, etc.) or been gradually restructured using 
digital technology. Some countries, and even 
whole geographical areas, that have been more 
severely affected than others, are struggling to 
recover their position in world geo-economic 
activities. In reality, such activities are divided 
into clear regions (Europe, North America, Asia-
Pacific, etc.). Value chains are restructuring on a 
smaller scale, providing a greater ability to manage 
potential resurgences of epidemics and to ensure 
secure supply changes; for example, in the event 
of environmental disasters. The major powers 
themselves – and China and the United States 
in particular – are creating sanctuaries within 
their own internal markets, adopting a clear 
philosophy of “everyone for themselves”. The 
rest of the world has become a battlefield for direct 
conflict between them.

In several countries, populist leaders coming to 
power or remaining in power have contributed to 
strengthen nationalist and protectionist sentiments. 
A number of states have implemented mass 
reindustrialisation policies, and are producing a 
certain number of key resources locally in order to 
retain their own sovereignty. Several countries or 
regions have drawn up lists of “strategic businesses”, 
covering products or resources that are deemed to 
be too vital to be imported. These products and 
resources – whether in the health, medical, energy 
or food sectors – are governed by a philosophy of 
minimum quotas to be produced locally. Some of 
these regional economic and political areas, and 
a number of governments, are even closing their 
markets to large foreign corporate competitors.
 

This trend towards regionalisation is also reflected 
in regulations for digital space, which are also set 
at local level, whether in terms of cybersecurity, 
intellectual property, datacenter locations, access 
to data – and even, in some countries, access to 
the Internet.  Iran, for example, has gradually 
consolidated its Internet, which now operates 
autonomously, outside of global networks.

This regional fragmentation is accompanied by 
a gradual dissolution of major international 
organisations, both as a cause and as an effect of 
this regionalisation movement. The United States 
is leaving NATO, its interests having diverged too 
greatly from those of Europeans, who are focusing 
on their immediate environment, while the USA’s 
concern is over Chinese power. The WHO and 
the UN are heading the same way as the former 
League of Nations. The influence of the IMF and 
the WTO is gradually diminishing, while new 
regional organisations (the Shanghai Cooperation 
Organisation, for example) are gaining strength.

Regionalisation of value chains and regulations:
block mentality and “everyone for themselves” principle

Scenario 02. Towards a European power in a world of regions



68      Cigref • Strategic orientation report 2021

Strong political structuring 
of the European Union

European scale

As it follows this trajectory, Europe is harmonising 
and consolidating regulations and common 
policies, from digital technology to the Paris 
Agreement on climate change. It is strengthening 
the latter via mechanisms for taxing negative 
externalities, and by blocking imports of products 
and services that are not in line with its standards, 
to protect the European market. In this way, Europe 
is gradually asserting its position at international 
level and conversing on an equal footing with other 
powers, particularly in terms of data control. It 
could even present itself as a leader to be followed, 
particularly in its dealings with countries left out of 
these regionalisation trajectories (in South America 
and on the African continent). As part of this 
trajectory, the EU could therefore strongly support 
a particular federal democratic model that defends 
human rights and excludes countries that do not 
uphold these principles from EU membership.

At the same time, the EU is pursuing a strong 
policy of reindustrialising key sectors, starting with 
the medical sector, but also the digital technologies 
sector, despite a loss of access to some raw materials 
due to the regionalisation of value chains. The EU is 
financing consortia of large companies to encourage 
research and stimulate innovation, but also to 
ensure that the infrastructure required for genuine 
digital sovereignty is established on European 
soil. For example, the Hexa-X consortium – led 
by Nokia and Ericsson and representing a number 
of European firms and university laboratories 
– is stepping up its work on 6G technology and 
its research into the standards to be imposed in 
this area at international level. In this regard, the 
European labour market is diversified, with growing 
requirements for a workforce that is trained in a 
wide range of skills due to the larger number of 
activities carried out on European soil; training 
solutions are proliferating in response to this need 
for manpower. This trajectory is in some cases 
linked to the development of a more regionally-
based economy, particularly for environmental 
reasons, or to enable the development of local 
resilience strategies.

N.B.: Under this scenario, two alternative trajectories 
for the European Union would appear possible. The 
first – a strong assertion by the European Union 
of its desire to develop its independence amid an 
environment of international fragmentation – is 
covered extensively here. The second – the gradual 
dissolution of the EU and the stranglehold of foreign 
players on European assets – is covered in Scenario 3.

Reindustrialisation and 
relocation: towards the assertion 
of a European economic power
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•	 A new deadly pandemic and/or localised 
natural disaster, requiring strong isolation of 
regions and population groups.

Wild cards

•	 Erosion and total collapse of the “Great 
Firewall” of China. This mechanism deletes 
content and prevents services and companies 
that contravene Chinese government policy 
from having access to the Chinese territory 
and, as a result, generates significant 
constraints for globalised companies; its 
erosion could have major consequences for 
Chinese citizens, companies operating in the 
country, access to the market, and for the 
very politics of the country.

•	 A major cyber crisis affecting critical 
components of the information system, 
common to a variety of companies, which 
could force them to find new partnerships, 
and thus restructure international and 
regional power relationships.

Situations with the ability to 
reverse the balance of power

Situations that could further 
exacerbate this scenario

Scenario 02. Towards a European power in a world of regions
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What would such a scenario mean for major 
organisations in France and Europe?

Under such a scenario, France’s large companies 
would be required to quickly restructure their value 
chains and rethink their strategic digital choices. 
They would have to prepare for shortages or price 
increases in a number of materials and resources 
(energy, minerals, etc.) as a result of changes in value 
chains, and possibly also prepare to deal with large-
scale geo-economic and geopolitical conflicts in 
respect of access to these resources.  Likewise, they 
would need to make preparations for considerable 
increased complexity in legal systems, labelling and 
standards because of their regionalisation, along 
with potential losses of international markets.

In this scenario, the support functions’ 
mutualisation and maintaining global information 
systems in particular would become difficult, if not 
impossible, for multinationals, which could see the 
closure of some of their markets as a result. The 
sharp increase in cyber risk in this scenario would 
force them to improve their cybersecurity strategies 
considerably. This could make cybersecurity their 
No.1 expenditure item. As a result, it would be 
difficult for them to achieve economies of scale, 
which would encourage companies to focus their 
investments on activities with high added value, 
particularly in digital terms. In such cases, there 
could be an emphasis on automation, particularly 
as a replacement for offshoring.
 

This rapid change would force companies to map 
their current value chains and consider various 
different development scenarios for new functional 
chains at European Union level. Companies could 
only achieve this by entering into direct dialogue 
with political authorities in order to assert a 
European economic strategy. This strategy would 
be based on business regulations favourable to 
the interests of European companies, and would 
require public support for the creation of strategic 
sectors, particularly in terms of R&D.

All of these changes could prompt companies 
to favour an approach based on a philosophy of 
partnerships between private stakeholders, but 
also consortia with research centres (following 
the model of the Hexa-X consortium for 6G 
development in Europe, as mentioned above).
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At the level of large companies’ internal organisation, 
restructured supply chains and increasingly market 
complexity, and the new risks associated, would 
force them to bring a certain number of skills 
back in-house. This could make recruitment more 
difficult because of a lack of resources or talent on 
the European continent. Even so, companies could 
find themselves developing training centres for 
their (future or current) employees, following the 
“42” university model developed by X. Niel. They 
would also have to deploy workforce retention 
strategies, particularly by developing innovative 
ways of working and co-designing approaches, but 
also via the services and products they developed 
and the significance of the tasks given to employees. 
This scenario in fact provides an opportunity for 
companies to participate in the revitalisation of 
local and regional economies, and even to provide 
a boost to a number of overlooked French living 
areas.

In this scenario, IT Departments would have a 
fundamental role to play, both in restructuring 
companies’ activities and in implementing their 
resilience strategies. They could, for example, 
participate in the process of speeding up 
modernisation of legacy infrastructure, and gain 
a Europe-wide scope if partnerships taking the 
form of digital platforms were to be entered into 
between several large companies. Lastly, the IT 
Department could be the epicentre of production 
of new standards and/or contract clauses to assert 
the company’s own digital model, particularly in 
terms of digital sobriety, protection, accessibility 
and data sovereignty.

Scenario 02. Towards a European power in a world of regions
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When Jean-Phi was twenty years old – oh, little Jean-Phi from Chambon-sur-Lignon, how time 
flies!, so little chance to watch him grow or become a slender, pale young man, quiet and always 
somewhat distant, never far from his computer screen – yes, when he was barely twenty, they 
came for him. It caused quite a stir in Chambon; the aerodyne landed silently on the pitch of 
the municipal stadium, where its wings had space to unfold without hitting anything, its pilot 
visible through the transparent shell of the cockpit like the contents of a trout’s egg. An aerodyne 
is a thing of lightness; its substance like densified air, a mere heat haze above a road, except 
for the logo, which was perfectly clear: Designed and built in France, very prominent, same 
as everywhere else, thought Jean-Phi, just like his T-shirt, his shoes, his phone. He climbed in, 
made a shy motion of greeting to those who had come to accompany him, and flew away.

The second aerodyne came too late. There was no-one left around the pitch; it did not even land 
and flew away immediately, so discreetly that no-one noticed it.

The aerodyne’s progress was slow but silent; it dissolved in the light, drinking it in, moving 
forward. “The only carbon produced by this journey is my breath, and yours,” the pilot told 
him. There are standards, young man; nothing could fly if it produced any more. Except for the 
helicopter gunships, because you can’t wage war at these speeds, he added with a hint of envy 
in his voice. The war – a French obsession, an obsession of the little Europe of Eight that had 
adopted the cockerel as its emblem, an upright cockerel, on the lookout, its outstretched wings 
protecting the shared homeland. “Have you ever seen a helicopter gunship, kid?” asked the pilot, 
who clearly yearned for the old days of much-heavier-than-air flight.  Jean-Phi had only ever 
seen one in animated pixel form, but the simulations were excellent, realistic and interactive… 
he would easily be able to pilot one, he had learned so much while playing. Far behind them, he 
thought he could make out a metallic glint in the sky, which quickly disappeared.

The green countryside rolled past; forests, fields and greenhouses, the new farms, the new 
productive villages, the self-sustaining communities and the government farms. His fingers 
nervously tapped the armrest of his seat, something he was unable to prevent himself from 
doing after a few hours away from a keyboard. The aerodyne slid through the air, the AI 
constantly calculating the tilt and angle of the wings that absorbed the slightest drop of light, 
but the opaque-helmeted pilot was in control, and he alone decided the route. The machine was 
restrained, and thus unable to make such choices itself:  any break in contact with the pilot’s 
neural headset would have forced it to land. Because an organic consciousness cannot be hacked, 
this was the first rule of security you learned in this field: start by taking the decisions away from 
the machine. Security was something Jean-Phi had learned about while playing Jericho for long 
hours in his room, the shutters closed, indifferent to the grassy plateau which surrounded the 
village, to the sun, to the clouds and to the people. Through the universal network, everyone 
received training in everything, wherever they were: the human resource was meticulously 
cultivated, and harvested.

They arrived at the disused airport in the afternoon, the large planes lined up on a runway as 
they waited to be dismantled, the large area of tarmac aprons and level fields dotted with new 
buildings, their walls and roofs adorned with the large logo – Designed and built in France, just 
like everywhere, on all the new factories. The building on which they landed bore the sober 
caption, Protecting.

Jean-Phi was taken to a soundproofed, isolated room, having been scanned and relieved of his 
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phone. The door was armoured; the inside bristled with spikes to deaden sound.

Seated behind an empty desk, the young woman waiting for him introduced herself as head of 
human resources and security. Under thirty, with very short hair and sharp features, she spoke 
to him in an instructor’s voice, making no attempt to put him at his ease, in the clipped tones 
of the self-educated. “Nothing comes in here or goes out, nothing is written, all instructions are 
verbal. You must memorise. – Why me? – You reached the last levels of Jericho. Young people 
like you are rare. Do you know that it wasn’t a game? – Yes. – We will continue your training 
here, with other tools. – Who are you? – Euro Flotation, the designers of the aerodyne; we 
used to be Airbus and Dassault Aviation. It’s the most economical device that has ever existed, 
but we are still constantly short of rare materials. – Do you need my help with something? – 
Yes, security. Our research, our human resources, and most importantly, our supply lines from 
Africa. The mines and mineral transportation systems are so highly automated that they are 
targeted by pirates. There are military escorts, but the hijackers work via the airwaves. Be a 
pirate hunter, and ensure that European research can benefit Europe.”

That was what relocation meant: an unwanted environmental transition, an economy of 
economies, as the Federal Government insistently repeated, a meticulous and measured 
exploitation of every resource, every mineral, every metal, every plant, every animal and every 
mind, because nobody relocates anything anymore; between the failed, collapsed and closed-off 
countries, all trade has ended. The Europe of Eight was not so badly off; closed, admittedly, but 
with some modest resources and talents, and led with a firm hand.

He had little opportunity to work, however; a few days later, he was sucked up into the sky. He 
was dozing on the roof, stretched out on a sun lounger, in boxer shorts and sunglasses. It was 
his only free space; he was not permitted to leave the industrial campus, and so there he was, 
reclining on the top of the capital P of Protecting, and dozing. The two wingsuits burst forth 
from the blue; translucent, silent, almost invisible, with a Danone logo on their chests. They 
landed with a violent pirouette, ran towards Jean-Phi – who had scarcely had time to jump up 
– and he was violently seized, clipped into a harness, carried away. The cable zigzagged down 
from the sky; they grabbed hold of it and all three flew away, borne aloft by a large aerodyne that 
vanished as the alarm sounded.

The voyage was uncomfortable; they swayed like a giant pendulum over vast expanses of vegetable 
gardens where lines of workers, in their hundreds, gathered greenery by hand. Agriculture was 
a major employer; it decongested the cities and pacified the masses. They landed on a large, 
green-painted shed adorned with baby carrots, with a roof that opened to allow them to enter.

The discussion took place in a soundproofed, isolated room – underground, this time – and 
was led by a middle-aged man; portly and mustachioed, but with a false air of affability. “You 
reached the last levels of Jericho,” he said to him. Young people like you are rare. – I’ve already 
been told that, in the same words. – Because it’s true. We need you, because you know how to 
protect walls, and therefore how to bring them down. – So what do you want? – We are Dacapic, 
the consortium between Danone, Cassegrain and Picard. We have not given up on exporting, 
but international standards, labels and inspections are a headache. No two are the same; they 
are walls expressly designed to isolate markets. Everyone distrusts everyone else, as an epidemic 
can emerge in just a few days from countries where public health is not carefully monitored. But 
our intention is to sell anyway. – So? 
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– All these controls I have spoken of are heavily automated. I want you to study and hack them. 
To wage a discreet cyber war so that we can semi-legally sell peas and yoghurt in China. You’re 
smiling. It sounds modest; more so than the new aviation operation you almost worked for, but 
we’re talking about ten times the turnover.”

Jean-Phi began to drum his fingers on the armrests of the chair in which he was sitting; a fact 
which did not escape the big man, who paused, smiling. “I can see you’re interested. Basically, 
what we’re offering you is the next level of Jericho; we have the exclusive rights. Will you be able 
to complete it? – Definitely,” breathed Jean-Phi, impatient to get started.

Scenario 02. Towards a European power in a world of regions
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Scenario

03

This scenario illustrates a trajectory in which China has succeeded in 
becoming the leading player in international trade.

Amid a highly unstable health and environmental situation in 2030-
2035, the country is promoting its own crisis management model and is 
positioning itself as a partner of choice in terms of services, solutions and 
infrastructure to the most vulnerable countries.

The accelerated rise of China in this model has served to exacerbate 
tensions with the United States.

Europe is divided and weakened, and is unable to implement its “third 
way” strategy, becoming the place where these strong tensions are played 
out, especially in the digital sector.
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World scale

Hyper-technologisation 
and coercion in response 
to crises

In 2030, the Covid health crisis is still 
present in everyone’s minds.  Although it 
is relatively well under control thanks to 
the widespread adoption of vaccines and 
population surveillance mechanisms, the 
world still experiences short but frequent 
episodes of virus outbreaks in the form 
of variants. At the same time, the number 
of environmental crises and/or other 
health crises is multiplying, forcing 
different sectors and regions of social 
and economic life to adapt. Asian (and 
particularly Chinese) models stand out 
through their ability to manage crises 
(health or environmental), mainly via an 
authoritarian approach and technocentric 
responses. Such coercive and hyper 
technological policies are tending to 
spread elsewhere in the world.

A conquering China 
for a green and tech 
civilisation

Amid this highly unstable health and environmental 
situation, China is gradually establishing itself as a 
leader in international trade, supported by its crisis 
management model and its growing political and 
economic power.

In particular, China has been strengthening its alliances 
within the framework of its Going Global Strategy in 
Africa, and the “New Silk Roads” (the “Belt and Road 
Initiative”), and is continuing to do so. It is selling its 
“green” products and solutions on a widespread basis, 
particularly in the electrical and hydrogen sectors, 
as part of its “Made In China 2025” plan, established 
in 2010, which drew up a list of key technologies and 
sectors for development, with the addition of green 
technologies in 2020.

China has succeeded in imposing some of its standards 
and extending its vision, particularly in technological 
fields, through its strong influence on international 
standardisation bodies. For example, its concept for 
a new Internet, known as the “New IP”, based on a 
modification to the TCP/IP protocol, is gaining traction. 
A key aspect of this protocol is its ability to filter 
accessible data, which still remains the key element to 
cybersovereignty in the Chinese world, but is also on the 
rise in other countries such as Russia and Iran. Russia 
and China have been strengthening their ties since the 
2020s in order to counter US power and transatlantic 
alliances. The two countries are entering into multiple 
alliances and partnerships at all levels and meaningfully 
extending their diplomatic, economic and technological 
influence, not only in the Asia-Pacific and Central Asia 
regions, but also in Africa and Latin America. Through 
its ability to project its power and forge links worldwide, 
China seems to be winning the war of ideas, patents and 
infrastructure.

Scenarios for digital futures
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A bipolar world in a 
perpetual state of 
cyber war

The United States does not look kindly on 
this strong rise in power of its adversaries and 
concludes alliances with a number of European 
countries, as well as some Asian nations keen to 
avoid falling under the Chinese yoke (Japan, South 
Korea, etc.). Tensions between the two blocs are 
high, particularly in terms of values and territorial 
claims. This could lead to indirect, localised armed 
conflicts, despite the fact that US military capacity 
still remains far superior to that of China in 2030.

There is an explosion of cyberattacks between the 
two “camps”, at the expense of companies. Firms 
are forced to invest heavily and constantly monitor 
all of their infrastructure to protect themselves. 
This situation is endangering any firms that have 
taken insufficient precautions, sometimes resulting 
in their bankruptcy. Since the early 2020s, a 
number of countries and companies, led by the 
United States, have been seeking to impede the 
growth of Chinese leadership by restricting its 
ability to develop certain key technologies, such as 
submarine cables and semiconductors.
 

There is a strong rise in cyber-military espionage. 
The military sector is at the epicentre of technological 
innovation, given the strong geopolitical tensions 
underlying this scenario. Civilian cyber teams 
formed within large companies are sometimes 
requisitioned by the armed forces. 
Cyber technology is also widely used to manipulate 
negative public opinion, via the propagation of fake 
news, and the online organisation of large-scale 
demonstrations in the countries in question.

In reality, the world is deeply divided in this struggle 
between two social models which, although they 
share some points of convergence (e.g. in terms of 
technology), remain fundamentally opposed with 
regard to individual rights and the way in which 
society is viewed/regulated. Value chains are being 
redesigned around the technical decisions taken in 
the digital field.

Scenario 03. An all-conquering China in a bipolar world
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European scale

A weakened Europe 
in search of foreign 
solutions

In Europe, the economic situation is very 
precarious, and political authorities are 
still unable to form a consensus around 
debt mutualisation. Some governments 
have chosen to go it alone, refusing to 
be saddled with the economic debt of 
the most vulnerable. Others are forming 
new alliances in line with their shared 
ambitions (e.g. France, Belgium, Germany). 
Political election schedules are setting a 
clear pace for this gradual dissolution of 
Europe. Presidential elections in Bulgaria 
in late 2021, Hungary in 2022 and Poland in 
2025 have ushered in populist regimes that 
are less and less democratic, and more and 
more opposed to the Union. The influence 
of Brexit has spread: Italy, Greece and 
Spain, under strong economic pressure, are 
threatening to leave the euro zone, which 
would result in its dissolution. At the same 
time, the EU is under strong pressure on 
its borders, over which member states 
are unable to agree on a common policy 
(migration crisis, latent conflicts with Russia 
and/or Turkey).  The divided and weakened 
European leadership is to some extent 
tempted by the conquering strategies of 
China and its most enterprising private 
actors and its crisis management solutions, 
including technological solutions in 
particular. Europe is unable to implement 
its “third way” strategy. It is becoming a 
territory that embodies the strong tensions 
between the Asian and American worlds, 
alongside other continents such as Asia-
Pacific, Africa and Latin America.

Choosing sides: Member 
states are divided between 
the attraction of the Chinese 
model and historic alliances 
with the Americans

Gradually, by the mid-2020s, the European digital 
landscape is changing. The GAFAM influence is 
shrinking, while new (often Chinese) players are 
gaining momentum; one such player is Huawei, 
thanks to the increased need for 5G networks. These 
new players are carving out a niche for themselves 
by offering new services that more closely match 
consumer habits and expectations – although they are 
still smaller than the US giga-platforms.

European citizens’ data is being shared with these new 
giants and with governments in the interests of control 
over the health and environmental situation. By 
working with these Chinese operators, governments 
are able to design highly effective surveillance and 
control systems that are used to protect citizens. 
However, although China’s strategy provides a 
response to the needs of countries in crisis, it also 
assists in extending its population surveillance model 
by gradually legitimising the concept of social credit 
and control over individual personal data for the well-
being of all. Under fire for this approach, the country 
is promoting a concept of “green civilisation” entirely 
controlled by the digital solutions supplied by the 
BATX national champions, which are virtually state-
run companies.

For some Europeans, this erosion of freedoms is 
unacceptable. In a number of member states, pressure 
from the public has been sufficiently strong for 
governments to have ultimately rallied around the US 
model, which provides reassurance despite itself being 
based to some extent on philosophies of individual 
surveillance and control. Consequently, by 2030, the 
European Union has found itself split between two 
competing social models.

Scenarios for digital futures
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Amid this unstable political and economic 
context, the dominant factor in state and 
corporate investments is the pursuit of national 
sovereignty and security. The result is a focusing 
of research, development and their financing 
on the military and technological sphere, and 
on training. Inequalities and instability are 
increasing. Some social groups are choosing to 
disengage completely from the current system 
of production and consumption. Indeed, the 
contraction of international trade in the early 
2020s has indirectly promoted short supply 
chains and the use of local producers. For 
economic reasons, more and more individuals are 
working and consuming locally. Associations are 
growing in local regions, with new communities 
grouping together around shared interests to 
ensure their own survival. Tensions are running 
high in this environment, in which several worlds 
are coexisting.

N.B.: Conversly, were the European Union to 
succeed in constructing an effective common 
policy, it could experience a trajectory of greater 
cohesion and independence from Sino-American 
bipolarisation. This model trajectory is described 
in Scenario 2.

An increasingly 
precarious and 
unequal European 
society

Wild cards

•	 Conflict in Taiwan and in the 
China sea, with a major cyber 
dimension, which would heavily 
destabilise all economic players 
but result in military advances 
that enable the widespread 
development of AI and IoT 
technologies. 

•	 Increased digital surveillance 
to enforce environmental 
and health measures, with 
the implementation of strong 
social control (towards a digital 
surveillance society for ecological 
transition).

Situations that could 
further exacerbate 
this scenario

Situations with the 
ability to reverse the 
balance of power

•	 A distancing between Chinese 
digital players and their 
government in order to gain 
market share abroad, but also 
to become more independent 
in their actions, leading to 
disturbances in the balance of 
power between players and the 
state.

Scenario 03. An all-conquering China in a bipolar world
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What would such a scenario mean for major 
organisations in France and Europe?

This scenario is based on the economic and 
technological rivalry between China and the 
United States that began in the 2020s and (as 
yet fairly weakly) divides the member states of 
the European Union. In 2021, US power is still 
much greater than that of China, and historical 
alliances between Europe and their transatlantic 
cousins are still important. By 2030, however, this 
scenario envisages a much clearer bipolarisation 
of the world, which can be seen not only from an 
economic, normative and technical standpoint, but 
in ideological terms too. Consequently, in line with 
this trajectory, companies that have made technical 
choices based on US and/or Chinese technologies 
in the early 2020s risk finding themselves tied to 
one or other of these ecosystems, and thus caught 
up in a confrontation that could overtake them, 
with no obvious escape route (because of their 
dependence on one or another source of solutions, 
infrastructure, raw materials, etc.)

Gradually, under this scenario, with the 
development of stricter policies, some European 
companies should start making more informed 
choices according to their sources of supply and 
their market. The geographical location of the 
companies would play a role in determining 
their technological choices. They could even find 
themselves forced to consider creating separate 
legal entities, based on distinct technical systems, to 
gain a foothold in each of these worlds. Companies 
would attempt to develop an increasing number of
“free” systems, to avoid being trapped within this 
new cold war. As for companies already linked 
to the American bloc, they could be required 
to reshape their partnerships to enable them to 
make allies among the Chinese conquerors too, 
with their more advanced technologies and more 
powerful economy by 2030.
 

In addition, competition is fierce in this scenario: 
European and French companies do not enjoy 
such a buoyant domestic market as the two great 
Sino-American powers would. Therefore, they 
need to invest heavily in innovation to retain their 
customers and market shares. This would then 
encourage all companies to innovate, continue 
their transformation processes and develop new 
business models for this hyper-competitive market. 
Consequently, sectors previously dominated 
by European companies could find themselves 
in difficulty; for example, the aviation sector. 
Oligopolies could change in benefit to Chinese 
actors in this scenario.

This scenario would therefore precipitate strong 
changes in corporate strategies, in terms of 
both data and people management (less well 
protected) and consideration of the environmental 
constraints (more restricted). In the absence of 
strong European regulation, companies could, 
for example, choose to unscrupulously sell their 
customers’ data. But they could also choose to 
prioritise absolute confidentiality, and offer it as 
a service to their customers. This could even be 
a differentiating strategy against less protective 
Chinese market leaders.

Scenarios for digital futures
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Under this scenario, large companies would find 
themselves faced with a number of other internal 
strategy dilemmas. The growth of contradictory 
regulations from one bloc to another at international 
level would cause companies numerous problems. 
They would very probably find themselves having 
either to decentralise their information systems 
in order to adapt to the respective requirements 
of the two worlds, or to relocate their information 
systems and businesses to a large extent to focus on 
a highly specific, regionalised share of the market. 
The Sino-American confrontation is causing fairly 
regular disruptions to supply chains, particularly 
for electronic components, which is having a 
strong impact on all economic players, including IT 
Departments, in terms of computer workstations. 
Companies could attempt to attenuate these risks 
by developing short supply chains, despite the high 
additional costs involved.

Lastly, at IT Department level, companies will 
need to adapt to the unavailability of applications 
from one or other of the two blocs – Chinese or 
American – according to their state partnerships 
and alliances. This means that they will need to 
have sufficiently agile architecture to combine the 
two worlds. This would then create a dichotomy 
in the adoption of technologies and usage habits. 
This situation would lead to an increase in the costs 
and complexity of information systems, as well as 
a local restructuring of teams, with a high risk of 
redundancy in skills and resources.

Scenario 03. An all-conquering China in a bipolar world
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21:30 – Yen Chinese Restaurant, Xinyi District, Taipei

“Mr Comblay! To our common success!” Belying his 74 years, the ‘old man’ – Dr Terry Hai, the 
guardian and founder of CarTech Electronics – strides forward to face young François Comblay. 
The sonorous voice of the august business owner and Ph.D in microelectronics has galvanised 
everyone. From his privileged vantage point overlooking a bird’s-eye view of Taipei, from the 
31st floor of the W Taipei hotel where the restaurant is located, the Frenchman is savouring 
his triumph, surrounded by the staff of CarTech. Dr Hai has an ulterior motive for showing 
his guest such special attention. Of course, François Comblay is the representative of his main 
client – the Euro-Indian Regeot-Atal Soft Ltd Automotive Consortium, world number three 
behind Toyosla and VolksApple. But more importantly, thirty-three-year-old François has just 
been appointed as the Consortium’s Director of IT Services, and is already being seen as the 
heir apparent to Atal Mehta, the group’s CEO. In ten years, François has established himself 
as the group’s No.2 in spectacular fashion. Yet this is hardly surprising: up until the very early 
2020s, the path to the top at such types of auto manufacturer was the one taken by mechanical 
engineers, but everything has changed since then. Nowadays, in these international behemoths 
in which code accounts for more than half of a vehicle’s value, the power has been transferred 
to the IT directors. And in the case of François, this all seems a foregone conclusion. Everyone, 
from Stanford University to the various echelons of Regeot Car, where he has spent his entire 
career, is of one opinion: the guy is hardworking and brilliant – but also always open to criticism 
and discussion… and ready to give his teammates a chance and a turn in the spotlight. François 
does not dare to admit it to himself, but even though his success has been too rapid, he can see 
it in the eyes of his superiors: he has earned it. And that is something Dr Terry Hai understands 
too.

So, as the glasses of Château Latour are lowered for the traditional end-of-meal cup of tea, Dr 
Hai leans against the shoulder of François, who is sitting right next to him.

“My dear François, I’m delighted that we’ve been able to conclude this new agreement, and that 
CarTech will continue to deliver our specialised microprocessors for your vehicles… However, I 
have a question to ask you… Do you expect to sign that deal with Mimikan Soft in the end, and 
incorporate their ‘middleware’ – the code controlling the relationship between our processors 
and your applications – into your own Car OS?”

François is surprised by the question, which he considers inappropriate.

“ — Terry… You understand that I can’t confirm anything yet. But between the two of us – yes, 
we expect to sign it. I’m actually going to see them tomorrow morning right here, at their Taipei 
HQ…”

Dr Hai breaks into a courteous, enigmatic smile.
“ — Interesting…”. Terry leaves the adjective hanging for a few moments. It is obviously not 
what he means. “My dear François, do you know the owners of Mimikan Soft? The Ke Liangs?
— I know Julie Ke Liang, the daughter of the founder David Ke-Liang. We studied together at 
Stanford. She is a friend. But of course, that’s not why we chose Mimikan.
— Ah… I don’t really know Julie Ke-Liang. I know she co-directs the firm with her father. 
David is… an interesting man.” That ambiguous adjective once again. “He’s on the up and up. 
Especially since the Kuomintang won back its majority against the separatists here in Taiwan. 

Scenario 03. An all-conquering China in a bipolar world
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David is very well connected politically.”

Coming from this senior doctor of microelectronics, this does not necessarily sound like a 
compliment. But it’s getting late. After saying his last goodbyes at the door of the hotel, the 
Frenchman turns and heads for the UpBar, on the 32nd floor, for his other meeting of the 
evening. In Paris, it is still only five in the afternoon.

23:00 – UpBar, W Taipei

François quickly scans the bar for her. There she is, nestled in one of the padded, cream-coloured 
sofas a few metres from the bar: the chirping of a light background of electro-pop music gently 
caresses the ears. It’s Julie Ke-Liang, his former classmate and now co-leader of Mimikan Soft 
with her father. Large bay windows in the background provide a backdrop of the Taipei skyline, 
sparkling with an innumerable constellation of still-lit offices.
“ — Julie! Lovely to see you again.”

They instinctively exchange a kiss in the American way, like they used to back on campus at 
Stanford. These days, she has traded her jeans for a red designer suit. Her sparkling hazel eyes 
open wide, just as they used to when she was the first to crack the IT problem in their practical 
classes.
“ — Welcome to Taipei, François! … I wanted to see you before tomorrow’s more official 
meeting.”

So obviously, we won’t be talking business. Over two Japanese whiskies, the two former 
schoolmates talk about their academic past as if trying to flush it clean, the paths taken by their 
mutual friends, and their respective lives.

Their discussion is interrupted by two Taiwanese F-16Vs streaking across the city’s night skyline. 
François appears surprised to find the evening being disturbed by military aircraft.
“ — You get used to it…” Julie says, philosophically. “There are now swarms of long-range 
drones coming from the mainland and occupying the airspace. God knows where it could all 
go from here… We’re on the front line here. And the pace is accelerating. China is so powerful. 
There’s little Taiwan can do, when the other branch of our family is fifty times larger. And much 
richer… The civil war between the two Chinas started almost ninety years ago. But it won’t last 
a hundred years.
— I thought you now enjoyed the explicit support of all Westerners… that Taiwan was pretty 
much like Berlin during the Cold War. That we’d defend you to the end…” says François, who 
follows international events at some distance.
— Yes, exactly like Berlin: in the end, the rich launch a takeover bid for the poor. She shrugs. 
“And who has the power here? … Mainland China, and everyone’s getting ready for it. Many of 
Foxconn’s factories are still in mainland China. Same story for our leading national company, 
the TSMC semiconductor manufacturer. And here at Mimikan Ltd, too, we have development 
offices in Shanghai. That’s how life is.”

They finish their glasses of Japanese whisky. But, as is customary, Julie has not come empty-
handed. She pulls out a virtual reality headset.
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“ — I’m very proud of this gift! Fresh out of our labs; a co-development with another manufacturer. 
For training, entertainment, or just relaxation. And the clever part: we’ve worked with a team 
from Finland on a neuro-adaptive modelling module. The headset has small EEG sensors paired 
with algorithms to read the mental images you form.”

François has heard of this type of application before – scientists have been working in this area 
since at least the late 2010s1. He immediately sees the potential for Mimikan.
“ — Ah! A new human-machine interface for car navigation?” Julie smiles as though she has 
been uncovered.
“ — Could be… but right now, a prototype to aid relaxation and promote sleep! Let me know 
what you think!”

02:39 – Room 2807, W Taipei

Obviously, sleep isn’t coming. He never manages to doze off before midnight Paris time. And 
it’s still dinner time back home. What to do? François has an idea. He unwraps his present. He 
adjusts the headset, and chooses the “Relaxation and Sleep” program.

He is immersed in a world that is initially in constant yet calm flux, like the gentle lapping of 
the sea on a beach. There is a smell of summer. The rocks are covered with kelp. Small crabs 
are still wriggling around in the sand veined with narrow channels of water. The sky is dotted 
with friendly sheep. It feels familiar… like Brittany from his childhood holidays, when he would 
venture out alone to explore the wild coastline between Le Pouliguen and Le Croizic. He walks 
in peace, coming across the occasional bouquet of lavender as he walks. His breathing slows; 
his movements become more relaxed. He wants to sit down and rest there, amid this handful of 
childhood memories, forever surrounded by the maternal scent of lavender.

There is a black door in the middle of the beach. Why? He is compelled to find out. He crosses 
the threshold.     He enters a darkened room. There is music – he recognises Ariana Grande, 
Billie Eilish, Cardi B… it is 2019. Vodka shots, and cans of Budweiser lying around. It is one of 
the Stanford junior fraternity houses where he used to hang out, despite being five years older. 
The rhythm of the music becomes louder. And there she is, in the little upstairs bedroom. What’s 
her name…? The name returns, with haunting echoes like a bad hangover: she is called Melissa.

Her eyeliner is streaked. How old is she? Why is she crying, and why is her blouse torn? And he 
himself, what is he doing, surrounded by all those vodka glasses, his trousers around his ankles? 
Was she actually under age? There is a taste of metal and oil in his mouth. He wants to leave. 
His body feels heavy. He is ashamed. Everything is shifting and slipping beneath his feet. His 
surroundings collapse, in a great black whirlwind, into the depths of the night.

1 See for example: https://scitechdaily.com/this-computer-predicts-your-thoughts-creating-images-based-on-your-brain-signals/ et 
https://www.sciencemag.org/news/2018/01/mind-reading-algorithm-can-decode-pictures-your-head
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07:10 – Room 2807, W Taipei

François is startled. There is a shrill ringing from the bedside phone. He still has the virtual 
reality headset on – he removes it and picks up the receiver. It’s a call from Reception.
“— Mr Comblay, your contact from the French Embassy is waiting in the lobby for your 
meeting.” François is surprised. He has never arranged a meeting with any diplomat in his life.

Cautiously, he dresses quickly; a few minutes later, he steps out onto the ground floor. A young 
woman from the Embassy is indeed waiting for him at reception. She hands him her card: 
Charlotte Kaczmarek, “Manager for new markets”. She can scarcely be any older than thirty; 
petite, with long black hair hiding the contours of her face. She suggests talking at one of the 
tables away from the restaurant, where the breakfast buffet is being served.
“— Thank you for seeing me, Mr Comblay. I took the liberty of coming to see you, because I 
understand you’re here to sign a number of important contracts for Regeot-Atal. According to 
some of my colleagues, the IT division of Regeot-Atal has for the last 24 months been the target 
of a cognitive campaign waged both by Communist China and perhaps also by low-key allies 
here, in Taiwan. We are trying to work with the authorities in Taiwan in an attempt to identify 
them.”

François is stunned. He has lost all interest in his coffee.
“— Cognitive campaign? What do you mean?
— Do you remember the Russian fake news campaigns on social media against the West in 
the 2010s and 2020s, aimed at turning different groups of society against one another and 
winning popular support from the extreme right or the extreme left? That was the first age of 
cognitive warfare; one might liken it to ‘carpet bombing’. Since then, China has greatly refined 
and operationalised the approach. They are now able to make ‘surgical strikes’ on the human 
cognitive function. Within an organisation or major company, they identify key people to be 
targeted. Next, they either attack the person directly, or their colleagues, or their family and close 
friends. Sometimes all three at the same time. They create fake artificial intelligence profiles with 
which the targets can chat online, believing that they’re talking to real people – it’s very easy to 
do nowadays. This enables them to recover confidential information of a professional, personal 
or intimate nature; reuse them for blackmail purposes; or for seduction, knowing what appeals 
most to the targets; or maybe by telling X awful things that Y may have said. The result is to set 
people against one another and destroy the morale of an entire organisation. The same set of 
tricks that can be carried out via clandestine human operations, but at a much lower cost, and in 
fact in a more systematic and efficient way. The impact is distributed, planned by algorithm and 
multiplied. And it’s very clean, and quite invisible. Many Chinese companies have won tenders 
like this recently. Against competitors who have completely fallen apart during the final phase.
— But… I don’t understand. As far as I know, nothing like that has ever happened to me at 
Regeot-Atal…
— No, not to you directly, Mr Comblay. But you are of course aware that your predecessor in the 
Digital Department left after suffering a burnout, following some serious family problems. And 
that two of his possible successors were not selected because, among other things, they received 
very poor ratings from their co-workers and subordinates, and this was reflected in the results, 
which suddenly became very poor. No one doubts you were an excellent candidate… but there 
was little by way of competition six months ago, when a rush decision was made.”
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Francis is stunned into silence. He now understands exactly who “Charlotte from the Embassy” 
is. She does not work for the New Markets office. She represents other departments, whose 
business is altogether shadowier. And if what “Charlotte” is saying is true, the consequences 
of such a cognitive attack would be disastrous. The scandal would deal a heavy blow to the 
Regeot-Atal Consortium’s share price: if they failed to see that coming, how can we still trust 
them? What if the company is crawling with Chinese infiltrators? And he himself would be at 
the centre of the storm. Because what “Charlotte” is suggesting is that he may be the one the 
authorities in Beijing are seeking to put pressure on. But why?

François thanks “Charlotte”. He has some thinking to do. But now he needs to get to the long-
scheduled contract signature meeting – with his friend of ten years, Julie Ke-Liang.

08:30 Boardroom, Mimikan Soft Headquarters, Xinyi District, Taipei

David Ke-Liang is there, of course, as is his daughter Julie. After many polite formalities, 
the contract is signed with Montblanc fountain pens – David Ke-Liang’s favoured ritual for 
important projects. In his sixties now, he is certainly not averse to making grand gestures to 
mark the occasion – he must be well used to giving official toasts alongside making commercial 
pitches. “My dear François, Mimikan Soft is proud to be partnering with Regeot-Atal. Mimikan’s 
middleware solution, integrated into all of Regeot-Atal’s self-driving vehicles, will deliver silent, 
perfectly synchronised and instantaneous updates to hundreds of millions of vehicles. It will also 
allow better security control over the use of all IT processes in Regeot-Atal vehicles. Together, 
I hope that we can move beyond the already significant market share you hold in Europe and 
India, and conquer the world!”

But something isn’t right. François is uncomfortable. The same question keeps nagging at him. 
If “Charlotte” is right – then why would Beijing want to put pressure on him? Once the short 
ceremony is over, he asks for some time alone with Julie in one of the adjoining offices.
“— Tell me, Julie… I have a question to ask you. Are you absolutely sure you can trust your 
whole team? Mimikan middleware has fairly low-level privileged access to our systems, and 
soon to all Regeot-Atal cars. Can you imagine if a foreign power were to take control over 
it, either for espionage… or for mass sabotage? They could force tens of thousands of cars in 
Western Europe or India to accelerate, or start driving on the left… It would be a disaster.”

Julie smiles.
“— Do you think our development office in Shanghai is being infiltrated by developers on 
the orders of the Chinese Communist Party?” Her smile widens, making François even more 
uncomfortable. “…Or maybe you think that I myself… your university friend from Stanford, 
and perhaps part of the reason why you chose to sign for Mimikan, just because you knew me… 
maybe you think that I, Julie, could actually be a Beijing agent?”

She bursts out laughing, and François freezes on the spot.
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“— Oh, come now, François…”, she teases. “Where are you getting all these ideas from? …
Look, it’s certainly true that Beijing is being very aggressive at the moment. Here in Taiwan, 
most people still haven’t figured it out yet. They’re still dreaming of independence. Too bad for 
them. But what can you do? Beijing is the strongest, like I said. And the officials at Guoanbu – 
Chinese intelligence – are much smarter. And they’ve understood something very important. 
They know that the new Cold War against the United States will be waged in the sphere where 
the real power lies right now. Today, that sphere is digital technologies. They know the winner 
claims the prize of controlling them. And that in this war, the battlefield will not merely be 
the Taiwan Strait or the Pacific, but also – and most importantly – cyberspace. In other words, 
computer networks, starting with company networks. And that at the heart of these networks, 
there are generals who – and this is the funniest part of it – still don’t even know that they’re 
involved in this conflict! These generals are the IT managers and digital managers who run these 
networks. Their ignorance is Beijing’s greatest strength.”

François cannot help but feel a twitch. Julie notices this, and draws closer to reassure him, taking 
him by the hand, just as they each used to do when their partner was awarded the best mark in 
their practical classes at Stanford.
“— Don’t worry. It’ll all be fine, François. Your success is also our success.” He catches a scent of 
fragrance. It is the lavender perfume that Julie is wearing. “By the way, did you try out our virtual 
reality headset, François? Did you see how it could uncover old memories that can sometimes be 
hidden deep within? The prototype is called Melissa. I hope you liked it.”

He takes a step backwards, thunderstruck. Julie continues to smile, as though filled with pity, 
and takes out of her pocket the Montblanc pen used half an hour ago to sign the contract. She 
holds it out to him.
“— And don’t forget the pen from the contract, François. My father believes it is a symbol of 
good luck. And it’s a sign that we’ll work well together from now on. In perfect harmony.”
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Guy-Philippe Goldstein is a lecturer at the École de Guerre Économique, and an advisor for the 
ExponCapital fund and for the PwC firm on questions of cybersecurity, cyberdefence and foresight. 
He has also written a number of works of future fiction for the Usbek & Rica magazine, for Sécurité 
& Défense magazine, and for the Data & Society think tank (NY). He has been a member and 
supervisor of the team of authors selected by the Defence Innovation Agency in the “Fiction Authors 
Red Team” invitation to tender.

Lastly, Guy-Philippe is the author of an essay on cyberpower, Cyberdéfense et Cyberpuissance au 
XXIième siècle (Balland), with a forward-looking chapter on cyberdefence in 2049; and he is also 
the author of two novels set in the future: Sept jours avant la Nuit (Gallimard) and Babel Minute 
Zéro (Denoël).
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Scenario

04

This last scenario immerses the reader in a world profoundly disrupted 
by the impacts of climate change within the 2030-2035 timescale. Many 
countries, crippled by their debts, are unable to make the necessary 
preparations to these challenges.

The digital giants, who have emerged from the economic crisis relatively 
unscathed and in possession of immense financial capital, are taking 
advantage of this situation to establish themselves as providers of global 
solutions to governments, other companies and private individuals, and 
are even expanding their service offerings to fulfil certain sovereign 
functions of State.

Europe is following a downhill trajectory in which democracies are 
weakening and the EU has been seriously undermined; it has abandoned 
its single market project, and some countries are choosing to go their own 
way, Brexit-style.
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World scale

Repeated economic 
disasters and failed states

Between 2020 and 2030, the global environment 
has deteriorated much faster than anticipated by 
scientists and climatologists. Natural disasters are 
occurring with constantly increasing frequency, 
and the pressure from the SARS-CoV2 epidemic 
has only eased in occasional episodes, due to 
proliferations of variants that have hindered the 
success of the vaccine strategy. The pandemic has 
thus returned multiple times, seriously weakening 
governments, economies and societies, fatigued 
and strained by this never-ending health crisis.

In the absence of sufficient resources, climate 
change mitigation strategies are no longer high 
on the agenda. Being able to adapt to this reality 
is now key, but many states are not in a position 
to relocate their populations or invest in human 
resources and technologies for anticipating and 
managing crises.

At the same time, financial players are decreasing 
their investments in large companies, or putting 
pressure on governments to repay the loans they 
have taken out. Not all of those governments are 
able to implement their recovery plans and cover 
their debts. The major international financial 
institutions (e.g. the IMF, the ECB in Europe, etc.) 
are unable to support failing economies, crushed 
by the weight of post-Covid crisis debt. In 2029, 
a major financial crisis prompts a domino effect 
across the entire world, permanently disrupting 
international trade.

As a result, a number of private stakeholders with 
massive capital resources are taking advantage of 
the situation, establishing themselves as partners 
of choice for governments in difficulty and 
helping them to combat climate change or contain 
potential pandemics. Thanks to their technologies 
and investment capabilities, digital giants such as 
GAFAM and BATX are offering technical and 
financing solutions to governments and their 
population, particularly in developing countries, 
Latin America, North America, Africa and Europe.    
New sectors are experiencing an unprecedented 
boom under their impetus, such as biotechnologies 
(gene editing in the medical and agricultural 
field is massively popular) and geoengineering, 
driven by such organisations as the Bill Gates 
Foundation, one of the first investors in this sector. 
In fact, it is private foundations, financed by major 
digital corporations, who are increasingly taking 
responsibility for the Sustainable Development 
Goals (SDGs), adopting an approach in which 
ethical concerns are linked to philosophies of 
influence and economic growth.

The digital giants: new 
providers of global 
solutions
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In 2030, the giga-platforms are therefore 
continuing their current strategy of “domination”, 
enabling them to leverage their immense financial 
capital to retain control of the markets. They are 
diversifying into numerous sectors by expanding 
their acquisition strategies (e.g. in the banking 
and insurance sectors, etc.). They are increasingly 
competing with more “traditional” companies, 
which are already in serious difficulty due to the 
economic crisis. Despite appearing to collaborate, 
they are in fact not particularly cooperative with 
governments, and do little more than basically 
comply with most regulations. This is possible 
through their reliance on the fragmented nature 
of public authorities and countries, using bilateral 
negotiation and contract segmentation techniques 
to minimise regulatory constraints.
 

As a result, the power of the digital giants 
continues to grow, particularly in the sphere 
of introducing critical infrastructures such as 
telecommunications. In some countries, they are 
even expanding their services to fulfil a number of 
sovereign functions of State. They provide systems 
for the identification of individuals, algorithms 
to assist decision-making by courts and tools for 
allocating national budgets, and even analyse key 
country data. Some governments are attempting to 
introduce regulations to check this rise in private-
sector digital technology, but are unable to gain 
traction. For other countries, a decision to turn to 
the digital giants is part of a desire to streamline 
government bodies. To further consolidate their 
international power, the giga-platforms have 
established a global “club” – a private version 
of the UN – to manage major worldwide issues, 
particularly in cyber matters. In contrast, some 
small countries are constructing their economies 
and/or policies of foreign destabilisation or 
influence around groups of cybercriminals, just 
as some governments have previously done with 
powerful drug traffickers. In this way, these states 
are contributing to the proliferation of cyberattacks 
and global digital chaos.

Scenario 04. Far West, digital colonies and cartels

The ubiquitous role
of the giga-platforms
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European scale

Towards the digital 
colonisation of Europe

In this scenario, Europe is following a downhill 
trajectory in which democracies are weakening. 
The EU has been seriously undermined, and some 
countries are choosing to separate themselves, 
Brexit-style. And Europe is not immune to the 
worldwide economic gloom, either. Plans for a 
digital market project have been abandoned, 
and foreign private actors have free rein in the 
absence of a coherent shared strategy by member 
states. A number of companies have declared 
bankruptcy upon suspension of state aid. The 
greatly weakened economic actors have resulted 
in the widespread establishment of an informal 
economy. No European digital champion has 
emerged. Amid a context of strong competition 
between private players at international level, 
supply chains for strategic resources are regularly 
disrupted, worsening this situation of crisis 
still further. The employment rate remains high. 
However, the digital divide is narrowing, thanks 
to the inclusion of major training programmes for 
digital stakeholders in school curricula. Europe is 
gradually becoming a type of “digital colony” of 
digital players from the Far West and the Far East.

The economic crisis has caused virtually all 
employees to acquiesce to the demands of their 
employers. Labour regulation is weak. Major 
corporations – even foreign ones, and regardless 
of their hiring policies – offer individuals the 
reassurance of financial stability, compared to 
smaller companies. As for concerns related to 
technologies and mass surveillance, they have been 
swept away in this time of perpetual crisis, as have 
social movements, which have become almost 
non-existent. This encourages the development of 
artificial intelligence technologies, continuously 
improving to a point where they are being used 
for purposes that had previously been considered 
unethical. Some resistance movements remain, 
however, although low-key; they contribute to 
the overall instability by carrying out repeated 
cyberattacks.

N.B.: If the European Union were to succeed in 
developing a genuine common policy, particularly 
in respect of managing the post-Covid debts of 
its member states, and in asserting its digital 
sovereignty, it could experience a trajectory of greater 
cohesion and independence from the major digital 
corporations. This model trajectory for Europe is 
described in Scenario 2.

The return of paternalistic 
large corporations
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Scénario 04. Far West, colonies digitales et cartels numériques

Wild cards

Situations with the ability to 
reverse the balance of power

•	 Collapse of the system of economic 
speculation enabling financial investment 
by the digital giants. 

•	 Consolidation of the giga-platforms, 
including between the Americans and 
Chinese, to create a ubiquitous and 
dominant player in digital governance.  The 
international community is unable to agree 
on how to control this new monopoly player.

 
•	 A digital player achieves supremacy in terms 

of quantum or AI technology, and asserts 
itself at the heart of the race to power.

Situations that could further 
exacerbate this scenario

Scenario 04. Far West, digital colonies and cartels
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What would such a scenario mean for major 
organisations in France and Europe?

This scenario of asserted power by the giga-
platforms would result in the weakening of large 
French and European companies, as a result of 
their strong dependence on these players not only 
in business matters, but also regarding IT systems. 
They would see a gradual loss of their market share 
to the giga-platforms. Through their restructuring 
of ecosystems, the giga-platforms would redefine 
the scope of existing sectors, particularly in 
mobility, which would also impact the value chains 
of traditional companies.

Large companies could, however, apply similar 
strategies by focusing on platformisation approach. 
This would see them restructuring their own 
ecosystems to improve their ability to respond 
to foreign competitors and to win back market 
share in the best-performing sectors in France 
and Europe. They would also theoretically be in 
a position to identify sectors in which they could 
extend their activity with regard to climate issues.
 

In response to the “brain drain” towards the giga-
platforms, strongly exacerbated in this scenario 
by the great attraction such firms would have for 
workers, companies and public administrations 
would need to step up training among their 
teams to build their own talent pools and develop 
effective employee retention strategies. This 
strategy assumes an extension of insurance systems 
to offer specific social cover, compensating in turn 
for governmental inability to ensure the security 
and protection of individuals.

The extensive use of the cloud, driven by the 
giga-platforms and major providers, would see 
digital technology fully integrated into all of the 
organisation’s activities, with genuine benefits for 
the business, and for innovation. It would, however, 
create a strong dependence on their solutions, with 
consequences on intellectual property management 
and financial management.
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Consequently, companies would actually find 
themselves being controlled by these digital 
players, who could tap into their value creation 
strategies and even appropriate their know-how 
by infiltrating the very heart of their business. 
This situation could imply an abdication of the IT 
Department’s role, because digital systems would 
then be managed directly by the digital players.

It would be difficult to achieve independence in 
terms of infrastructure and software, and in terms 
of access to the cloud – and thus to data – amid 
an environment of strong competition: such a 
situation requires selecting the most competitive 
products, which do not always provide the desired 
levels of independence. 

In this situation, organisations already in possession 
of their own solutions, and thus not highly 
dependent on foreign suppliers, would therefore be 
the most advantaged. A few large companies would 
attempt to impose a degree of interoperability 
between the systems; for example, through the use 
of certification labels. A minority of others would 
resort to open-source solutions, but mainly for 
functional layers, because the digital players would 
remain the largest open-source contributors.

Scenario 04. Far West, digital colonies and cartels
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Short stories 
from the future

Pizza 
with Extras
Ketty Steward

Scenarios for digital futures



Cigref • Strategic orientation report 2021      101

	 Dear students,
	 Maybe you’re wondering how I landed the job in question? That’s easy.

	 One Thursday evening in September, I ordered a pizza from my local provider. They are 
neither better than the ones that come from the networks of the World Giants, nor delivered any 
faster. I also believe that the basic ingredients are sourced from exactly the same place.
	 I did, however, have the satisfaction, through the use of my local service, of directly 
supporting the local economy and retaining some degree of personal preference.
	 I had selected an unusual topping, about which I shall say no more – as is my absolute 
right. I knew that this choice would not be recorded or permanently stored in some profile to be 
analysed by the powerful algorithms of the Nine Giants. The greatest risk I ran was the chance 
they might offer me some paltry discount, should I ever decide to select the same flavour option 
again in future.
	 But I digress.
	 So I was waiting for my delivery while putting away the clothes I had collected, 
perfectly cleaned and folded, from Annie, my neighbour on the second floor. She provided me 
with laundry services in return for time credits or shopping tokens, and although she may have 
been a little more expensive than the 9WG all-in-one solution, she did minor repairs to extend 
the life of my clothes: a hem, some darning, a patch… And anyway, I trusted her. Annie didn’t 
minutely analyse my habits based on how often I used certain outfits, or the stains and odours 
that clung to the fabric. She had neither the time nor the resources for that.
	 I know what you’re thinking.
	 Some of my friends have also found my need for a little privacy to be comical, if not 
slightly paranoid. “Your secrecy reveals far more about you than all the data you’re trying to 
conceal,” they said.
	 Maybe they’re right.
	 So I was waiting for my pizza, and wondering what special deal today’s delivery worker 
would offer me. I knew that these food industry workers were often simultaneously employed 
by other companies, who took advantage of their access to people’s homes to attempt old-school 
door-to-door selling techniques.
	 The delivery staff were expected to assess your means and lifestyle at a single glance, 
and then make you an irresistible, personalised offer for an insurance contract, an item of 
furniture, a health or leisure subscription, etc.
	 When at last the doorbell rang, I hurried to my door. I was hungry, as you can imagine, 
and keen to complete the transaction so that I could enjoy the meal whose aroma was now 
titillating my nostrils.
	 “May I share with you an exceptional opportunity that could change your life?”
	 The language used by the delivery staff was also “old school”, and their extreme 
politeness made it more difficult to refuse. The young man handed me the standard reusable box 
always used by the local suppliers. Although there was something vaguely religious-sounding 
about his pitch, I knew that by the simple act of hearing him out, without even signing anything, 
I would be endorsing his service and entitling him to a small payment. So…
	 “Very well. But make it quick; I’m hungry!”
	 He displayed a smile on the surface of his expressive mask and, to my great surprise, 
presented me with a job offer.
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	 The crisis had worsened still further since the last viral outbreak, and jobs in any sector 
remained a rarity. We were all more or less self-employed, and any time the opportunity of a few 
days’ salaried vacation that matched our skills presented itself, we were delighted.
	 But what the delivery man was proposing was something different: a permanent job, in 
other words, one lasting several months.
	 I browsed through the description and, just as I was about to decline, sure that I didn’t 
match the required profile in any case, I remembered what my old classics teacher used to say.
	 She had warned all the girls in my class:
	 “You’ll devalue yourselves. That’s just how the world works, and the labour market is 
counting on it. But see how the gentlemen go about it! They dive straight in, and whether they 
have the skills or not, they say yes; then, if necessary, they think it over. Think it over, by all 
means, but don’t start off by saying no!”
	 So, tortured by hunger, I selected the option: “Save the information for later.” Then, half 
an hour later, having sated my hunger and now finding myself alone with the job offer – well, to 
be honest, I had no idea what to make of it.
	 I looked carefully and ticked plenty of boxes, but the title bore no resemblance to my 
specialist area – classical literature, the same as yours.
	 I put ticks against problem-solving and time-management skills in the “Personal life” 
section. I had loved the formal logic classes during my studies, and I was creative and flexible in 
my daily life.
	 However, I was unable to speak any of the three requested languages, familiarity with 
which was stated as being “desirable”. This was consistent with old standards that had been 
dispensed with by the Nine Giants, and was understandable coming from an independent 
company. More surprisingly, the required criteria included the stipulation, “Excellent general 
knowledge and skills in a dead language.”
	 I felt that, all things considered, I had nothing to lose, so I applied.
	 Three days later, after I had forgotten all about it, I was called for the job interview at 
Énergies de France. It was a surreal moment!
	 “IT specialists are a scarce commodity. Unaffiliated IT specialists; doubly so,” the first 
interviewer explained straight away.
	 These words were confirmation of the rumours I’d heard that workers trained by the 
9WGs would be tied to their companies for life. You must have heard such rumours too!
	 Some told stories of chips implanted at graduation, or wristbands with the same 
tracking function; others spoke of special coding methods that would automatically trigger 
flaws in other organisations’ systems. Personally, I think it mainly comes down to what is known 
as “gratefulness”, accompanied by the – ultimately rational – decision to accept the security 
provided by the powerful multinationals. Why go and work anywhere else?
	 In any case, I was discovering how difficult it was for companies who remained outside 
the orbit of the Nine to find IT developers. And yet an energy supplier that counted the French 
state and a number of independent organisations among its shareholders could not afford to 
give up its sovereignty.
	 “We are seeking to recruit people who are able to write clean code, but also have an 
understanding of what makes French culture different,” the recruiter had added.
	 I could see, therefore, that my literary knowledge would be invaluable in circumventing 
technical English and the rules of the Giants and, via the use of a number of references, making 
programs more robust against cyberattacks and digital sabotage.

Scenarios for digital futures
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Ketty Steward
The writer Ketty Steward was born in 1976 in Martinique. Her work, which she has been publishing 
since 2003, ranges from science fiction and fantasy to poetry and general literature, but can mix 
genres and approaches. Initially scientifically trained, she spent many years working in education 
before becoming a clinical psychologist. She leads writing workshops and chairs the Plurality 
University Network association, which promotes alternative imaginings of the future.

Her website: http://www.ktsteward.net

	 “It will involve teamwork, of course, and we will supply the resources to fill the gaps in 
your training. We will try to offer you the most attractive terms, so that you stay with us for as 
long as possible!,” he went on.
	 I couldn’t refuse.
	 However, I did express my surprise at the means by which they had delivered the 
advertisement. “I suppose you must have struggled to find takers via the more traditional 
means!”
	 But the human resources manager explained to me that, in actual fact, the only 
advertising channel they had used was the food delivery service.
	 “The profiling service identified the local home dining network as being the perfect 
means of identifying suitable candidates. I hope you will agree to join us!”

The author

Scenario 04. Far West, digital colonies and cartels

http://www.ktsteward.net/
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