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EDITORIAL

During the first meeting of our working groupe wondered about the relevance of the concept and
the implementation of "Zero Trust": was it a buzz word or a reality?

The concept of Zero Trust, often summed up by the injunctioavér trust, always verify'ls based
on the idea that the identity afisers must always be verified before giving them access to applications,
for all access requests.

Zero Trust introduces idepth, realtime management of identities and accesses, generalised to all
information system (IS) assets. The model transforms ndtdagic (internal/external) into dynamic
application logic.

As many security practices pexisted, this concept introduces a major break in the holistic, systemic
and reaitime nature of the subject. With this concept of Zero Trust, IT departments daatwith a
break in continuity, in the same way as the cloud, for example, in its relationship with IT production.

The work of this working group and thexaminationswe conducted have enabled us to better
understand this issue and to form certain cottigins that we share in this report. The working group
was made up of players with a wide variety of profiles: infrastructure, application, security,
architecture, etc. This testifies to a structural subject that is fairly transversal to the entire IT
depatment.

We approached participants from the following companies:

I Akamai, as an edge platform and tools provider;

1 Forrester, to define the principles of Zero Trust and their adoption in business;

I Microsoft, because of their global positioning on identibdaaccess management tools;
I Wavestone, IT strategy and cybersecurity consulting firm.

We also benefited from feedback from a company in the banking sector regarding their
microsegmentatiorproject to illustrate this type of complex project in a large oligation.

Finally, this working group also highlighted the role of the Internet as the main network for the
company of tomorrow. Thus, Internet access and infrastructure providers will have to meet the specific
needs of businesses. This echoes the curravetbpments of the clou@nd also of 5G gee Cigref
report). Moreover, this trend is an additial sign, if needed, of the importance of the regulatory and
geopolitical challenges of Internet governance.

Thierry Borgel,

Leader of the working group

TOWARDS A ZERO TRUST PHILOS®BI¢¥k in continuity for application security [ cigref |

,/‘


https://www.cigref.fr/cigref-report-5g-preparations-and-opportunities-influence-on-architectures
https://www.cigref.fr/cigref-report-5g-preparations-and-opportunities-influence-on-architectures

Page |2

ACKNOWLEDGEMENTS

We would like to thank hierry BORGEL, CIO of the ICADE gnetip, steered this study, as well as all
those who participated and contributed to this Cigref working group:

Wilfrid ALLEMBRANISOCOTEC

Patrick ARMUSIEAUXISA

Mathieu ARQUESAIR FRANCE KLM
ChristopheBANDINt ESSILOR INTERNATION
Laurent BENDAVHDASSAULT AVIATION
Laurent BONNETAIR FRANCE KLM

Philippe BOUETAMUNDI

Sonia BOUROUHXA

Philippe BRONMINISTRY OF THE INTERIOF

Fabrice BRU - GROUPEMENT D
MOUSQUETAIRES

Francis CAUMBANQUE DERANCE
David CHALLUTGEODIS INTERSERVICES
Cédric CHEVREMATMUT

Claudio  CIMELLI, MIN.
EDUCATION

Alexandre CHOPH\BNP PARIBAS
Christophe DEJOtH. EGRAND
Massimo DEVINCENAXA

Marie DUVAL SOYEEZNEDIS
Olivier GUILLEMINGNEXANS
Said KHALDOUNEUCHAN

OF NATIO

We would also like to thank all of the participants whose input significantly guided our thinking (in

alphabetical order):

JeanChristophe LALANNRIR FRANCE KLM
JeanLouis LARGERGBNCF

Sylvain LAUMAILEESODEXO

Pascal MARYHAGER GROUP

Thierry MOINEAUBNP PARIBAS

Pierre NARBEY, POLE EMPLOI

Philippe NETZEFROLY ARKEMA

Pascal PELONBIOMERIEUX

Julien RAUXBNPPARIBAS

Alexandre RAYNAURIR FRANCE KLM
Frédéric RIGAGETLINK

Manuel ROCHAENEDIS

Franck ROUSSEVINISTERE DES ARMEES
Philippe SOLINIAIR FRANCE KLM
Marc-Michel STACKBNP PARIBAS

Julien STANKIEWICXMUNDI

Vincent TASSYAIR FRANCE KLM

Grégire TURCATGROUPE SAVENCIA
Nicolas VERMUSEAKEOLIS

1 Gérdme BILLOIS, Partn€gbersecurity & Digital Trust, WAVESTONE

1 Fabio COSTA, Senior Solutions Security & Edge Technology Engineer, AKAMAI

1 JeanYves GRASSET, Chief Security Advisor, and Patrice TROUSSET, MICROSOFT
T Paul McKAY, Senior Analyst Serving Security & Risk Profes#QRIRESTER

This document was written by Clara MORLIERE, senior project manager at Cigref, with the contribution

of Thierry BORGEL and the Cigref permanent team.

TOWARDS A ZERO TRUST PHILOS®BIi¢¥Kk in continuly for application security

./ h \\.
[ Cigref |

,/‘



Page |3

TABLE OF CONTENTS

1D I A P 1
ACKNOWLEDGEMENT S, ... e e e e e e e e e e e ame e e e eaaneeee 2
TABLE OF CON T EN T S e e et e e e et e e e e e et ama e e ean e e anneeeens 3
TABLE OF FIGURES. ... oo e e e et e e me e e e e e e aa e e eenn s 4
L0 D o Y | S 5
1. INTRODUCTION TO THE CONCERT ...ttt e e e e e e e e 6
1.1 A state of mind, almost @ PhilOSOPRY........cooiiiiii e 7
1.2 A contextconducive to the development of the Zero Trust concept.........cccoccvvvivieeeenninnnn 9
1.1.1.The cyber threat, internal network insecurity andaaled supply cain cyberattacks......... 9
1.1.2.The fragmentation of the IS and the migration of applications to the cloud................... 9
1.1.3.Employee mobility, with widespread adoption of remote working...............ccccvvvvvveeeee. 10
1.1.4.Technological developments and the increase in digital projects..........ccccccovvvvvvieennn. 10
2. WHO ACCESSES WHAT, WHY, HOW, AND FROM WHERE?...........cccooeiiiiii, 11
2.1 Conditional access througtientity authentiCation..............ccccoeiiviiiieeeer i 11
2.2 Internet as a COrpOrate NEIWOIK .........iiiuuuiiiiie et e e e et e e e e e e e e sibreeee e e e e annnnes 12
3. A TRANSVERSAL AND PROGRESSIVE PATH OF TRANSFORMATION.........coeevveeen. 14
3.1 Adoption at the level of French and European COmMpPanies............cccvuvveiieeeeiiiiineeeeeennnnnnns 14
3.2 Combination of MUItIPIE PrOJECIS......ciiiiiiiiii e 15
3.3 Crossfunctional @PPrOaCh...........cooiiiiiiii e 16
3.4 FOCUS ON MICrOSEOMENTALION. .....ciiiiiiiiiiee e e e ittt e e e e ettt e e e e e e e e e e e e s s snnbereeeeeesannnereeeeeas 17
4. IMPLEMENTATION CHALLENGES........o oo eee e e e 20
4.1 SEeCUrity CUIUIE VOIULION........coie e e e e e e e e e e e e e e e e e aaaeeeeeeas 20
4.2 Hybrid architeCture ManagemeNt.............eeiiiiiiiiiiieie e e e 21
4.3 Caoordination of IT activities and tEaMS.........c.uuiiiiiie e 21
4.4 Emergence Of @ SOIULIONS MATKEL........coiiiiiiiiiie e 22
5. SUCCESS FACTORS AND RECOMMENDATIQNS. ......oottiiiiiimiiiiiniiiniiiininnnnnnnnnnnnine e 23
5.1 Break in CONMINUITY ....coiiiiiiiiiie ettt et e e e e e st e e e e e st e e e e e e e ennnrnneeeeeeaanns 23
5.2 Working group reCOMMENTALIONS . .....ccceiiiiiiiiiieee e e eiiiieiee e e e s et e e e e e s s s eeeeeesesnneneeeeeeeaans 24
6. CONCLUSION AND OUTLOQKS ... oottt emn s 26
APPENDBTES ...ttt e e e e e e e e e e e e e e e e e e e e e eaaaaeas 27
SOME EXAMPLES OF THE ZERO TRUST APPROACH........coiiiiiieiiiiiiiiiiiiieie s 28
Akamai: a Stefly-Step apPrOACH...........uii i 28
Microsoft: towards INEMMEt ONIY.......ccuuiiiiiiiiee e 30
/o
TOWARDS A ZERO TRUST PHILOS®BId¥k in continuity for application security | Cigref |

N



MATURITY PRINCIPLES AND LEVELS.... .o 31
Zero Trust architecture design principles by The National Cyber Security.Centre.................. 31
Zero Trust architecture key questions by US department of defence...................ccoeeeeeciinnns 31
Microsoft's Zero Trust Maturity MOAASSESSMENL ........ccoevviiiiiiiiiieiee s 32
BIBLIOGR A P H Y oo e e n— e 33

TABLE OF FIGURES

FIGURE 1: MICROSOFT CONDITIONAL ACCESS..... . et e 12
FIGURE 2: IMPLEMEATION OF THE CONCEPT OF ZERO TRUST BY FORRESTER.20217
FIGURE 3: USE CASESMIOROSEGMENTATION. ..ot 19
,,\‘
TOWARDS A ZERO TRUST PHILOS®Bi¢¥k in continuity for application security L Cig%}
N



Page |5

OVERVIEW

Zero Trust is a development of IT security principles and a philosophy that organisations will need to
adopt to strengthen the security of their digital assets. This concept requires -aepih
transformation approach, and a muiltear deployment roadmagif is therefore not a question of
applying a single solution or a single good practice but of implementing a programme including
multiple projects in several areas: infrastructure, network, security, applications, cloud, etc.

This thought pattern or st&t of mind describes an approach where equipment and users are
considered untrustworthy until proven otherwise. Thus, the concept of Zero Trust is based on the
belief that trust must be established and verified with rulddeVer assume, always verify, ghagimal
privilege, monitor and respond quickly".

The current context shows the limits of the traditional model of the fortified castt®nsisting in
protecting the internal IS in a perimeter fashion (equivalent to ramparts and mqQaisyl promotes

the emergence and development of the concept of Zero Trust. Among the contextual phenomena
identified, we converged on the exponential increase in the cyber threat, the explosion of the IS
associated with migration to the cloud, the mobility of employees sarvice providers, as well as
technological developments and the increase in digital projects.

Today, most Cigref organisations are studying the concept, are beginning to understand it and are
taking ownership of it. Some members are already "doing ZerstTwithout knowing it, but most are

still only at the beginning of the process, and are seeking to identify the opportuthitiethey would

have to integrate it into their security strategy and policy.

The participants of the Cigref working grouprfiated a global questioning to summarise all of the
elements to be checked in the implementation of a Zero Trust project: "who accesses what, why, how,
and from where?".The "who" represents users and services, the "what" represents applications,
whetherin the cloud or not, the "why" concerns the reasons for the access, based on specified rules,
the "how" refers to the network used, either the corporate network or, increasingly, the Internet
network, and finally the "from where" refers to the user's temai equipment and its location, all of
which must comply with the GDPR and other applicable regulations.

The working group has thus made it possible to understand that the subject is structural, complex,
transversal, and part of the long term. As of today each of the projects under consideration,
organisations can begin to integrate the principles of Zero Trust, regardless of whether around the
workstation, user awareness, the identity repository, access techniques and the network. They must
also quesdbn their ability to use the Internet as their majority corporate network and the impacts for
their infrastructure and security model.

The Zero Trust model must be added to theod security practices to be implemented by all
organisations. In a dedicatedpinion on the subjectthe ANSSI(French National Agency for the
Security of Information Systemsgcommends a certain vigilance in the deployment of solutions to
avoid installation or configuration errors. With this approach, the intrinsic vulnerasiliof
applications are indeed still problematic. Organisations therefore need to rely on applications that are
secure by design and secure by operation.

To prepare for the future, this involves laying the foundations of the requirements for future neswork
now, notably 5G, identity and access management modes, in particular by anticipating passwordless
approaches, and other possible organisational and technological breaks in the continuity of this
philosophy.
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1. INTRODUCTION TO THE CONCEPT

After a short retospective of the appearance of the term and the notion, we will introduce the concept
of Zero Trust and its main principles and will explain the main reasons at the origin of the favourable
context in which we find ourselves for the emergence and develaprokthis concept.

In 2004, at the Jericho Forum, "Network Access Control" was developed, initiating the beginnings of
Zero Trust. Then in 2010, John Kindervag, a former Forrester employee, developed the more marketing
term of Zero Trust based on his @pgations. He observes, in those years, that people and companies
"anthropomorphise” IT and its environments, applying the concept of trust to it. Organisations defined

¢ and sometimes still define their security policy according to the location of the systerhghey

were located inside the scalled internal perimeter of the company's network, then they could be
trusted. Nevertheless, it was already noticed that the networks could be hijacked and hacked by means
of the information allowing access to this intafrperimeter. This is why John Kindervag proposes the
concept of Zero Trust according to which no user, interface or network device, whether internal or
external to the network, must be trusted.

A structuring white paper,Zero Trust NetworKs was then published in 2017, by Evan Gilman and
Doug Barth through O'Reilly mediaidtrecommended reading for anyone wishing to find out more
about i. It shows how to create strong authentication, authorisation, and encryption, while helping
to provide corporate networks with compartmentalised access and improved operational agility.

At the end of 2018, the American National Institute of Standards and Technology (NIST) published the
report "NIST (SP) 8&D7, Zero Trust Architecture" and in August 2020, it published the proposed
definition of Zero Trust based on a framework with Haps: Identify, Protect, Detect, Respond,
Recover, to address the challenges and opportunities of implementing trealkem Zero Trust
architecture across US government networks. However, the NIST framework does not yet fully
integrate all of the elemestof Zero Trust. According to some participants, they will probably be added
soon.

Today, the concept of Zero Trust must still be linked to major norms, certifications, and standards for
it to betruly recognised anddoptedmuch more widely worldwide.

Fdlowing the recent attacks by SolarWinds and Microsoft Exchange on American companies and
administrations, President Bideimcidentally issued an executive order obliging the upgrade of
American federal agencies to a Zero Trust architecture in 180 days.

Inthe United States, the concept therefore started to spread from these agencies to the public sector,
then has gradually been adopted by the private sector over the past 3 or 4 years. After the United
States, awareness of the concept grew in Europe, sgrtvith the United Kingdom and the
Netherlands, and later in Germany and France. The UK National Cybersecurity Centre published its
Zero Trust Principles at the end of 2020. The ENE8#Hean Union Agency for Cybersecyritiyould

start looking at it, tamirror what has been done in the United States.

Among the most advanced players, Google has made the concept operational with the BeydndCorp
but took more than 10 years to set it up, linking it to the renewal of their IS and Beyond Trust Corporate

1 Build Security Into Your Network's DNA: Zee TrustNetwork ArchitectureForrester zero trust DNA.pdf

27ero TrusNetworkg€  h Q w S Ahttds:Bwivw. areilly qoi®/library/view/zerotrust-networks/9781491962183an extract is available for
free: https://www.oreilly.com/library/view/zerotrust-networks/9781491962183/ch01.html

3 Zero Trust Enterprise Security with BeyondCorp, Google Gldpd;//cloud.google.com/beyondcorp/#researchPapers
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has aly been on the market for about a year. Google's vision is not shared by everyone. Google itself
indicates in its white papers that each companyplayerhas its own vision depending on its maturity.

Zero Trust is @hilosophy, a model of though&nd not a tool or a singlgoodpractice. It materialises
through multiple projects in several areas of expertise: infrastructure, network, security, applications,
etc.

Players often choose to use the term philosophy tered the concept, to emphasise that it is a state
of mind to adopt and not a solution to buy. It is a philosophy that describes an approach where
equipment and users are considered untrustworthy until proven otherwise.

The concept of Zero Trust repressntrinciples, a transformation approach, deployment, technical
tools, etc. Thus, the concept of Zero Trust is based on the belief that trust must be established and
verified with rules:

"Never assume, always verify, give minimal privilege, monitor andp@sd quickly.

Zero Trust introduces a change in vision of security. Previously, security management was more
focused on network security ("the network never lies"). This view has evolved over the past few years.
Identity has become an important part system access management. The two approaches took time

to converge, to find themselves today within the concept of Zero Trust.

Every attempt to access systems is monitored as if it came from an untrusted, hostile network. One of
the objectives of Zero Tst is to harmonise the security levels between the external environments and
the internal network, with the lowest level. The change of paradigm on the transition from a network
logic to an application logic is very structuring, implying a change indbalgapproach.

Zero Trust thus aims to bring the perimeter of control of access rules closer to the workstation and to
directly secure the connection of equipment, so as not to depend on the network or the external
ecosystemThe concept of defence in gth is important in linking trusted people to untrusted people.
Zero Trust goes further, without any guarantee of trust beforehand.

Five fundamental principles of the concept of Zero Trust:

I The network is always assumed to be "hostile".

External andnternal threats exist on the network at all times.

Network location is not sufficient to decide trust in a network.

Every device, user and network floig authenticated and authorised.

Access policies must be dynamic and calculated from as many data eswas possible.

= =4 -4

It should be noted that each company and market player emphasises a part of the concept of Zero
Trust. A few quotes from the working group's interventions that show these different aspects:
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"Zero Trust is not about not trusting anything, but about adopting a smarter way
trusting". Microsoft

"Zero Trust is a dynamic trust model that allows global controbatess to applications accordin
to rules established according to users and their environmeMWavestone

Zero Trust Principles as presented by Forrester

1. Never trust and verify all identities and data access requests before authorising them.
assume trust.

2. Make decisions based on transaction risk, never authorise access based solely on r

location: who is making the request, who is usually conedr who makes the decision t

authorise or not.

Record and monitor as much information as possible.

Use networkmicrosegmentatiorto contain security threats.

5. Automate and orchestrate security tasks to improve execution consistency. This applies
areas of IT (especially highly distributed IT architectures), automating and orchestrating as
as possible helps deliver data and improve initiative maturity.

W

Zero Trust Principles as presented by Microsoft

All data sources and processing services are considered as resources.

All communications are securegardless of network location

Individual access to corporate resources is granted on a session basis.

Access to resources is determined bglyamamic poicy ¢ including the observable state ttie

identity of the customer, application or service and requesting asgeind may include othel

behavioural and environmental attributes.

5. The company monitors and measures the integrity and security of all ownedassociatec
assets.

6. All of theresource authentications and authorisatiorese dynamic andtrictly enforced before
access is authorised.

7. The company collectas much information as possible about the current status of asse

network infrastructure andcommunications and uses thento improve its security posture.

e
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A CONTEXT CONDUCIVE TO THE DEVELOPMENZERJIREIST CONCEPT

The current context favours the emergence and development of the concept of Zero Trust: the
exponential increase in theyber threat, the explosion of the IS associated with migration to the cloud,

as well as technological developments and the increase in digital projects. These transformations are
amplified by the need for employee mobility, in particular due to remote ki, and the scope of

the IS for service providers.

The traditional model of the fortified castle has reached its limits for several reasons: the
implementation of advanced security systems to reinforce the moat between the castle and the
outside is becormg very complex and inefficient; the use of more and more equipment is a new
requirement, and we are reaching the limits of the capacities of the VPN (virtual private network). This
model consisted in protecting the internal IS at the perimeter (equivdteramparts and moats), the
interior of the castle represents the IS with the applications but also the users, and the workstations.
The IS is delimited by the ramparts of the castle to which are added the moats as an additional system
of protection. Theold peripheral model is thus increasingly complex to maintain in the current context.

1.1.1. The cyber threat, internal network insecurity and ®alled supply chain
cyberattacks

As announcetly the ANSS its annual report, the number of cyberattacks incregi$ourfold in 2020.
Many of these sacalled supply chain attacks use the access of IS users, whether employees or service
providers, to enter the internal network and to exploit vulnerabilities in information systems.

Today, we are seeing a proliferatiohinternal network compromises. Every day, new incidents occur
and new perimeters are compromised. All organisations report experiencing at least one insider attack
in a year. 30% of data breaches come from intepiajels, who are not necessarily madias but
victims (through phishing in particular to recover identifiers). We have theretmmme to the
conclusion that the "interior" of the castle is no longer trustworthy. The company can no longer
consider its internal network as reliable.

1.1.2. The fragmenation of the IS and the migration of applications to the cloud

The majority of systems are increasingly fragmented with an IS that is more open to the ecosystem,
with multiple interdependencies between systems. The applications are no longer within the
company's internal information system, but gradually in the cloud, or even in several clouds. It would
therefore be necessary to create new perimeter protections to secure the new applications, which
introduces multiple complexities on a large scale.

Indeed on-premises applications were hosted in the company's datacentres. Their number is gradually
decreasing today in favour of their migration to the cloud.

Moreover, ten years ago, IS users were only company employees. Today, the scope of users is very
extensive (employees, subcontractors, partners, customers, etc.).

In addition, all of the devices used were previously managed by the company, but Bring Your Own
Device (BYOD) policies are growing and therefore diversifying the provenance of the systeimg used
employees.

Previously, about 80% of network traffic was on the internal network. Now, for some companies, 70%
to 80% of flows go out to the Internet directly. The situation is therefore now reversed: flow inspection

TOWARDS A ZERO TRUSL®SOPHMW break in continuity for application security w Cigref .':
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has changed with SaaS applicationstébly messaging and collaborative tools). Yieedto be able
to manage increasingly large external (Internet) flows.

1.1.3. Employee mobility, with widespread adoption of remote working

The lockdown decreed due to the Couifl crisis by several national gomenents has forced
companies to provide access to their applications outside the internal network or via VPNs. Users could
be anywhere, without the required security environment. This brutal upheaval, the date of which, 17
March 2020that will remain in # memories, forced most companies to change the paradigm for the
protection of their information systems and the securing of accesses.

This remote working situation created security problems, in particular to access applications that were
not necessarilglesigned to be accessible from outside the corporate network. Some companies have
reached or even exceeded the limits of their VPN, in particular the bandwidth limit.

In this context, many organisations are beginning to adapt their operations to remate amal their
interest in the concept of Zero Trust has increased in order to establish a bond of trust between the
user and the machine.

Okta's "State of Zero Trust Security 2021" report gives some figures: more than three quarters of
companies worldwide 78%) say that the understanding of a necessary implementation of the
approach has increased, and nearly 90% are currently working on a Zero Trust initiative, compared to
only 41% a year ago. This shift in interest in the concept is therefore very sigmifica

1.1.4. Technological developments and the increase in digital projects

Moreover, the digital transformation of companies is accelerating, bringing about fundamental
changes in the way companies operate. We are witnessing an accelerated growth of digitetisproje
The weeks of delay to open network streams are no longer tenable.

In addition, new business requirements, such as faster mergers and acquisitions (M&A) processes,
require adapting to more sustained rhythms and having the tools to deal with them.

TOWARDS A ZERO TRUST PHILOS®BI¥k in continuity for application security \ Cigref .':
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2. WHO ACCESSES WHAT, WHY, HOW, AND FROM WHERE/

The concept of Zero Trust consists in verifying the request for access to each application by managing
the identity of the user and their context, regardless of the legitimacy of their netamnkection.

Networked devices, such as laptops, should not be trusted "by default”, even if they are connected to
the corporate LAN and even if they have been previously verified. The identity repository must be able
to verify the trust of users andevices (authentication) and what they can access (authorisation). Each
access request requires authentication and authorisation.

The working group has therefore formulated a global questioning to summarise all of the elements to
be verified:.who accessewhat, why, how, and from where?

Thus, we can define each of the questions of this global questioning:

Who: users and services (later resources);

What: applications, whether in the cloud or not;

Why: reason for access, based on specified rules;

How: business networks, and increasingly the Internet network;
From where equipment and its location.

= =4 -4 —a -8

Compliance with the GDPR and other regulations in force is a transversal requirement for these
questions.

However, we find that while the questions are simplediiulate, these elements are often complex
to define in the case of large organisations that must manage multiple profiles, hundreds of
applications and hybrid infrastructures.

2.1 CONDITIONAL ACCESS THROUGH IDENTITY AUTHENTICATION

The Zero Trust security rdel assumes that every user and every device is considered untrusted until
proof of trust is collected. Identity management is carried out according to the user's profile and the
conditional access to the applications in relation to the rules set by thgpeoy.

Identity is therefore the most important point in order to control access to any type of application
The user's context is taken into account in the access decision. It is therefore necessary to control, via
signal feedback from the identity repitsry, with a realtime risk assessment:

1 The device (new terminal, integrated into the fleet, with security patches, etc.);
1 The user;

9 Its location (normal or not, double connection);

1 The application (restriction according to its criticality).

Even beforethe validation of the identity of a user, the verification of the profile of an equipment
ensures that it meets certain security criteria. For example: having a client certificate, running the
latest version of the operating system, being protected byaasword or strong authentication, or
having an appropriate and operational endpoint detection and response solution.

The model must ensure that all resources (applications, servers) are securely accessed, regardless of
their location or the hosting modelneployed. Zero Trust requires the adoption dfl@ast privilege"
policy, which consists in granting only the necessary rigasource accessand of'deny by default"

™
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when executing the access to applications. As part of privileged access managensgmbsgible to
increase privileges for a limited time to perform a clearly identified task.

Thanks to the new tools, the company can configure different reactions from applications depending
on the level of trust. For example, if the user is using a commartevided by the company, then there

are more functionalities available with a client application installed on the workstation than with
access via a browser.

This is why each application must be classified according to its use anitictdity in the face of the
evolving risks experienced by the organisation. The company sets the rules for conditional access to
applications in relation to this classification.

Microsoft Conditional Access

Microsoft first addressed the concept of Zefaust through identity management and control befo
dealing with the "network" part of Zero Trust. Zero Trust is based on 6 pillars according to the cor
identity, device, data, applications, infrastructgrenetwork. In 2019, when their Zero Tru
Architecture report was publishédconditional access control added a new brick to managing ide
and access in real time. Microsoft offers a model broken down by technological brick:

1. Explicitly verify identity (Azure Active Directory)
2. Implement LeasPrivilege Access (Conditional Access)
3. Assume Breach

The challenge for Microsoft is to capture, within its solutions, the greatest number of relevant s
in order to have the right user qualification information. This makes it possible to bedter decisions
on access authorisation and to detect compromises and abnormal behaviour in a preventivi
thanks to artificial intelligence models.

Microsoft has also developed and adopted another principle called "Assume Breach". This rep
the ability to accept compromise and to be able to react. This involves adopting a security ap|
with an omnipresent risk of breach tme organisel in order to react better.

Signals Verify every access Apps and data
attempt

Device @
/ Allow access —‘
@ —

—
Require MFA C}

7 “
Application A Real-time ®
sk Block access

Figurel: Microsoft Conditional Access

User and
location
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INTERNET AS A CORPORATE NETWORK

Strengthening the outer perimeter of the network is no longer enough. Network perimeter security is
no longer effective in keeping businesses secure in a world of increasingly sophisticated threats.

4 Zero Trust strategy what good looks likehttps://www.microsoft.com/security/blog/2019/11/11/zererust-strategywhat-goodlooks
like/
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The goal of the new sadty models is that users can be anywhere and can access any application,
whether working remotely, on the road or in the office, and this also applies to access by partners,
customers, subcontractors, etc.

Thus, this security model considers the networko be compromised and hostileand treats all
applications as if they were connected to the Internet. The concept of Zero Trust changes the network
paradigm of the company: it is a design of architecture "without perimeter" which makes it possible
to reduce the exposure to the risks.

Network access must integrate many security componeiatsd prerequisites such as accessibility,
availability, flexibility of the IS architecture (future of inigpplication exchanges, terms of service
exposure). This requirgsaffic inspection and logging to identify malicious activity. In a project to
overhaul the LAN of its datacentre, the creation of new network zones makes it possible to integrate
a logic of exposure of services and opening of port bundles rather tHaw-d¥-flow approach. Some
solutions on the market use detection techniques (signature, signatureless and machine learning) to
identify and block known or suspicious threats and deal with them with the appropriate tools.

The culmination of the Zero Trugthilosophyis to consider the Internet network as the company's
own network. The transition to "Internet Only" requires mastering Internet controls (speed,
performance, control). The idea of changing the network by going only through the Internet can
nevetheless frighten organisations due to a lack of control capacity.

In this reflection, newplayers appear such as Akamai, intervening during Warking group to
propose an edge platform for Zero Trust control the level of redundancy and ensure good
performance. It goes beyond a VPN infrastructure. It should be noted that this type of platform must
make it possible to manage countries with specific regulations on the Internet. This may gradually
replace the use of MPL@ultiprotocol Label Switchirjg This is why this kind of platform needs a
global presence.

Zero Trust is often linked to other concepts such as "SASE€Ure Access Service Ed@d)e two
concepts start from the same observations on the current context, but differ in their proposal. SASE
can be presented as a "perimeter cloud approach" while Zero Trust is going to be-pé'rimeter

cloud approach". Zero Trust considers that it is necessary to disregard the network and the place where
the user is located, favouring the most direct cont@e with the Internet which carries all flows.

One of the starting assumptions of SASE, developed by the firm Gartner, is that all systems will migrate
to the cloud. SASE is the convergence of the network markeW(&D in particular) and network
security services, which materialises in the form of a cloud service. The company will then use its
network to join that of the cloud provider SASE using several solutions or even use the supplier's SD
WAN network, geographically distributed

5Le SASE: un concept pour le long terrhénformaticien, 2021https://www.linformaticien.com/dossiers/5872e-saseun-conceptpour-
le-longterme.html (in French)
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3. A TRANSVERSALIARROGRESSIVE PATH OF TRANSFORN

The approach to Zero Trust is a transversal and structural path of transformation that requires a global
vision of enterprise architecture. Achieving a good level of maturity in Zero Trust is estimated at within
5 years or even 10 years, depending on the companies and their current level of maturity.

Today, most Cigref organisations are studying, beginning to understand and adopting the concept.
Some members are already "doing Zero Trust" without knowing it, but maststll only at the
beginning of the process, and are seeking to identify the opportunities and interest in integrating it
into their security strategy and policy. Few have already established a coherent global vision. It should
be noted that no companyithe world has already "completed its journey" towards Zero Trust. Only
Google and Microsoft can possibly be considexsdrganisations that have reached the highest levels

of maturity.

Adoption of the Zero Trust concefd presented asaccessible for organisations with a significant
historical ISf the process is carried out very graduajiyhich is important to consider for companies
that are members of Cigref.

The comparison with a staircase makes it possible to show that, eveerd are a large number of
steps to climb to achieve the implementation of the Zero Trust concept, each step is achievable and
effective and it is possible to measure a real reinforcement of the security at each level.

Finally, it is essential to understd that the Zero Trust model is in addition to the good security
practices to be implemented by all organisations (in particular the effective management of
vulnerabilities). The ANSSI recommends great vigilahoe the deployment to avoid installation or
configuration errors, which would contribute to a greater vulnerability of the systems. Managers need
to be aware of the appropriation time needed to avoid the feeling of false security.

3.1 ADOPTION AT THE LEVEHRENCH ANBIUROPEAN COMPANIES

Internationdly, the majority of organisations are between 5 and 10% maturity according to Forrester.
Maturity really depends on the sector context: the telecommunications sector was among the first to
adopt the Zero Trust approach, the banking sector being more raatith a level of 20 to 25%.

Wavestone, which intervened during the work of our working group, evaluated a panel of its
customers, mainly companies with a historical and international I1S. The firm finds that:

T 5% maintain the "fortified castle" model, particular sectors, with strong business challenges;

1 20% who have a defence in depth model, have also adopted the "airport” model, the objective
of which is to further secure internal resources, especially sensitive ones, based on the security
model of anairport: a hall accessible to everyone, and sensitive and secure areas to access
aircraft and the tarmac.

T 70% are studying how to develop this model to move towards Zero Trust;

1 5% have started the first initiatives and projects, and are beginning thpiementation.

However, it is difficult to say whether a company "is" Zero Trust or not. Even within the same company,
there are several speeds of Zero Trust. You can do Zero Trust on new cloud environments more easily
than onpremise.

5 The ANSS &scientific opinion on the model Zero Trust, April 202bitps://www.ss.gouv.fr/uploads/2021/04/anssi
avis_scientifiqgues_et techniquesodele zero trust.pdfin French)

™
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We can cite a few itiatives currently being developed in certain sectors of activity such as the banking
sector, energy, transport and the media:

1 Deployment of Conditional Access to resources in the cloud or for remote users;

1 Study ofmicrosegmentatiorand first deployments

1 Definition of an open network architecture;

1 Development of a security model based on Zero Trust.

However, few large companies have begun more global reflections in order to completely redefine
their security model and to apply Zero Trust in the secymitjects.

The 3 pillars of Zero Trust by Wavestone

1. Know your environment

It is necessary to have specific rights and identity repositories, and to "inject" the Zero Trust tou
the behavioural dimension into them in order to allow tb#ferentiation of rights according to th
levels of trustg determined elsewhere. In the future, the resources will also have an identity tha
have to be managed with rights. It is not realistic to apply conditional access to IT resources
event of patching norcompliance for example) but there may be business operational impacts
tool called the "Policy Decision Point" makes it possible to develop a confidence algorithm and
the access rights to such and such an application accotalitige level of trust.

2. Adjust trust dynamically
The change lies in the administration of "jilsttime" access thanks to an automated IS, in which th
is no longer any administrator at all, or only temporary administrators, via a dedicated processlé
on new Microsoft environments). The "Policy Enforcement Point" tool serves as a watchdog for
algorithms.

3. Automate reactions
Finally, it is necessary to automate as much as possible the detection and reaction to incide
particular by deplging machine learning, especially on laaS or PaaS environments.

The roadmap towards the implementation of Zero Trust is long in large companies with many projects
to be carried out successively and in parallepanticular tooling and change management.

Effective Zero Trust strategies leverage a mix of existing technologies and approaches, such as Multi
Factor Authentication (MFA), Identity and Access Management (IAM), Privileged Access Management
(PAM) and netwik microsegmentation Projects also includine inventory of systems, classification

of applications, documents, data, installation of Zero Trust agents for applications, etc.

Typical roadmaps to Zero Trust often first start with securing identity and access with IAM programs.
If identity and access management has reached a good level of maturity, then it is possible to start
doing Zero Trust more holistically across the corpomaetwork. The organisation then develops a
coherent vision for the different layers of the IS and the-¢me&nd approach.

The basic bricks according to Akamai

Zero Trust is a transformation process rather than a "package" of solutions to be instatietdght.
Akamai recommends several steps:
1. Start with specific issues or easy user groups (e.g. purely web applications).
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2. Implement the new model alongsidiae VPN, without replacing it overnight, then start |
eliminatingthe VPN for selected groups o$ers.

3. Create the conditionsso that there are promoters of these changes: distribute intern
promotion documents and ensure that users are interested or even enthusiastic.

4. Expand the number of applications and users gradually.
5. Automate the discovery aipps and their inclusion (discover apps to complete the mappinc
6. Implement levels of control gradually:

w ldentity and role
w Check the adequacy between the device and the criticality of the app
w Behavioural controls.

The 3 key projects of Zero Trust by Wavestone

Wavestone offers three major projects to meet the challenges of Zero Trust:

1 Identity and Access Management (IAM)
Identity becomes key to any system: an identity for both resources and users. Thienpodiant thing
is not to assign the same rights according to the level of trust, while taking into account the com
of introducing too many trust categories.

I From VPN to Zero Trust Network Access
This is the replacement of the VPN by Zero Trust Netwccess integrating a study of the conform
of the equipment. The objective is to make it possible to offer the same experience to the
regardless of whether the latter is on the premises or on the move without having the :
requirements and rigts (MFA, different access, performance of certain functions).

9 Cloud Security Monitoring
The objective is the monitoring of events and the conformity of the infrastructure. There is, partic
among large accounts, and more generally, a differencergatinent between the detection o
conformity and the compliance with infrastructure, architecture and security rules. In ¢
environments, a misconfiguration can lead to a security incident, with greater consequences. Ho
there are automation tool@ the cloud to monitor this compliance with the rules on a permanent b
(automatic reaction), unlike the annual verification by audit in the case of the historical IS.

CROSSFUNCTIONAL APPROACH

The multidimensional aspect of Zero Trust requirsggnificant crossfunctionality within the
organisation. Currently, several programs already tend to link teams, the Zero Trust will reinforce this
phenomenon. Authentication, identity or the network are not just infrastructure, security or
application issug: it is a common ambition of the IT department. The responsibilities of the teams can
then evolve and be redefined, particularly in the contextnoicrosegmentation which must be
prepared with a coherent and collective discourse, integrated at the hidaesl.
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The 4 areas of implementation according to Forrester

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5

Perform setup & resourcing tasks
Build program benefits tracking
Complete program business case

Establish budgets & detailed project plans

Establish & maintain executive-level support

_ Complete security maturity assessment
_ Identify critical asset identification
_ |dentify high-value workloads

_ Remove redundant access permissions
_ Implement multifactor authentication
Implement risk-based authorization _

_ Implement device security controls
Identify & protect workload connectivity _
Implement cloud workload security _
Implement cloud security gateway -
Implement encryption & data security for workloads _

Implement network asset visibility

c
2
=

(]
N
=

o

E

E

@

=

o

o

|
o

Protect users

Implement network security standard

Implement microsegmentation
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Figure2: Implementation of the concept of Zero Trust by Forrester 2021

3.4 FOCUS OMICROSEGMENTATION

Themicrosegmentatiorof a network consists in managing the flow control at the level of each server
and not via perimeter firewalls which filter the exchanges towards zones of the network (DMZ). The
DMz, demilitarised zone, is a sabtwork separated from the local network drsolated from it and

from the Internet (or from another network) by a firewall. The principleratrosegmentationis to

use firewalls at the most elementary level possipler example, at the level of the native OS of the
servers in order to protectiem individually in amad hocway.
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Historically, application filtering is performed by firewalls. In a synthetic way, it concerns centralised
equipment which makes it possible to authorise or filter the types of communication on a network or
a subnetwork. This equipmenmakesit possible to segment the networks. However, if an attack flow
has passed through the firewall, then there is no longer any limit to the propagation of viruses and
other attack vectors inside the network.

The advantage of operating a firewall at the finest level is to define a rule that will be specific to the
server to protect it from its entire ecosystem, external or close to the datacentre. Nevertheless, local
firewalls are relatively expensive and, farge organisations, the quantity required makes it difficult

to implement on each of the servers.

Microsegmentationis a new security paradignit is an important step towards Zero Trust, not
necessarily the first, but it is effective when implementedliw&he principle ofmicrosegmentation

that is in line with Zero Trust is to close all of the flows and to open only the flows essential to the
operation of the server or the application.

Microsegmentatiorhelps limit the number of flow openings to a nimum, which is in line with the
Zero Trust philosophy. The first benefit makes it possible to simplify the understanding of flows in real
time and to benefit from an accurate functional representation.

Application flows can be modelled via labels allowimeabstraction of technical parameters. Labelling
makes it possible to define rules on functional criteria of the App (applicatype)and no longer on
technical criteria of the IP type, to share them and have them inherit between servers labelled in th
same way. We are moving from the IP world to the world of Apps.

This approach, however, requires rigorous management that should not be overlooked, but allows
several improvements to be made, particularly in terms of:

- compliance checks oexchanged flows,
- improving security by closing open flows,
- knowledge of the server park and mastery of the company's IT asset repository.
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FEEDBACK
NETWORKIICROSEGMENTATIOROJECT

A company in the banking sector presentedha&rosegmentatiorproject with a market solution ir
order to unclog its corporate network. This organisation adopts Zero Trust as an opportunity tc
current network issues.

The Business case is based primarily on operational simplification over time. The cost of impler
microsegmentationis favourable compared to the investment in firewall boxes. The differe
between the maintenance costs of firewalls and those of software maintenance, at an equivalel
is favourable. This represents a very significant operationalayaie the solution is well implementec

Although the observation on the problems represented by the VLAN is shared, the IT depa
benefited from strong sponsorship from management in order to defend the approach in the fe
certain resistance andreferences for other proposed choices. To get the operational teams on b
we had to show concrete use cases that provide relevant functionalities and uses.

The company worked on 3 specific use cases:

1 New application:
Crossfunctional rules make it possible to operate various servers, if the rules are
implemented, the labelled server inherits the rules. Two servers with the same labels inhe
same rules.

1 Major update of an OS version:
The servers will fulfthe same functionalities, put the same labels and thus the same rules, v
makes the update more automated.

1 New infrastructure service, change of tool to perform backups:
You can easily, in a few minutes, implement a rule on all of the selected servers

Microsegmentation: some uses cases
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Figure3: Use cases fanicrosegmentation
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4. IMPLEMENTATION CHALLENGES

According to the previously cited Okta study on the state of the art of Zero Trust, the biggest challenges
for European companies in adopting a Zero Trust infrastructure are cost issues (26%), technology gaps
(22%) stakeholderbuy-in (19%), and awareness$ solutions (15%).

Within the Cigref working group, what mainly emerged was the need for a change of mindset to include
Zero Trust in all current reflections on the evolution of the company's IS.

Zero Trust is an evolution of architectural models witltaae decision making the link between
identities, data, applications. The approach must be global, coherent and integrated into a complex
architecture with coordination of the teams around this common objective.

Moreover, the market is emerging, it is ktihding its wayand does not yet provide all of the solutions

and services to address the different aspects of the security model. As Zero Trust is a multidimensional
strategy, there is no single product to cover everything, but rather a portfolio of solutions that are
currently being developed. The Zero Trust philosophy is much broader than a solution.

However it seems that certain regulations do not allow Zero Trust to be fully implemented on legacy
and/or business applications, for example due to certain PASSI (ktiomSystems Security Audit
Service Provider) activities.

4.1 SECURITY CULTURE EVOLUTION

The challenge for IT departments today is to demystify the concept, to identify the added value of Zero
Trust for the user, for the IT department, for security managetnand to see if this can simplify other
processes.

It is not necessary to be "oweiquipped with solutions. Technology makes it possible to detect
behaviour, but the main thing is to know how to educate, train and raise awareness of employees and
partners, explaining the threats and benefits. The challenge is to develop the state of mind of
employees towards the philosophy of Zero Trust: to raise awareness of the need, to accept further
identification, to systematise reflexes, to allow the right to makistakes, but to demand strong
responsiveness in the event of a problem. Testing users is also necessary via fake phishing attacks.

For better adhesion, the solutions used must be simple and practical, integrate the best practices of
UX design in order tat@act users and simplify their user experience (no more Ve&ier nomadism

- reduce the use of passwordsveb app). Good practices can also come from the private sphere and
in particular from banks for strong authentication techniques.

Thus, it is neessary to make sure that employees are provided with a lot of information that at the
same time is practical, informative, stimulating and to combine it with mandatory training on good
Zero Trust practices and increasingly strict security policies togmeoted. The Zero Trust approach
will affect all users employed outside the IT departmamigithe organisation must aim to encompass
all populations.
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HYBRID ARCHITECTURE MANAGEMENT

In most modern business environments, corporate networks consist ofy/rimdaerconnected, cloud
based segments (services and infrastructure, connections to remote and mobile environments) with
more and more connections to nesonventional equipment such as loT.

Organisations with a significant historical IS will noabke to become 100% Zero Trust in the short or
medium term. This is due to the fact that these historical systems will not be able to be compatible to
meet the challenges of Zero Trust. Organisations may also choose not to adapt these systems for
strategicreasons. This approach also depends a lot on the choice of migration to the cloud.

As part of migrating to the cloud, many organisations are implementing security control over the data
between users and the cloud. The use of Zero Tmadtes it possibleo add a checkpoint to learn more
about the use of cloud services (and the flow of data). For existing IS environments, organisations must
adopt a riskbased judgement to migrate to cloud services and prioritise gl applications (see
Cigref reportStrategies for migrating IT to cloud compuiing

Several difficulties arise during the implementation. It is necessary to manage, theitignsition
period, several systems at the same time, and the complexity induced by this transition. In addition,
several techniques must be mastered, including automation, integration of controls and orchestration
of infrastructures.

There are few Zer Trust projects on industrial environments (OT). There is a security gap between IT
and OT, the latter having availability or ré@mhe requirements that reinforce this gap. It is likely that
the next industrial network protocols will be compatible wittetZero Trust concept. This compatibility

of the concept would be particularly interesting for securing fleets of connected objects on any type
of network. But there is still a long way to go.

COORDINATION dF ACTIVITIES AND TEAMS

In this type of approeh, the ITdepartment must form multidisciplinary teams to acculturate and make
the project understood, and in particular dissociate the technical and application teams.

Greater team coordination is necessary with impacts on the network and securityebass We must
also anticipate a reconfiguration of responsibilitiBsiringthe project phase, explaining the use cases
requires a lotof education and moving away from dogmé® the rules avoids long technical
discussions that are not very useful.

As part of the reorganisation of certain activities, companies are experiencing some resistance from
teams. For examplemicrosegmentationbrings the responsibility for controlling flows between
applications back to the application teams who will be able tplé&ment one by one all of the rules

that make it possible to operate the applications. Leaving responsibility to another team or, conversely,
taking responsibility can cause tension. However, in the event of a problem, when responsibility is
better defined there is a real gain in terms of incidentology (ability to trace and understand the
incident).

On the application development side, we must also think about simplifying the developer experience,
in particular by providing tools that help the latter tocsge their work and give them confidence in

the level of security of the interfaces with which they will exchange. There is a real stake in the quality
of the internal code.
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Over the las® to 3 years, the market has stad to offer dedicated services to meet the challenges of
Zero Trust. In this context, several players are positioning themselves, in particular
telecommunications service providers, consulting service providers and software publishers.

As the concept ofeto Trust is based on already known principles, but pushing them much further to
meet the philosophypublishes are tending to give their legacy products or solutions a Zero Trust
touch. The term "Zero Trust" is thus often used in marketing, in the sameas that of artificial
intelligence for the field of data. Many present their vision in theory, but implementation in large
historical groups is difficult to understand and achieve.

The market is changing rapidly but is not yet mature in a number obaM@publishercan claim they
cover all layers, but some cover multiple layers. There are important issues of compatibility,
interoperability, reversibility of offers. As in other fields, the difficulty is to compare the offers on
sometimes very differentriteria.

Today, suppliers with the broadest offerings and portfolios include Microsoft, Google, Palo Alto
Networks, and Cisco. Somablishes are investing in the evolution of networks, others are focusing
on a portfolio around identity and access (IAM)hers on security. Microsoft, which we received in
the working group, summarised in a graphic all of the tools that it offers (see Appendix).

Zero Trust solutions most often offer tools that are aimed at the employee population because it is
larger andis located within the scope of direct action of the organisation, so the solutions are easier
to implement and more profitableThen the organisation can consider the customer population. The
hardest part is applying Zero Trust to the partner populatioecause organisations do not have a
holistic view of theplayers in the supply chain.

In addition, special attention must be paid to regulations. Zero Trust solutions, as well as their
implementations, must comply with the General D&eotection Regulation (GDPR), with a point of
vigilance in terms of identity control and the use of these solutions.

The adoption of SASE will also require the use of several solutions such as the Secure Web Gateway
(SWG), the Cloud Access Security Br@R&SB), the Firewall as a service, which may be useful in the
case of large companies that will mix approaches. Zero Trust can act "like a cement" around the CASB.
Indeed, a number of solutions are integrated, and it is necessary to use conditional tceessss

them. For CASBSs, this means less functionality.

It is therefore necessary to have a good understanding of what each of the solutions offers so as not
to create too much redundancy.

In addition, organisations will develop their thinking in terofsdigital trust and controlling their
dependencies. They will need to determine their need in this context and what they can do through
Zero "+Epsilon” Trust.
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5. SUCCESS FACTORS AND RECOMMENDATIONS

5.1 BREAK IN CONTINUITY

All of the principles of Zero Trusteabased on good practices that pegisted, which are becoming
widespread and systematic. The Zero Trust approach does not contradict the conventional principles
of digital security. What changes is the fact that they apply to all systems, to the entifgacy.

However, some turning points have been identified with respect to previous approaches:

1 The Zero Trust model leads to re¢imhe dynamic access and identity management.

I This implies a generalisation to the entire IS with a telling example: whildi-factor
authentication was reserved for certain critical applications or populations, it is becoming the
systematic standard.

1 The company must carry out a transformation of the network logic, with a gradual
decommissioning of the LAN to mot@wards "Internet First", and finally achieve "Internet
Only" (or similar, in parallel with the VPN initially).

Without Zero Trust principle With Zero Trust principles

ASSIGNMENT g

TRUST Default in internal network On proof

IDENTITY Manual andfixed Dynamic

Multi-factor, Biometrics, One Tim
Password (OTP) devices

Internet First network then Internet
Only network

AUTHENTICATION | Passwords

NETWORK Internal network

SECURITY Perimeter Non-perimeter

This comparative table is obviously not exhaustive. Each company inteferetd rust in its own way,
which can impact these items to a greater or lesser extent or even lead to otireaks

The maturity scales given in the appendix can be useful foenstahding the path to follow.
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WORKING GROUP RECOMMENDATIONS

The first step is tdully understand all of the issues of Zero Truahd the state of mind that it
represents within the IT department, before being able to address it in the organisati@.isTh
necessary so as not to imagine that it would simply be necessary to integrate new solutions to become
Zero Trust. It is first and foremost a security model.

From the moment we have properly grasped the model, it invoimtesgrating this philosophyinto

the reflection of any new IS projecfThe projects launched today are gradually contributing to the
implementation of the long and croganctional approach of Zero Trust. Today, each digital project
must respond to business challenges, be part of toenpany's overall strategy, and improve
knowledge of the systems, but in the same way it must make it possible to strengthen business security
and resilience. Thus, the IT department can choose to add the need to be part of a Zero Trust roadmap
in the prgect arbitration criteria.

In order to be able to see the organisation's evolution towards Zero Trust in the medium term, the
working group proposesetting up a "Zero Trust Projectr "Zero Trust Compliant” label within IT
departments to identify projes that integrate the Zero Trust roadmap or that could integrate it today

or later, in progressive developments. This system makes it possible to notch the progress of the
strategy. The most important is firoceed gradually.

The Zero Trust strategy canrtmt completely dissociated from the migration programto the public
or private cloud if the company chooses to adopt the cloud (see Cigref figpiinese two projects are
inevitably dependent, since the cloud brings new security challenges but alsoimergsting
possibilities very much related to Zero Trust.

Integrating the Zero Trust philosophy into projects also means integrating it into applications.
Preparation is needed tdesign applications compatible with Zero Trust solutigriis terms of idatity
management, network, etc. The objective is thus to dry up the flow of problems for the architectures
of tomorrow.

Since the Zero Trust approach is transversal to all IT departments, the entitiesongastise
themselves to allow a multidisciplinandialogue This is particularly necessary in order to bring
together the various teams that will be impacted by the change in model and to anticipate the shifting
of certain responsibilities.

7 Strategies for migrating IT to cloud computing: a strategic adventure for enterp@sgref 2021 https://www.cigref.fr/strategiesfor-
migratingit-to-cloud-computinga-strategicadventurefor-enterprise
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It is always agood time to start deploying Zero Trusas the available agile solutions make it easie
adapt to different contexts.

Start with web applicationsthisis more transparent and simpler.
Start with certain applications or populations

Microsegmentation it is important, but it must be implemented. Do not usécrosegmentatiorwith
traditional firewalls because this is complex and expensive. Indeed, traditional firewalls ai
designed for the operational management of so many filgnuoles.

Automate as much as possihlé is difficult to draw up a reliable inventory of the applications:
this, we can take advantage of technologies to "discover" applications (this is better than a n
inventory). Automating deployment (DevQps also one of the recommended actions.

Reduce latencywe may fear a degradation of the latency of the network with Zero Trust if there
additional checkpoints: pay attention therefore to the decentralisation of the infrastructure used.
is posddle with an edge platform, namely with a massively distributed presence at the ed;
networks. This ensures better performance and reliability while using the Internet network.

Strengthen authenticationthe objective is to reduce the use of basic passls@nd to resort to clien
certificates. Putting mukfactor authentication (MFA) everywhere is a strong industry tre
highlighted recently by recommendations from government institutions (for example, a recent
from the US government). Not all MFsolutions are created equal, with many vulnerable to Aran
the-middle attacks.

Wavestone recommendations based on their observations

Recognise that it is a challeng&ero Trust is not a magic bullet, it does not solve all of today's sec
issuesBut Zero Trust requires a combination of a set of technologies and solutions.

Develop your own vision and targethere is not just one definition. Zero Trust is not just an "IA
project or amicrosegmentatiorproject. Every company makes Zero Trust thoeimn, with multiple
speeds in different environments. It is not the same Zero Trust project if it is implemented-c
premise bricks or on cloud environments.

Start humbly and choose your battles wiselthe implementation of Zero Trust is a big projdmit be
careful not to make it too perfect and complex. Do not define too many rules, or too many diff
trust levels, otherwise it is not realistic. Stay small and humble to start and identify the "s
technological or functional bricks to put in paby working by use case.

Do not Forget Fundamental Security and Resilientteere are two missing in the Zero Trust mod
fundamental security, with patching, clean code, the quality of the applications developed, basic «
hygieneg as well aghe resilience of the company once attacked. The reconstruction of the IS
compromised is not dealt with in Zero Trust. Be careful not to focus too much on Zero Trust, w
driven by the market, but is not "magic".
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6. CONCLUSION AND OUTLOOKS

Integrate this philosophy into each of the next projects

With remote working, SaaS solutions, extended IS, migration to the cloud, the market and its
customers are now facing a divide, a crossroads. The Cigref working group is convinced that the subject
is strudural, complex, transversal, that it is part of the long term and is materialised by various
coordinated projects. As of today, in each of the projects under consideration, organisations must
begin to integrate the principles of Zero Trust, whether arotim workstation, user awareness, the
identity repository, access and network. Companies will also reflect on the integration of this approach
with the other steps already taken within them.

Prepare for tomorrow today

To prepare for the future, nowsithe time to lay the foundations of the requirements for future
networks and modes of identity and access management. It is necessary to ask to what extent the
principles of Zero Trust can be gradually applied internally and to products in companies. Insl0 year
the existing IS (legacy) will be the one we are building today.

Project yourself into future modes of identity and access management

The market will one day adopt a passwordless approach. Biometrics will gradually develop, but there
are a few regulator and ethical steps to take before massive adoption of biometrics. There are also
one-time password (OTP) devices. What other breaks should be considered in this field?

Questioning your ability to be "Internet Only"

With the migration of applications tahe cloud, the growing use of SaaS applications, and the
disappearance of the LAN, a large part of the business flow finds itself using the Internet first and
foremost. What does it mean for the company to switch completely? What service guarantee? What
sensitivity in terms of availability? Will the Zero Trust model ultimately be the security model that must
necessarily be adopted? What impact will the advent of the 5G network have on this strategy?

Strengthening security by design ary operation of applcations

With this Zero Trust approach, the intrinsic vulnerabilities of applications are still largely problematic.
As each application is thus accessed by any user without an additional "layer", the possibility of hacking
them remains intact. Organisatis need to rely on applications that are secure by design and by
operation (see OECD rep®rt

8 Enhancing the digital sedty of products: A policy discussion, OECD Paper on the Digital Economy, h2@2%/www.oecd-
ilibrary.org/scienceand-technology/enhancinghe-digitatsecurityof-products _cd9f9ebe@n;jsessionid=s2YIFKgg93a45hj9gs4k.ipl0-
2405-104

™
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SOMEEXAMPLES OF THE ZERO TRUST APPROACH

AKAMAL A STERBY-STEP APPROACH

While bringing its own Zero Trust solutions to market, Akamai has set ambitious goals to apply this
philosophy to its own enterprise ecosystem. This is also a way to showcase whatildeposth
Akamai's solutions and show that the goal is achievable for any company today. To achieve this, Akamai
has pursued a progressive trajectory, with a test & learn approach and a cohabitation of old and new
solutions. The important thing is to redeithe attack surface: even a partial deployment of Zero Trust
initially is already a good thing, without wanting to cover everything from the start.

The company has set itself several objectives which it is advancing in parallel:
Remove the notion of "inside"

Gradually remove the VPN

Reduce reliance on passwords

Make every application look like SaaS

Make every office a Wi hotspot, with Internet access to the Zero Trust platform

= =4 -4 —a -8

Akamai summarises Zero Trust through these frategories.

I More security checks:
0 Contextual user validation
0 Multi-Factor Authentication (MFA)
o Content validation

1 Simplified IT management:
o Easier provisioning
0 Global access model

1 Better monitoring and visibility:
o Single bracket
0 Security Information ash Event Management (SIEM)

1 More fluid and flexible user experience:
0 Access from anywhere
0 Single Sig®n (SSO)
o0 VPN postage.

In 2016, the teams started by reducing passwords with nfadtior authentication via a client
certificate. In 2017, theimplemented Zero Trust access control for web applications.

Akamai therefore started this path with web applications because there was no need to install
software on user devices, the applications being available directly via a browser (thanks to Emterpris
Application Access). Access control therefore becomes more precise and more ergonomic (SSO,
elimination of passwords, use of certificates and MFA).

The security team challenged itself to integrate with Zero Trust "100 applications in 100 days". The
team even exceeded its goal, with more than 150 applications integrated within this time frame. The
company also reviewed and improved the protection of employee equipment against Internet threats
such as phishing or access to dangerous resources or softwiinesmerprise Threat Protector).

In 2018, the teams inst&ltl software (Enterprise Application Access agent) on all customer
workstations in order to extend Zero Trust access to applications other than web (for example those

TOWARDS A ZERO TRUST PHILOS®Bi¢¥k in continuity ér application security [ cigref |

,/‘



Page |29

with a native client, such a®utlook). They also launed a Proof of Concept (PoC) for
microsegmentation Throughouthat year, they reached the figure of 400 applications accessible via
the Zero Trust solution. These applications, which previously could only be reached via a \@RM, bec
easierto reach without a VPN, but also in a more secure way. Business applicatiwab wersion are

also beameavailable on employees' mobile phones, without VPN, which was not possible before and
this is particularly appreciated by mobile salespeople. Overall, in 2018, 6,500 users benefited from
these solutions, representing the vast jodty of employees.

In 2019, additional layers of control were added with the deployment of the Zero Trust agent on 3,000
user stations: this not only makes it possible to support more applications, but also to control the
adequacy of the employees' wotksions in relation to the criticality of each application. Therefore,
there is an automatic check for the presence of an antivirus and software updates, more or less
demanding depending on the application accessed.

That year, the Akamai solution also irplented an expansion of application flow controls, application
attack detection (WAF) and bot management. This makes it possible to prevent vulnerability scans or
targeted attacks on business applications, even when these attacks come from employedas@nspar

(by an intention to harm or by malware installed without their knowledge).

2020 made it possible to make a Zero Trust agent completely widespread for all employees and to
eliminate the VPN. Up to that point, VPN had remained available alongsidethd #ist solution, in

order to support a smooth transition. From that moment, the server of an application irrelevant with
the role of a user becomes completely invisible, as if it does not exist, and cannot be the object of scans
or attacks without intevention of prior Zero Trust checks (identity, role, workstation, etc.).

In 2021, the company continued to implememnicrosegmentatiorwith new technology (application
servers or containers without using firewalls on the outside). This allows for incriyastiygeoriented
deployment, with more redundancy and security.
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MICROSOETOWARDSNTERNEDONLY

Microsoft's IS is already quite mature in implementing Zero Trust principles. Beyond the technological
dimension, governance, change management, and conication are essential. It is not
recommended to be "oveequipped with technical solutions. The approach towards Zero Trust is
managed by the Security entity of the IT department, consisting of 500 people and extends over a wide
scope that goes from I'esurity to business continuity and stops only at physical security.

Microsoft IT is the laboratory and the compdhghowcase. The employees are the testers of the new
functionalities of the solutions via a deployment by concentric circles, test & ldéhem the
functionalities are made available off the shelf, before compaide deploymentand for the
customers.

The IT teams have been working for some time on:
9 The elimination of passwords orderto be based on biometrics in particular facial.
9 The transition from perimeter security to security based on two factors: identity and data.
I The complete redefinition of their network to decommission the historical network (of very high
quality, however) in order to switch to "Internet First", and tomorrow'boternet Only".
1 The implementation of a hybrid device management mode.

The implementation of Zero Trust is nedrried outin Big Bang mode. The approach is carried out by
successive samples, with identified populations. Change management and user information are key
success factors to consider, including for a technology company like Microsoft.

Conditional access was putpface before the pandemic, thus making remote working secure. Security
is provided endo-end, depending on the user consuming the cloud service in an open mode. Indeed,
the technology company has migrated nearly 96% of applications to Azure, with -premise
residual. Tools allowing the security of the hybrid application fleet make it possible to open the IS to
customers and partners, and to interact with third parties.

In applying its "Assume breach" principle, Microsoft collects more than 18 [w#icurity events every

day. Machine learning makes it possible to process this flow of signals that exceeds human capacity,
and to create new models and new alerts as quickly as possible to take the right actions and inform
customers. Zero defects does rmtist, but it must be corrected very quickly.

Déclinaison Zero Trust Microsoft
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MATURITY PRINCIPLES AND LEVELS

ZEROIRUST ARCHITECTURE DESIGN PRINCIPHEBIBMONAICYBERECURITZENTRE

1. Know your architecture, including users, devices, services and data:
In the Zero Trushetwork model, knowing your assets is more important than ever.

2. Know the identities of your users, services and devices:
In a Zero Trust architecture, identity becomes the new perimeter, it is important to have a single source
of identity for each of tk following: user (human), service (machine or software process) and device.

3. Know the "health status" of your users, devices and services:
Device health, user behaviour, and services are some of the most important signals used to build trust.

4. Use pdties to authorise requests:
Each data or service access request must be verified by a central policy engine, which compares signals
to access policies to determine an access decision.

5. Authenticate and authorise everywhere:
In a Zero Trust architecturgje assumehat the network is hostile, we authenticate and authorise all
connections that access data or services.

6. Focus your monitoring on devices and services:
Since devices and services are more exposed to attacks from the network than in trdditiona
architectures, it is important to perform comprehensive attack monitoring.

7. Do not trust any network, including your own
In a Zero Trust context, the network is considered hostile. Trust users, devices and services rather than
the network.

8. Choose services designed for Zero Trust:
Choose services with buith support for Zero Trust network architectures.

ZEROIRUST ARCHITECTURE KEY QUESTIOSSBRYARTMENT OF DEFENCE

1. Does your organisation have a plan to ensure that 100% of the daisnitied between devices,
and stored on mass media, are securely encrypted? Does the organisation have a robust and secure
encryption key management strategy?

2. Does your organisation find and mitigate traditional vulnerabilities inside the network asuthta
stored in insecure locations, overuse of service accounts, and permanent administrative rights?

3. Does your organisation apply 100% migtitor authentication to useaccessible services and
servers on all equipment, including mobile devices?

4. Does your organisation have processes in place to continuously scan -alsendevices for
malware, and is device health a reamhe criteria for accessing your organisation's services?

5. Does your organisation havestaategyin place to apply acas rights strictly based on a user's role
and to dynamically change those rights when a user's role in the organisation changes?

TOWARDS A ZERO TRUST PHILOS®Bid¥k in continuity for application security [ cigref |

,/‘



Page |32

6. Does your organisation plan the migration of all critical services to connect directly to the Internet
and put in place thenecessary security to allow these services to be secure in this Internet focused
build?

7. Does your organisation design Zero Trust for scalability, support, and lifecycle management?

8. Does your organisation have a strategy for determining what ygudammercially) and what you
custom develop (or pay for custom development)?

MICROSOFSZEROTRUSTMATURITYWIODEIASSESSMENT

Microsoft offers an online maturity assessment tool, with recommendations for starting a Zero Trust
project. The six main pillaese: Network, Infrastructure, Devices, Applications, Data, Identity. Each of
these major pillars is broken down into several questions to find out about the current state of
organisations.

Zero Trust Maturity Model Assessment Tool (microsoft.com)

Zero Trust architecture
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