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In 2020, we identified five transformation fields in order to 
qualify and analyse the various digital trends that will shape our 
economic, security, social and societal environment, and even 
our ecological environment, over the next fifteen years or so. 

In 2021, we developed four prospective scenarios for 2035 to represent possible 
model futures that could determine the activity of states and companies in the 
fourth decade of this century. These highly contrasting scenarios are intended 
to provide a framework for a plausible future within this time scale. Finally 
this year, after updating the transformation fields and adjusting the scenarios, 
the main part of our strategic orientation work involved evaluating the general 
consequences of our forecast analyses for our members, and more generally 
for large organisations, both public and private, and their digital departments. 
From this work, we have extracted ten key messages for our readers. They 
summarise Cigref ’s recommendations for preparing, now and throughout this 
decade, for the situation that the combination of geopolitical developments, 
technological change, energy transitions and environmental degradation will 
inevitably bring about by 2035.

As we did last year with four short stories set in the future that their authors 
had written to illustrate the prospective scenarios, this year we asked an artist 
to interpret what the five digital transformation fields and the four prospective 
scenarios inspired in his graphic universe. I would like to thank Vincent Roland 
who has put his talents at the service of our Strategic Orientation Report 2022. His 
illustrations bring a breath of fresh air to this sometimes dry work and, we hope, 
stimulate thinking and curiosity in the reader.

Although this is a forward-looking document, we consider it to be a “strategic 
orientation report” since it is the document to which Cigref refers first in order 
to determine its own strategy on an annual basis. In launching this first forward-
looking cycle in 2019 and publishing its strategic orientation reports annually, 
Cigref has pursued at least three objectives:

• The first is to structure the activity of its Board of Directors in terms of the 
selection of the themes developed within the framework of the collective 
intelligence work that it organises and coordinates on behalf of its members.

• The second is to provide its members with a methodological framework, 
enhanced by active monitoring, so that they can develop, within their 
organisation, their own forward-looking thinking and an approach based on 
strategic orientation that is adapted to their activity sector, to the culture of 
their organisation or to their level of maturity in this area.

• The third and final objective, as Bernard Duverneuil already noted in his 
foreword to the previous edition, is for the regular publication of this Strategic 
Orientation Report to establish Cigref as part of the landscape of institutes 
producing original and structured thinking on digital issues and their future.
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In publishing this 2022 
edition of its Strategic 
Orientation Report, Cigref 
completes the first three-
year cycle of its forward-
looking work conducted
with the support of 
Futuribles. 
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This strategic orientation approach reflects the richness of the exchanges that make Cigref a valuable forum 
for debate and collective development: it is based first and foremost on the Board of Directors’ commitment 
to steering and maintaining it over the long term, providing the necessary resources for the benefit of 
Cigref members. It is also fuelled by the commitment and relevance of the work of Cigref ’s Strategic 
Orientation Council, which is made up in equal numbers of representatives of Cigref ’s members, mainly 
chief information officers at large companies, and a range of qualified personalities representing the various 
trends within the digital ecosystem. It is finally taking shape thanks to the remarkable involvement of 
Cigref ’s permanent staff and those of our partner, Futuribles. They are the motivated, patient, attentive and 
meticulous artists behind this approach, and I thank them for it. 

We have to continue with this work, which is now an annual feature of Cigref ’s activities. We will continue 
this work with even higher ambitions in three areas. 

• First of all, we want to contribute to the development of a culture of foresight in business, particularly 
among digital departments. The method of forward thinking offers managers and decision-makers 
remarkable tools to guide them in a world of uncertainty, and offers a credible and independent 
alternative to the mainstream preconceived ideas sometimes offered by large consultancy firms, 
supposedly “experts” in digital technology.

• Secondly, we want to increase the involvement of our members in the forward-looking workshops 
that we run throughout the year to further enrich Cigref ’s collective thinking. Cigref ’s Strategic 
Orientation Report is a fully-fledged collective intelligence exercise that draws on the expertise of 
Cigref ’s members.

• Lastly, we would like this report to become the basis for a fruitful dialogue with the professional 
organisations which are themselves developing a forward-looking approach. We had the opportunity 
to share ours with the Institut de l’entreprise, as part of its work entitled “L’Entreprise Full-RSE à 
l’horizon 2030” (The Full-CSR Enterprise by 2030). This experience was particularly stimulating and 
rich in lessons learned. Other similar discussions are currently being conducted on digital security in 
the Cyber Campus, of which Cigref is a partner. We are willing to participate in similar exchanges on 
other issues.
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On behalf of the Cigref Board of Directors and 
the entire editorial team, I hope you enjoy 
reading this new Cigref Strategic Orientation 
Report. Your remarks, suggestions and 
comments, dear readers, will be most welcome 
as they will help to improve and enrich future 
editions. Our forward-looking approach 
has been strengthened by the successive 
problems that have shaken the world order 
in recent years, with the COVID-19 health 
crisis, the acceleration of climate change, the 
increasing insecurity in digital space, the war 
in Ukraine and the return of inflation. May it 
serve as a tool for the sustainable, responsible 
and trustworthy digital future we want to 
build!

President of Cigref
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The Cigref Strategic Orientation Report 2022 is the successor 
to the 2020 and 2021 SORs. In other words, this document 
is both a continuation of the previous reports and an 
additional building block for Cigref ’s strategic thinking as it 
seeks to establish its future work priorities and schedules. It 
is therefore structured around three complementary parts: 
the first two consist respectively of the foresight watch and 
an update of the scenarios for a digital future, followed by 
a third presenting ten key messages for organisations to 
adapt to the digital future.

The foresight watch and scenarios have been illustrated 
with original creations produced by Mr. Vincent Roland. 
These works are intended to stimulate the imagination of 
our readers, to immerse themselves in the possible digital 
futures suggested in the SOR.
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FIELD 1. TECHNOLOGICAL CHALLENGES 
AND NEW APPLICATIONS

The roll-out of cloud technology within 
organisations is progressing steadily, as is the 
roll-out of 5G networks and infrastructure across 
Europe, albeit at a slower pace than expected. 
Conversely, R&D efforts on quantum computing 
have been stepped up considerably, to the point 
where the first concrete applications should arrive 
sooner than expected, as early as 2030. At the same 
time, the EU is seeking to regulate the digital 
space, in particular by proposing to regulate the 
use of artificial intelligence. But other potentially 
revolutionary technologies, such as NFTs and the 
metaverse, have appeared (or reappeared) and raise 
many questions, particularly in terms of legislation. 
Finally, this growing hyper-technologisation of 
society, accelerated by the health crisis, is giving 
rise to more and more resistance movements.

FIELD 2. TECHNOLOGY AND ENVIRONMENT

FIn the face of the climate emergency, as 
highlighted by recent IPCC publications, the ability 
of organisations to control their environmental 
footprint is becoming essential. Technology 
consumes energy and scarce resources, but it also 
offers solutions for more effective management 
of the ecological transition. Organisations are 
becoming more concerned about these issues and 
are including them in their CSR policies, led by 
European initiatives and the French government, 

which is ahead of the game with the enactment 
of the REEN law in November 2021. The notion 
of digital responsibility also extends to issues of 
digital accessibility in society.

FIELD 3. CYBER RISKS AND GEOPOLITICAL 
CHALLENGES

As the number and intensity of cyberattacks on 
public and private organisations continues to rise, 
these organisations are increasingly concerned 
about their ability to insure against this risk. In 
addition, the geopolitical issues related to digital 
technology in particular were studied in this report 
in the light of the conflict between Ukraine and 
Russia: the use of cyberspace as a means of political 
pressure, security risks on submarine cables and 
accelerated competition in the field of low-orbit 
satellites. The role of the African continent in 
global digital issues and the evolution of China in 
this digital space are also discussed.

PART 1.  
FORESIGHT WATCH

This first part looks at the prospects in the five major fields of digital transformation identified 
in the first Strategic Orientation Report published in October 2020. They allow us to focus 
reflection here on five key themes broadly covering the different facets of the digital world 
and identifying their various challenges. The fields covered are not exhaustive, but they 
provide a cross-cutting perspective on digital issues as input for Cigref’s work, and to inform 
its members about the major changes for which they need to prepare. Each of these themed 
fields was updated in 2021 and 2022. Once again, although far from being exhaustive, this 
update is based on close monitoring, as well as on interviews with the expert members of the 
Strategic Orientation Committee. It seeks to reflect the main concerns of Cigref’s members for 
the next 10-15 years. Its key points are below.



8              

The dominant position of American and 
Chinese digital service providers (Google, 
Microsoft, Amazon, etc.) has been strengthened 
by numerous acquisitions, the value of which 
reached new records in 2021. Faced with this 
situation, the European Union is continuing to 
structure its regulatory framework to defend the 
independence of its companies, and is applying 
the first sanctions arising from the GDPR. 
Some companies, meanwhile, are entering into 
technological partnerships with these digital 
giants or, conversely, strengthening their open-
source policy. In addition, the Chinese and US 
governments are seeking greater control over their 
digital businesses, which are both instruments 
in the trade war between them and a cause for 
concern because of their growing power.

The shortage of digital talent is a major trend. It 
benefits a category of workers who are demanding 
ever higher wages. This shortage, resulting from 
a lack of adequate training, is particularly acute 
in France and Germany. This has an impact on 
organisations, which are required to innovate 
in their recruitment methods to attract more 
candidates. Meanwhile, they also have to deal 
with a new generation of workers who are looking 
for more meaningful work and a better work-life 
balance. The increased possibilities for remote 
working are having a lasting impact on the 
management of business real estate, and are the 
reason behind the success of co-working spaces. 
Other trends are also emerging to rethink the way 
we work, such as the experimentation with the 
four-day week in several European countries and 
companies.

FIELD 4. DIGITAL PROVIDERS 
AND SERVICES

FIELD 5. NEW WAYS OF 
WORKING AND EMPLOYEES’ 
COMMITMENT
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PART 2.  
UPDATE OF THE SCENARIOS  

FOR DIGITAL FUTURES

Closely linked to the foresight watch, the second part of this report offers four scenarios, 
created in 2021, on the digital future for 2030-2035. These scenarios have been updated in the 
light of recent events and we believe they are still valid. They present some models of possible 
trajectories for Europe and the rest of the world in the coming decade, with a focus on digital 
issues. They have been produced using the elements identified in the watch, articulated 
coherently and plausibly based on two axes: the changes in world leadership and the changes 
in the digital landscape (players, regulations, etc.) by 2035. Other outcomes are of course 
possible. However, the figures of the future proposed here provide a framework for reflection 
on the major challenges of the next 10-15 years. Before presenting these updated scenarios, 
this part also provides a summary of the major uncertainties facing organisations today.

NEW UNCERTAINTIES FOR 2035

The war started by Russia in Ukraine in February 
2022 has brutally reshuffled the geopolitical and 
geo-economic cards for the next ten years and raises 
questions about Russia’s future, the formation 
of new global alliances, the consequences of the 
conflict on the EU and supply chains. In addition 
to these questions, there are other uncertainties for 
2030-2035 concerning the future of China, the role 
and weight of emerging states and the future of 
digital mega-projects.

SCENARIO 1. GLOBALISATION REGULATED 
BY GEOPOLITICAL BALANCES

The first scenario is based on a world where the 
health crisis, but above all the war between Russia 
and Ukraine, will have served as a trigger, making 
states and their populations aware of the need to set 
up new international regulatory tools. Economic 
interdependence would favour an approach based 
on power plays and soft power, as opposed to an 
armed conflict.

It should be noted however that while the conflict 
in Ukraine has strengthened an approach based on
international cooperation against Russia, it is also 
indicative of the failure of international institutions 
and world powers to regulate and contain conflicts.

SCENARIO 2. TOWARDS A EUROPEAN 
POWER IN A WORLD OF REGIONS

In this scenario, economic transactions and 
standards systems (health, legal, commercial, etc.) 
are being restructured into major regional areas. 
This regionalisation of the balance of power and 
economic relations is the result of deep divergences 
between states, revealed in particular by the war in 
Ukraine, but also by the long-term repercussions 
of the COVID-19 health crisis and the disparate 
impacts of global warming on countries.

Today, this regionalisation of the world appears to 
be reinforced by the desynchronised management 
of the COVID crisis at international level, and 
the state reactions to the Russian invasion of 
Ukraine, which ranged from support to neutrality 
to condemnation. At the same time, Europe is 
investing in strategic resources and consolidating 
its legislative system to preserve its independence.
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SCENARIO 3. AN ALL-CONQUERING CHINA 
IN A BIPOLAR WORLD

This scenario illustrates a trajectory in which 
China has succeeded in becoming the leading 
player in international trade. Taking advantage 
of a context of multiplying crises, China was 
able to take advantage of the war in Ukraine by 
strengthening its ties with a weakened Russia. The 
accelerated rise of China in this model has served 
to exacerbate tensions with the United States. The 
standoff between them has forced many countries 
around the world to choose sides. A divided, 
weakened Europe is unable to implement its “third 
way” strategy.

Indeed, the international split caused by the 
Russia-Ukraine war could benefit China, especially 
if Europe struggles to build a common defence.

SCENARIO 4. FAR WEST, DIGITAL COLONIES 
AND CARTELS

This last scenario proposes immersion in a degraded 
environment, weakened by the health crisis and 
then by the conflict between Russia and Ukraine 
which has broken out on Europe’s doorstep. Many 
states, crippled by their debts, are unable to make 
the necessary preparations. The digital giants, who 
have emerged from the economic crisis relatively 
unscathed and in possession of immense financial 
capital, take advantage of this situation to establish 
themselves as preferred partners for European 
countries and businesses, and even expand 
their service offerings to fulfil certain sovereign 
functions of state.

PART 3.  
KEY MESSAGES FOR ORGANISATIONS  

AND THEIR DIGITAL DEPARTMENTS

Once again this year, Cigref has innovated for the new edition of its SOR, a report that forms 
part of a process of continuous reflection, to combine forward-looking research and specific 
actions. In order therefore to place the forward-looking work carried out at the heart of the 
strategic reflections of the members of the association, immersion workshops were presented 
for each of the scenarios. These workshops, the detailed methods of which can be found in the 
appendix, made it possible, in addition to the two previous parts, to establish ten key messages 
for the digital departments of public administrations and businesses. These key messages are 
intended to help these departments prepare for the transformations to come. Sharing them is 
therefore in the general interest, helping to fulfil the role that Cigref has set itself in the digital 
field.
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1. By 2035, the digital departments of organisations will no longer simply have to 
prepare for crises, but for consecutive or even overlapping crises.

2. With this in mind, digital departments may have to reinvent their risk 
management systems, including their systems to protect against cyberattacks 
and hybrid risks, if traditional insurance is no longer able to cover these risks.

3. By 2035, organisations and their digital departments will increasingly form 
part of state security systems in times of crisis.

4. By 2035, the digital departments of organisations will have to adapt to the 
regionalisation of standards, regulations and value chains. This regionalisation 
will have impacts on the accessibility of raw materials, the development of 
digital infrastructures and the management of databases.

5. By 2035, digital managers will increasingly have to weigh their technological 
investment choices against both environmental and strategic dependence 
criteria.

6. The faster than expected arrival of quantum computing, along with that of 
the metaverse, are among the major conceptual breakthroughs that can be 
envisaged in the next 10 years and that digital departments can anticipate 
and for which they must therefore prepare.

7. By 2035, digital departments will have to deal with the shortage of talent in 
Europe, but also in emerging countries.

8. By 2035, digital departments will need to be increasingly involved in the CSR 
commitment of organisations, at the request of both employees and customers, 
and will be accountable to shareholders and the general management.

9. By 2035, digital departments may increasingly face internal and societal 
resistance to the trend towards hyper-technologisation.

10. By 2035, the strong geopolitical and strategic component of digital technology 
and its increasing contribution to the economic performance of the company 
will lead to a re-evaluation of the positioning of digital departments within the 
general management.
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As with previous editions, this background note introduces Cigref’s 
forward-looking work presented in this 2022 Strategic Orientation 
Report. They provide as factual an overview as possible of the 
general situation at the time this report was written, in July 2022. 
This background note is all the more necessary as the situation has 
changed considerably since the summer of 2021. The geopolitical, 
political, economic, social, health and environmental landscape 
has been transformed in an unprecedented way in France, Europe 
and the rest of the world.

Like last year, this background note consists of two main parts, 
the first devoted to a summary analysis of the global geopolitical 
situation, the second more specifically devoted to the various digital 
issues as they currently stand for the members of our association. 
It is of course necessary to take a few precautions, particularly in 
terms of the non-exhaustive nature of our observations. We do not 
claim to provide a complete description of the situation, but we 
would like to provide a reminder of the main events shaping the 
current situation as we conclude our forward-looking work, before 
setting it down on the printer’s block.

GENERAL BACKGROUND

If the COVID-19 health crisis, the increasing visible effects of climate 
change and the growing rivalry between the United States and China, to 
take just three geostrategic factors, had not been enough, Russia has put 
a stop to any burgeoning optimism there may have been in the very early 
days of 2022. Since 24 February this year, the outbreak of a high-intensity 
war against Ukraine by Russian forces, which had been massed for months 
on the border between the two countries, has had multiple geopolitical and 
economic consequences. For five months now this conflict, which has been 
developing at the gates of Europe, has acted as an accelerator of geopolitical 
realignments, and has brutally applied the brakes to the economic recovery 
that was forecast at the end of last year, after the recessionary effects of the 
COVID-19 health crisis.
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The conflict in Ukraine

This is the major event of the last twelve months. The 
high-intensity war waged by Vladimir Putin’s Russia 
against Ukraine seems set to last. Russia’s determination 
to take full control of the Luhansk and Donetsk oblasts 
in the east, and probably the south of Ukraine, in order 
to establish a territorial continuum from the Donbas to 
occupied Transnistria, is opposed by the fierce resistance 
of the Ukrainian forces, supported not only in terms of 
military equipment and materials but also in terms of 
intelligence by the Western nations, led by the United 
States. It seems that Russia’s new strategic objective is to 
cut off Ukraine’s access to the Black Sea, notably by taking 
the port of Odessa. Currently, just over 20% of Ukraine’s 
territory is outside Kiev’s control.

This situation, if it does not degenerate into a more 
generalised conflict, which is unlikely at this stage, will 
be resolved through a diplomatic process and peace 
negotiations between Ukraine and Russia. The 
parties are stubborn when it comes to geography, as is 
Russian culture in strategic matters. Concessions therefore 
seem inevitable, both in territorial terms and in terms of 
Russian control of certain areas such as Crimea, as well 
as on the status of Ukraine vis-à-vis the Western world 
and more particularly NATO. In the run-up to such peace 
negotiations, Russia seems to be engaging in a war of 
attrition in order to consolidate its positions and territorial 
gains, while Ukraine, faced with heavy loss of life, massive 
destruction of its infrastructure and difficulties in 
regenerating its military forces, is struggling to contain 
the Russian advance.

This conflict marks a real turning point and 
is profoundly altering the global geopolitical 
landscape. For Russia, the disillusionment is immense, 
and history is likely to harshly judge the politicians 
responsible for this ill-prepared and ill-timed strategic 
mess. Despite its territorial losses, Ukraine will have 
definitively detached itself from its Russian “big brother” 
and its authoritarian and conservative model, and will 
have thrown itself first into the arms of the democratic 
liberalism of the European Union, which has opened up 
its accession process, and probably later into the arms of 
the NATO security system.



14              

After the shock of this brutal return of tragedy to the European continent, with its trail of thousands of 
dead and millions of displaced persons, the West demonstrated an unprecedented unity in this conflict. 
The European Union has adopted a series of sanctions against Russia and its ruling class, and is 
trying to spread the painful consequences of the conflict in the energy sector, while the question of the 
acceptability of the economic effects of the conflict on European citizens is beginning to arise. NATO, for 
its part, has emerged from its “brain dead” state, as Emmanuel Macron harshly described it in November 
2021. It is strengthening its intervention capabilities in Eastern Europe, and expanding to Sweden and 
Finland, turning the Baltic Sea into a de facto NATO lake, another strategic shock for Russia after decades 
of neutrality for these two Scandinavian nations.

The international community, if such a concept is still meaningful, remains deeply divided in the 
face of Russia’s blatant aggression towards Ukraine. On 2 March 2022, after two days of debate, the UN 
General Assembly adopted a resolution demanding that “the Russian Federation immediately cease its use 
of force against Ukraine” in a vote overwhelmingly approved by 141 of the organisation’s 193 members. 
Five members opposed it, including of course Russia and Belarus, but also North Korea, Eritrea and Syria. 
Thirty-five, including China, abstained. In total, counting oppositions and abstentions, representatives of 
more than two thirds of the world’s population did not support this resolution.

The situation in China

Behind the curtain, China’s Xi Jinping is watching the geopolitical theatre cautiously, and for the time 
being is keeping out of it. While attentive to the situation, he is maintaining a cautious relationship with a 
weakened Russia that is urgently and vitally seeking new strategic and commercial alliances.

Xi Jinping faces several difficulties that the conflict in Ukraine does not help to resolve. The first difficulty 
lies in the dysfunctional Chinese economic model that he implemented from 2013. His intention was 
to refocus the Chinese economy on its domestic market. As Chinese consumption did not really take off, 
the real estate sector tried to take over. In the last quarter of 2021, China’s real estate bubble burst and the 
sector experienced numerous bankruptcies. The refocusing of Chinese growth on its domestic market has 
not worked well.

The second difficulty for Xi Jinping is the rigidity of his zero-COVID strategy, pursued somewhat 
dogmatically. This strategy, applied ruthlessly, particularly in a city like Shanghai, is resulting in a 
significant slowdown in Chinese industrial activity. April 2022 saw a dramatic 11% drop in year-on-year 
consumption.

The third difficulty is a consequence of the first two. Xi Jinping is facing considerable political dissent 
which is building in the run-up to the Chinese Communist Party congress to be held in the autumn. 
The likely re-election of Xi Jinping is accompanied by tensions that hamper China’s ability to take the 
necessary measures to maintain, or even restore, its competitiveness and economic growth.
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The fourth difficulty for Xi Jinping is a demographic 
one. While the demographic challenge facing China 
is well known, and has been for a long time, the 
population is clearly ageing faster than expected. 
Increased costs of living, housing and raising children, 
combined with the impact of COVID-19, are powerful 
disincentives to having children, despite successive 
relaxations of the birth rate policy in recent years, 
allowing couples to have two children from 2016 and 
three from 2021. Demographers estimate that the 
proportion of the population that is of working age 
could be halved between 2021 and 2050.

Finally, the fifth difficulty is the unfavourable 
international situation for the Chinese economy, 
mainly because of the energy shock amplified by the 
conflict in Ukraine and the international sanctions 
against Russia. In this context, Chinese exports are 
falling significantly. This slowdown in the Chinese 
economy is also very damaging for the European 
economy. It causes disruptions in the supply chains 
of some of our industries, such as the automotive 
industry. The effects were felt as early as April 2022. 
Despite a rebound in Chinese exports in June 2022, 
following the lifting of health restrictions in Shanghai, 
they could however enter a longer period of stagnation 
due to the threat of recession in the United States and 
Europe. The consequences for Xi Jinping are severe. 
The Chinese economy is unlikely to reach the 5.5% 
growth threshold forecast by the government for 
2022, below which the social stability of the Middle 
Kingdom is considered to be compromised.

In fact, it seems that under Xi Jinping, China has 
reversed its priorities. Internally, China has moved 
from prioritising the enrichment of the population 
to prioritising, in an increasingly rigid manner, the 
political and social control of the population. Externally, 
China is asserting its geopolitical, diplomatic and 
military power, whatever the consequences for its 
economic relations with the West. The example of 
Hong Kong, and the weakening of its financial centre, 
is emblematic of this evolution of Chinese power, and 
makes us fear the worst for Taiwan.
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The situation in the United States

At the forefront on the international stage, Joe Biden’s America has been trying to return to a more 
traditional, and more open, version of its leadership since he took office in January 2021. However, there are 
question marks over whether the world’s leading power can maintain this leadership in the long term. 
It is true that America remains, without question, the world’s leading military power, and its economy still 
leads that of China. But the deep fractures of its society exacerbate both the most unbridled conservatism 
and the most excessive progressivism.

While its relative decline, both on a cultural and economic level, has been underway for at least 
two decades and is becoming increasingly visible, the US seems unable to analyse this phenomenon and 
draw political conclusions. For example, the wealth produced by the United States, which was 22 times 
greater than that produced by China in 1960, was barely 1.3 times greater in 2020. Moreover, since the fall 
of the Soviet Union in 1991, the United States has lived under the illusion of being the only hyperpower in 
a unipolar world, with the power to shape the rest of the world in its image. This illusion was definitively 
shattered by the debacle of the international evacuation of Afghanistan, which began on 15 August 2021 
after the Taliban took Kabul.

Like Seneca’s sailor for whom there is no favourable wind if he does not know where to go, America gives 
the impression of a nation whose compass of reason and common decency is showing signs of faltering. 
As its relative decline has not yet been identified and analysed as such, and with its society cracking 
with multiple political fractures, the risk of abrupt changes of course every four years becomes a 
worrying possibility. At the moment, the hypothesis of the White House being reconquered in 2024 
by an increasingly unabashed Donald Trump or, if he himself is prevented from doing so by his legal 
problems, by one of his close allies, seems if not probable then at least plausible.

However, in the face of the threat posed to security and stability in Europe by Russia, and in support 
of its allies, America retains an unparalleled capacity for military mobilisation. The United States is 
strengthening its forces throughout Europe and is providing Ukraine with financial aid and military 
equipment that will be crucial to the outcome of the conflict.
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The situation in Europe

Europe, until now confined to the role of spectator on the international scene, is now emerging from its 
strategic torpor and from its illusions about the equalising power of responsible globalisation through trade and 
exchange. Germany, in particular, must acknowledge its serious strategic error with Vladimir Putin, who has 
locked them into an unsustainable dependence on Russian fossil fuels. With imports from Russia accounting for 
around 45% of the EU’s natural gas consumption in 2021, the Commission is proposing a plan to move away from 
dependence on Russian gas by 2027. And in the middle of summer 2022, the energy ministers of the 27 Member 
States are trying to agree with the Commission on a plan to reduce the continent’s energy consumption. The 
demands for energy restraint, both for economic players and for individuals, are becoming increasingly urgent. 
It is sadly ironic that given the urgency of the continent’s energy crisis, the use of more polluting energies than 
Russian natural gas, such as coal or non-conventional hydrocarbons, is preferred, particularly in Germany and 
to a lesser extent in France.

Five months after the outbreak of war in Ukraine, and as the Commission and European governments try to 
prepare for a complete shutdown of Russian gas supplies next winter, the shockwaves of the conflict continue to 
ripple through the continent’s economy. Against the backdrop of the energy crisis and supply difficulties in 
Europe, its industry is experiencing a significant decline in activity and its service sector is gradually entering into 
recession. In its summer 2022 economic forecasts, the European Commission estimates that the war in Ukraine 
puts the continent’s economy on an even lower growth and higher inflation trajectory than expected last spring, 
mainly due to higher energy and food prices. These factors are fuelling global inflationary pressures, eroding 
household purchasing power, and prompting faster-than-expected monetary policy responses and tax rate hikes.

The eurozone itself is facing the risk of a new public debt crisis. On 21 July 2022, the European Central Bank 
began to raise its key interest rates in an attempt to contain inflation, in line with its main mandate, while 
preventing the risk of divergent borrowing paths by individual Member States. This increase will raise the rates 
at which states can borrow, in particular Greece, Italy, Spain, Portugal and France, whose debts are much higher 
than the average debt of the eurozone. This situation will evidently limit their room for manoeuvre in order to, 
on the one hand, cushion the drop in household purchasing power and the increases in energy costs, and on the 
other hand, finance the essential transitions required, after several weeks of heatwaves in Europe, to combat the 
effects of global warming. 
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Global warming

As its consequences become more obvious every day, global warming 
is placing entire populations and their natural environment in 
situations of major heat and water stress. It is now accepted, in the 
Western world at least, that this is the priority challenge now facing 
humanity. In the coming decades we will have to adapt to a new 
climate situation that is less favourable to life, and drastically limit 
greenhouse gas emissions caused by humans in order to avoid, as far 
as possible, making the situation even worse.

What can we say about the climate, in the middle of summer 2022, 
when unprecedented forest fires, caused by severe drought and record 
temperatures, have attracted all the attention? What can we say about 
the climate, in the middle of summer 2022, when most European states 
are trying to secure their natural gas supplies and are relaunching or 
intensifying the use of coal, going against their climate commitments, 
in order to free themselves from Vladimir Putin’s cynical use of the 
energy weapon? What can we say about the climate, in the middle 
of summer 2022, when greenhouse gas emissions seem to be on a 
hopelessly upward curve, particularly in China?

However, specific efforts have been made in Europe. Between 
1990 and 2020, the EU Member States reduced their greenhouse gas 
emissions by 31%, exceeding the targets we had set ourselves, partly 
as a result of the reductions due to the health crisis. However, at the 
current rate and without new transitional arrangements, emissions in 
2030 will be down 41% on 1990 levels, well below the binding target of 
55% set by the European Union.

At the same time China, the world’s largest emitter of greenhouse 
gases with around 27% of emissions, has accelerated the 
commissioning of new coal-fired power plants in 2022 to avoid 
electricity shortages, according to the Chinese authorities. In the 
world’s most populous country, 56% of electricity production is still 
based on coal, which is known to be particularly damaging for the 
climate.

The planetary and ecological limits seem to signal the end of the 
dogma, in force no doubt since the end of the 18th century and 
certainly since the end of the Second World War, of the alliance 
between economic growth and social progress. While states will 
have to continue to repay their debts, finance social protection and 
invest in the ecological transition, the most advanced among them 
are being encouraged to explore new ways of reconciling prosperity 
and sobriety, and to engage in new approaches to progress that are 
respectful of the environment and acceptable to the population.
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DIGITAL BACKGROUND

Skills shortage

The growing shortage of digital skills, the difficulty in 
recruiting and retaining them, the extreme tension on 
certain key skills, and the globalisation of the war for 
talent, are a major source of concern for the entire digital 
sector. A few months ago, the manager of an IT consultancy 
decided not to relocate some of its activities based in India 
to France because of the pressure in Europe on qualified 
jobs in the digital sector, even though these activities no 
longer have a significant competitive advantage in India 
and are suffering from the distance involved.

In this context, the lack of gender diversity in the 
digital technical professions and the loss of interest 
of women in the so-called “digitalising” professions 
reinforces this shortage. Women make up just 15% of the 
workforce in technical skills, both in the digital industry 
and in IT departments. And the situation is expected to get 
worse in the coming years. In higher education women 
in fact represent just 10% of students in technical digital 
training courses. This demographic fact is, unfortunately, 
hard to overcome. All other things being equal, without 
significant action, these figures will inevitably find their 
way into the economy in the next 15 years or so.

France and Europe cannot be satisfied either with the lack 
of interest of 50% of the population in these professions 
of the future, nor with this social determinism that keeps 
girls away from a sector of activity that is so necessary 
for the growth of the economy and the prosperity of our 
continent. It is not normal that women are so poorly 
engaged in these essential professions, both to respond 
to the main challenges facing humanity, particularly 
environmental and climatic, and to build and organise 
our digital futures. We have no moral right or interest in 
allowing this situation to deteriorate further and further, 
beyond reason.
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Digital security

The security situation in the digital space is a major concern for all organisations, public and private, whose 
exposure is growing almost exponentially and who are confronted with cybercrime that has become more 
professional, globalised and industrialised in recent years. The major digital powers themselves, starting 
with the United States, China and Russia, are on the brink of cyber clashes, and the conflict in Ukraine has 
reinforced this poisonous dynamic. The threat itself takes different forms and is often difficult to define, ranging 
from criminal activities to espionage and computer network attacks with logical weapons. The players involved 
in this cyberthreat are often working together with state or parastatal organisations, notably in Russia, Iran or 
North Korea, to mention only the most obvious ones.

At this rate, if France and Europe do not quickly get the measure of the security challenge we are collectively 
facing, and do not adopt vigorous measures to change the paradigms of security in the digital space, our states, 
our economy, our citizens, and the very functioning of our democracies could be faced with digital chaos within 
the next decade. The digital space could become a lawless space where only the happy few would have the means 
to carry out their activities within extremely secure digital compounds. This gloomy outlook is unfortunately not 
just a hypothesis or a figment of the imagination, but a plausible scenario that extends the exponential growth 
of cyber threats observed in recent years. The first obligation of states in terms of digital sovereignty, a vague 
concept used everywhere recently, should be to ensure the security of goods and persons in the digital space and 
the security of the legal activities carried out there, in the same way as in the physical space.

In March 2022 the European Commission announced a legislative initiative, the Cyber Resilience Act, to 
ensure the digital industry is no longer the only industry in Europe not subject to any binding security 
standards or prudential measures for the manufacture of its products and services. To meet the needs of the 
European market and to protect users from insecure products and services, this initiative aims to set cybersecurity 
requirements with which the manufacturers and sellers of these products and services will have to comply. 

Digital sobriety

The digital sector currently accounts for more than 4% of the world’s greenhouse gas emissions, and this figure 
is expected to rise sharply over the next few years, probably 6 to 8% by around 2025. First of all, and to put it 
simply, 70% of the environmental footprint of digital technology is made up of hardware and physical 
infrastructure, mainly for its manufacture, 20% for the operation of data centres and the cloud, and 10% by the 
actual use itself.

As most of the environmental footprint of digital technology comes from the manufacture and distribution 
of IT equipment, there is no other choice to achieve a significant impact on this environmental footprint than 
to increase the life span of equipment and to fight against hardware obsolescence. For this to have a 
significant impact, the lifespan of smartphones for example, which is currently 3-4 years on average, needs to 
increase to 6-8 years, and that of computers needs to increase from 5-6 years to more than 10 years. Furthermore, 
digital equipment must be designed to allow efficient recycling so that the equipment of today constitutes the 
raw material for manufacturing the equipment of tomorrow. Finally, and most importantly, it is essential that 
software providers do not artificially cause the obsolescence of IT equipment, computers, servers and smartphones.
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The energy efficiency of data centres must also be 
improved, without collateral effects on the surrounding 
natural ecosystem, and all the software stacks deployed in 
these data centres must be ecologically designed, such a 
measure allowing energy savings of around 30%. Finally, 
it would be reasonable to require data centre operators 
to provide clear information, at the level of each data 
centre, on the carbon intensity of the primary energy 
that supplies the electricity network to which each of 
them is connected, excluding greenhouse gas emission 
compensation strategies.

Business users of digital solutions and services can, at 
their level, only influence a minor part of the digital 
environmental footprint. The impact of these uses must 
also be weighed against the positive external effects of 
digital technology as a tool for assisting, evaluating 
and controlling the environmental footprint of all 
activities of the company.

In this context, it will undoubtedly be necessary to 
come up with new regulations to force IT equipment 
manufacturers and digital service providers to control 
their footprint, as is already the case for other industries, 
in particular the automotive industry. Furthermore, in a 
context of conflict over the use of electricity production, it 
will no doubt be necessary to devise arbitration based on 
criteria of the social utility of future digital services, such 
as the metaverse.
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Controlling digital dependencies

In a report published at the beginning of July 2022, 
the Bank for International Settlements, which 
defines itself as the bank of central banks, expressed 
concern about the growing dependence of financial 
institutions on cloud service providers. The BIS 
explains that the over-reliance on cloud services by 
hyperscalers, mainly US and soon Chinese, could 
exacerbate operational risks and generate systemic 
vulnerabilities should these service providers 
experience malfunctions. This alarming diagnosis, 
which the BIS clearly makes for the financial sector, 
is also relevant for most other activity sectors, and for 
the states themselves.

When it comes to critical services, their core business 
applications or their most sensitive data, these strategies 
of moving to the cloud reinforce the vulnerabilities 
of European public or private organisations that 
use the services of these hyperscalers. Their most 
sensitive data may in fact first be legally accessed 
without their knowledge, something permitted by 
several extraterritorial laws, American or Chinese, 
for example for economic intelligence purposes. They 
are then likely to suffer a sudden ban on the services 
of these hyperscalers should a geopolitical crisis 
unexpectedly arise between Europe and the United 
States. Finally, they are at the mercy of substantial 
changes in the business models of their cloud service 
providers, and of illegitimate capture of the value they 
create in their market, as their level of dependence 
makes it extremely difficult to implement an exit 
strategy.

Europe has been trying for several years to catch up 
in the cloud industry, with mixed results so far. It 
has also embarked on a strategy to regulate the main 
hyperscalers, particularly the American ones. In this 
respect, when the Digital Markets Act takes effect, 
in theory in the first quarter of 2023, it should then 
be possible to relax the dependence of Europe and its 
economy on the cloud service providers that will be 
qualified as gatekeepers under this regulation.
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CONCLUSION

This background note is longer and denser than we 
had initially envisaged, due to the events that have 
once again shifted our strategic horizon, as did the 
SARS-CoV-2 crisis in 2020. Faced with uncertain 
times, decision-makers need navigational tools, 
maps and benchmarks more than ever. It is essential 
to know one’s initial position, and this is the aim of 
this background note, in order to chart one’s course 
and face the chosen direction.

In 10 or 15 years from now, when we reach the 
timeline for this forward-looking work, what 
can we take from the year 2022? What can we 
take from the period 2008-2012, apart from the 
subprime financial crisis, the Greek debt crisis, 
the accident at the Japanese nuclear power plant 
in Fukushima, the Arab Spring with, in particular, 
the fall of Gaddafi and the military intervention in 
Libya under the aegis of the UN? And what have 
we learnt from these events? Probably much more, 
collectively, than we are able to realise individually. 
This background note endeavours to collect recent 
events, sift through them, retain those that seem 
relevant and provide lessons for the future, and 
use these fragments to produce the framework for 
forward-looking reflection.

I will refer once more to the wisdom of Seneca 
in conclusion. “The greatest obstacle to living is 
expectancy, which hangs upon tomorrow and loses 
today”. We do indeed need to understand today in 
order to prepare for tomorrow. We hope that, in its 
own way, this new Strategic Orientation Report can 
contribute to this.

Cigref Managing Director



24              

Foreword 
Executive Summary
Background note
Cigref Strategic Orientation Council 
Acknowledgements 
Publication team 

p.02
p.06
p.12

p.102
p.104
p.104

Appendixp.106



25            

Key messages for 
organisations: 

navigating in a world 
of uncertainty

Foresight  
watch  

5 transformation
fields

Technological 
challenges and 

new applications

Technology and 
environment

Cyber risks
and geopolitical 

issues

Digital  
services

and suppliers

New forms of 
work and staff 

engagement

p.28

p.38

p.46

p.58

p.66

Update of  
the scenarios for

digital  
futures

Globalisation 
regulated by 
geopolitical 

balances
p.78

Towards a European 
power in a world  

of regions
p.82

An all-conquering 
China in a  

bipolar world
p.86

Far West, digital 
colonies and

cartels
p.90

New uncertainties  
have emerged  

for 2035
p.76



26              

Technological 
challenges and 
new applications

Technology and 
environment

Cyber risks and 
geopolitical 
challenges

Digital  
services and 
suppliers

New forms of 
work and staff 
engagement

p.28

p.38

p.46

p.58

p.66



27            

When it comes to technology and its use, but also its regulations, looking forward is a 
delicate exercise. For technology, time is neither linear nor cyclical, which means that 
several dimensions have to be taken into account in the analysis of developments and 
therefore in the watch carried out. It is also important to distinguish between trend effects, 
announcement effects and actual transformations. At the same time, the interplay between 
the players on the international scene is fluctuating and changing in line with geopolitical 
and economic issues. On top of this, growing environmental pressure and the weight of 
public opinion all play a role in the future of the issues discussed here. In order to carry out 
this complex and multidimensional foresight watch, the SOR proposed a separate analysis 
for each field of the major trends, unlikely to change by 2030-2035, the emerging trends or 
weak signals and the major uncertainties, major questions posed for the future. This initial 
framework has served as a common thread for the research that has since been carried out.

Updating these fields is therefore an opportunity to reassess the analyses carried out 
previously and to identify new phenomena to be taken into account by Cigref and its 
member organisations. Although not claiming to be exhaustive, this ongoing watch is 
intended to provide material for strategic discussions by Cigref member organisations. It 
has also provided input for the prospective scenarios presented in the second part of this 
report.

This part was illustrated with original works by Mr Vincent Roland.

This section proposes an update to the transformation fields identified in the 
Strategic Orientation Report (SOR) 2020 and updated for the first time in the 
SOR 2021. These transformation fields cover the areas of digital technology in 
which there are major developments, and where the shifting interplay between 
players requires special attention by Cigref and its member companies. These 
five themes were selected using the PESTEL (Political, Economic, Social, 
Technological, Environmental, Legal or regulatory) approach, which makes a 
systemic analysis of a given subject possible.

https://www.cigref.fr/rapport-dorientation-strategique-du-cigref-lage-de-raison-et-apres
https://www.cigref.fr/rapport-orientation-strategique-2021-cigref-futurs-numeriques-quelles-trajectoires
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In this first field, relating specifically to the 
development of new technologies and their potential 
applications, the foresight thinking framework 
chosen has already made it possible to confirm, 
in 2021, a certain number of the initial findings 
established in 2020. These are still true today as we 
update this field for the 2022 edition. As demonstrated 
over the past two years, digital technology continues 
to show major resilience throughout the health 
crisis. Some technologies, such as the cloud, are 
playing a central and strategic role for organisations 
and therefore continue to be developed. The trend 
is strong, with 41% of European companies adopting 
cloud technology by 2022, compared to just 19% in 
2016 (source: Eurostat).
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Similarly, 5G networks and infrastructures, which were presented as mature technologies 
in 2020, continue to be rolled out in Europe. Older technologies are gradually being phased out 
and replaced by 5G. The receivership in 2021 of the Toulouse-based start-up Sigfox, specialising 
in low-speed and low-power networks, is particularly indicative of this phenomenon, since 
the company has suffered heavily from its delay in adopting new infrastructures, among other 
things. The industrial applications of 5G still in fact vary considerably from one country to 
another. Germany and Japan, for example, are progressing much more quickly than France, 
despite the recent Franco-German announcement of an investment of €17.7 million (source: 
Min. for the Economy) in four industrial 5G projects, and the French government’s promise 
in March 2022 to create a digital fabrication laboratory campus for manufacturers to test new 
applications. According to MP Herbert’s report on “5G industrielle” (5G for industry) delivered 
in 2022, such differences between countries can be explained primarily by national policy 
decisions. While the German and Japanese governments were quick to allocate some 5G 
frequencies to companies, the French government restricted them solely to telecom operators. 
China, meanwhile, already has 1.43 million 5G base stations, or 60% of the world’s total at 
the end of 2021 (source: Min. for Industry and ICT, China). These varying developments will 
have consequences for the competitiveness of companies both in terms of the diversification 
of their services and for improving their logistics flows, for example. They are also closely 
linked to economic and political powerplays, as illustrated by the banning of Huawei in the 
United States. These issues of dependence and sovereignty are discussed in greater detail in 
field 4. Furthermore, the uneven development of 5G at national level could also accentuate the 
problems of the digital divide. Until now, the divide has been related to internet accessibility 
issues (dead zones), but it could now also be determined by issues of speed. Again in France, 
although the number of sites opened by the major operators is steadily increasing, the national 
mapping as of September 2021 already reveals the areas that could be affected by these problems. 
 
In parallel with these trends, at least two areas are seeing a clear acceleration, whereas a year 
ago they were still in the realm of weak signals or even uncertainties. Quantum computing has 
thus benefited from continuous investment by manufacturers (notably IBM) and states (e.g. 
China) due to the strategic stakes involved. The power capacity of quantum computing thus 
saw an unprecedented leap at the beginning of 2022, paving the way for possible revolutions in 
computing, cryptology, or even flow optimisation. While the SOR 2020 wondered whether the 
first tentative applications would appear by 2030, this now seems certain to occur within the 
next five years. The quantum market is expected to be worth $9 billion by 2030 (compared to 
$260 million in 2020), which should have an impact on research, of course, but above all on the 
evolution of the balance of power on the international scene (source: Statista Digital Economy 
Compass, 2021).

TECHNOLOGICAL CHALLENGES 
AND NEW APPLICATIONS

https://www.economie.gouv.fr/5g-quatre-projets-applications-innovantes-soutenus-france-allemagne
https://www.lesechos.fr/tech-medias/hightech/allemagne-etats-unis-japon-ces-pays-qui-ont-reserve-des-frequences-5g-aux-industriels-1391144
https://www.chine-magazine.com/la-5g-prend-toute-son-ampleur-en-chine/
https://fr.statista.com/infographie/26275/prevision-evolution-taille-chiffre-affaires-marche-informatique-quantique/
https://fr.statista.com/infographie/26275/prevision-evolution-taille-chiffre-affaires-marche-informatique-quantique/
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The advent of quantum technology will bring about a profound revolution in the 
application of digital technology and cybersecurity policies, for which governments 
and businesses must start to prepare now. The National Institute of Standards and 
Technology (NIST) in the United States and the French national information systems 
security agency (ANSSI) are already recommending that a hybrid approach be adopted 
as soon as possible, retaining the existing traditional cryptography but incorporating 
an additional layer of quantum-resistant cryptography.

The second area that is undeniably growing is that of the regulation of digital 
technologies, applications and players. The position of judges and regulators on 
these issues was genuinely uncertain in 2020, but seems to be becoming clearer in 
Europe, as well as in the United States and China. The aim is both to regulate the use 
of certain risky technologies and to limit the power of the largest companies in the 
collection and use of personal data, in particular (see field 4 on this subject).

On certain subjects, regulations are still based on soft law, i.e. a list of good 
practices, but not binding. Others are being developed. For example, the European 
Digital Service Act is still at the negotiation stage. If adopted, it would force the major 
platforms to better regulate their content and would reduce their ability to interfere 
in democracies. This would be in line with the law against separatism adopted in 
France in August 2021, which punishes any dissemination of information relating 
to private, family or professional life if this information endangers the life of others.

Similarly, the European Commission is making the regulation of artificial 
intelligence a central focus of its reflections with the aim, once more, of restricting 
the field of experimentation for manufacturers and protecting individuals against 
the potential bias of algorithms. The development of AI still raises many moral and 
ethical questions. Machines are increasingly required to trade with each other in a 
closed circuit where the role of humans is becoming anecdotal: some large companies 
already use robots to place orders with other companies, which are themselves 
handled by robots. More strikingly, within a few years the data processed by artificial 
intelligence could be exclusively synthetic data, automatically generated by other AI 
to fuel the research and development of applications with very real consequences for 
individuals (source: Accenture). These developments obviously require consideration 
as to how they are used and their acceptability.

TECHNOLOGICAL CHALLENGES 
AND NEW APPLICATIONS

https://www.accenture.com/us-en/insights/artificial-intelligence/synthetic-data-speed-security-scale
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Other technologies also raise real legislative issues that 
are still unresolved, such as the blockchain. Being 
by definition immutable, it in fact goes against the 
European GDPR which includes a right to be forgotten. 
Furthermore, it allows the development of alternative 
cryptocurrencies, some of which threaten the stability 
of traditional financial systems. At least, this is the 
opinion put forward by the economists Nicolas Dufrêne 
and Jean-Michel Servet in an article from December 
2021 (source: Le Monde).

These regulations - or attempts at regulation - of 
technologies and their uses are undoubtedly part of 
a growing awareness on the part of states, and in 
particular EU Member States, of the importance of 
regulating the practices of private companies in the 
digital field, due to the strategic, political and economic 
stakes involved. The role played by many whistleblowers, 
in particular Frances Haugen against Facebook since 
autumn 2021, is an important one. These individuals 
make it possible to accelerate and structure the reactions 
of public institutions to omnipotent digital platforms 
seeking to bypass the legal authorities by developing 
less restrictive standards rather than supporting the 
production of legal texts.

https://www.lemonde.fr/idees/article/2021/12/03/le-bitcoin-devient-un-danger-pour-le-systeme-monetaire-et-financier-et-pour-les-citoyens_6104588_3232.html
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These developments need to be monitored closely. 
They will undoubtedly reshape the balance of 
power between now and 2030-2035. They place 
the European Union at the epicentre of the 
production of standards and rules to orchestrate 
practices in its internal market, which is also very 
attractive to foreign companies. They also make it 
a potential model for other national authorities for 
years to come. At the same time, these regulations 
raise questions about the scope for action 
left to European companies themselves. While 
they want to compete globally for technological 
innovation, some of them are concerned about 
regulations that limit their capacity to experiment. 
These regulations could indeed be an obstacle to 
their success in what is still a largely deregulated 
international environment. The balance has yet 
to be struck. It would seem, however, that the 
European Union is indeed “becoming less naive”, 
under the impetus of Thierry Breton, European 
Commissioner for the Internal Market since 2019. 
This is demonstrated by its stronger and less 
conciliatory stance in the Sino-American conflict. 
This is also reflected in its stated digital ambitions, 
presented in March 2021 in its “barometer” for 
2030, based on four main points: 1) significantly 
increasing the digital skills and digital 
qualification of citizens and professionals alike, 2) 
ensuring secure, efficient and sustainable digital 
infrastructures and benefiting from semiconductor 
production capacities, but also consolidating itself 
in the quantum domain, 3) supporting the digital 
transformation of companies, and 4) digitising 
all public services. It remains to be seen to what 
extent the investments needed to achieve 
these ambitions can actually be made, with states 
emerging from the health crisis with considerable 
debt...

Finally, some new elements have emerged in 2021-
2022 in this field.
 
Among these (and without claiming to be 
exhaustive), we note the craze for NFTs, or non-
fungible tokens. NFTs have been around since 
2014 but have enjoyed success recently, which for 
some is indicative of a major change in investment 
patterns, particularly in the field of art. These non-
fungible tokens are encrypted data representing an 
object, often digital, and ensuring its authenticity, 
uniqueness and therefore its value. They allow 
digital creations to be sold and collected, even if 

they are completely virtual (a pair of trainers in a 
video game, for example). NFTs are unregulated and 
could therefore be the source of a financial bubble. 
This system, which is based on the blockchain, also 
has a significant environmental cost, something 
often pointed out by its critics.
 
Another major point concerns the recent progress of 
biotechnology, of which little has been mentioned 
in previous reports, demonstrating the interest it 
generates and its geostrategic potential against a 
backdrop of growing tensions over resources and 
raw materials. For example, the storage of data 
on DNA, a theoretical possibility in the 1960s, 
is now seeing its first concrete applications. In 
November 2021, Stéphane Lemaire and Pierre 
Crozet brought into the national archives two 
metal capsules, each containing 100 billion copies 
of the 1789 Declaration of the Rights of Man and of 
the Citizen and the 1791 Declaration of the Rights 
of Woman and of the Female Citizen, preserved 
in DNA form, thus proving the feasibility of this 
technique. DNA data storage could address at least 
two issues: the exponential increase in the volume 
of data on the one hand, and the increasing burden 
of the associated energy costs to store it on the 
other. The United States and China are therefore 
investing heavily in research programmes. Europe, 
meanwhile, has the Oligoarchive project, financed 
to the tune of €3 billion for use only for archiving at 
the current time. Still in the field of biotechnology, 
the recharging of an ARM chip by algae 
through photosynthesis is another potentially 
revolutionary recent development. This research, 
still at the experimental stage, could however lead 
to new uses and behaviours in data storage and the 
energy supply of electronic components.
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Lastly, Mark Zuckerberg’s announcement of the launch of his major virtual reality 
project, the metaverse, is thought-provoking. Although still hypothetical, the investments 
this project involves, the alliances it has already opened up (for example, the partnership 
signed between Facebook and Carrefour in France) and its potential consequences on 
the economy, social organisation and even the daily lives of individuals mean that we 
must take an interest. What impact could the metaverse have on homes, businesses, and 
democracies? Such a world raises both ethical questions (notably on the protection of 
personal data or the fight against cyber-bullying) and questions of sovereignty for European 
organisations and governments. While it seems clear that many players in addition to Meta 
are looking to invest in the field of virtual reality, in particular to improve remote working 
and collaboration (Microsoft, Zoom) or to offer new services (Epic Games), the question 
remains as to how to regulate and control these technologies and their associated uses. 
 
These questions are especially important since at the same time, and in contrast to these 
trends towards hyper-technologisation, resistance movements against digital technology, 
or more generally against new technologies, have intensified in recent months. Presented 
as a major uncertainty in the SOR 2020, this mistrust seems to have increased throughout 
the pandemic, for a variety of reasons. The development and sale of new technologies appear 
to many individuals and organisations to be at odds with the growing awareness of the 
environmental crisis, which is becoming increasingly evident as one disaster follows another 
around the globe. There are also issues regarding the exclusion of the less well-off, including in 
the professional domain, as a growing proportion of everyday activities are digitalised. Linked 
to this phenomenon, the mental health risks associated with overuse and overexposure to 
digital technology are becoming increasingly apparent, particularly among younger people. 
Lastly, on a wider scale, the rejection by a section of the population of the mRNA technologies 
used in SARS-CoV2 vaccines indicates at the very least a hardening of the stance of opponents 
to the technology race, but also a hardening of government policies towards these opponents. 
In the coming years, these tensions could therefore become more acute and even be at the heart 
of a growing divide between different communities running at different speeds, even within 
developed countries. In this context, it is not certain that the “culture of transparency” that the 
French government wants to promote by accelerating, for example, its open source strategy, 
will be sufficient to restore real “democratic confidence”.

TECHNOLOGICAL CHALLENGES 
AND NEW APPLICATIONS
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“Since Mark Zuckerberg decided in October 2021 to change the name of Facebook 
to ‘Meta’, in reference to the metaverse he wants to build, the word has become 
extremely popular. Yet the term, coined in 1992 by Neal Stephenson in the 
novel Snow Crash, is a relatively old one, and the principle of such a simulation, 
described in 1964 in the book ‘Simlacron 3’ by Daniel Galouye, is even older. The 
first attempts at virtual worlds also go back a long way. Second Life, where you 
can walk around freely, and introduce yourself to others by means of avatars, in 
other words digital beings that you design, style and dress to your liking, dates 
back nearly twenty years, to 2003. In fact, many industrial applications of Virtual 
Realities (VR) already allow the development of a truly immersive metaverse. 
One example is the field of video games; another is what are known as ‘serious 
games’ with many uses in the marketing or training sector. Finally, simulations 
are already essential in the military field, where they contribute to the training 
of operators”.

METAVERSE
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The current revival of interest is not therefore 
due to the novelty of the concept, but instead 
to the technical progress that means it can now 
become systematic. The current improvement 
of the underlying technology behind virtual 
reality now gives us hope that such universes 
can be created in which we can project ourselves 
freely. In technical terms, VR therefore involves 
three complementary concepts: 1) the digital 
reproduction of a world similar in some respects 
to our own, 2) immersion in this world by 
stimulating all of our senses, in particular sight, 
hearing, touch and kinaesthesia (the sensation 
of movement), and lastly 3) navigation, in other 
words the ability to move around within this 
world. The power of computers nowadays means 
increasingly faithful reproductions of the outside 
world can be created from different angles using 
three-dimensional digital models. Headsets such 
as the Oculus allow you to immerse yourself 
in these worlds and move around in them. 
Similarly, there are devices that provide uncanny 
kinaesthetic sensations and help to move around 
these worlds. It is easy to imagine the possible new 
commercial applications, for example by creating 
online shops or bank branches.

But this sudden surge of interest is also due to 
worries of exclusion from the only attractive 
metaverse: Mark Zuckerberg’s. Because he does 
not want to offer just another virtual world, 
his aim is to combine and merge the different 
metaverses into a single metaverse where 
everyone can interact, as we already do on the 
web. Many companies (such as Sony, Lego, Nike, 
HSBC, JPMorgan, Pfizer, Coca-Cola, etc.) are 
already investing to equip this large metaverse 
with a range of applications.

In view of this, a first question arises: are we 
going to replace the web with the Metaverse as 

a new three-dimensional area for interactions? 
And were this technically possible, would it be 
industrially and politically desirable? Not only 
are many of the current metaverses confidential 
with their promoters wishing to keep them 
private, but the ecological cost of merging all 
these metaverses, with the systematic generation 
of three-dimensional synthetic universes, may 
prove prohibitive.

At the same time, Mark Zuckerberg’s project 
assumes that a private company, in this case Meta, 
would govern the whole of this single metaverse. 
This would give them an exorbitant amount of 
power, since there would be no controls. Whereas 
the governance of the web was implemented 
gradually, with many players such as ICANN, IGF, 
ISOC, IETF, W3C, etc., we would then have a single 
administrator who could impose their own rules 
in an authoritarian manner. This is difficult to 
imagine when we already see the difficulties that 
arise with the policies of regulation of content by 
platforms or the problems of cyber-bullying.

Finally, and in conclusion, let’s remember that 
in the works of science fiction where it was 
introduced, the metaverse is presented rather as 
a negative utopia where we are led to doubt its 
existence as an independent being since, when 
we transport ourselves there in spirit, we come 
to fear that we ourselves are the playthings of 
evil geniuses more powerful than ourselves in a 
great cosmic metaverse we know nothing about. 
It therefore seems astonishing that a dystopia that 
is more of a nightmare than an idyllic dream is 
being presented to us as a desirable future...

By Jean-Gabriel GANASCIA 
Professor at Sorbonne University
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The actual ability of digital technology to play 
a role in the fight against global warming 
continues to be called into question as the 
pressure on our ecosystems increases. The 
previous SORs already highlighted the existing 
tensions between the optimisation of uses and 
energy consumption provided by certain new 
technologies and the harmful impacts of these 
same tools. The dichotomy between the promises 
of private players promoting revolutionary 
technologies and the reality of a world with 
limited resources is becoming increasingly clear. 
In light of this, it seems clear that the division 
between the virtual and the real no longer exists.
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At the time of writing this new report, a number of trends already identified therefore remain just 
as relevant. The equation between technical progress and guiding the ecological transition 
is yet to be resolved. There is certainly hope in the development, for example, of artificial 
intelligence which, combined with the power of quantum computing, would be able to 
optimise production flows and transport, detect pollution before it spreads, and even develop new 
technologies capable of reducing our carbon footprint. On the issue of CO2 emissions alone, the 
added value of technologies is clearly shown in the studies by Accenture on digitalisation in the 
fields of building, mobility and manufacturing (source: Accenture). The implementation of new 
management tools would thus create potential CO2 savings 6 to 7 times greater than the negative 
footprint. Similarly, modelling is becoming increasingly successful in predicting the increase in 
extreme weather events or the effects of global warming on very specific areas in order to improve, 
for example, urban planning policies. Already during the COVID-19 health crisis (which seems to 
be in part due to the negative effects of environmental degradation), information, prediction 
and communication technologies have proven their worth in monitoring and managing 
the pandemic. On a more individual level, digital tools can also prove educational, helping 
citizens to better focus their consumption choices and, more generally, adapt their lifestyles 
to environmental issues. The NumAlim consortium is working on the implementation of an 
application for individuals to improve their consumption practices.

But at the same time, the rise of cryptocurrencies and NFTs (see field 1), the imminent 
advent of quantum computing, the huge investments in virtual reality and the question 
of the sobriety of AI itself, which is always highly data-intensive, are worrying because of the 
unrestrained energy expenditure that these technologies entail. Until now, both public and private 
organisations have been operating in a relative fog, in the absence of shared reference frameworks 
for assessing the benefits and risks of implementing a given technological development strategy. 
At a European level, the Corporate Sustainability Reporting Directive (CSRD) could change 
this situation by providing the first common indicators for assessing the environmental cost of 
a corporate IS. It will require companies to provide information on sustainability and climate 
change issues, and to assess the impact of their activities on the environment and society in 
general. These common criteria will be established by the European Financial Reporting Advisory 
Group (EFRAG). Other methodological work is underway on these subjects, particularly within 
the European Union (EU Green Digital Coalition).

TECHNOLOGY AND 
ENVIRONMENT

https://www.accenture.com/fr-fr/services/industryx0-index
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The lines are therefore moving as awareness within organisations and the 
population grows, particularly in Europe. In this field, as in the previous one, the 
European Union is lagging behind in the production, control and development of 
strategic materials. The pandemic and its repercussions have of course rekindled 
debates about access to and control of not only energy but also certain critical metals, 
and even water. Indeed, while the energy issue is widely known, questions are really 
starting to be asked about the issue of metal reserves. By 2030, the use of certain 
metals will increase thirtyfold to produce the equipment that will be used to 
generate green electricity. However, these are the same metals that will also be used 
to manufacture digital tools (see the 2022 Ademe study on the subject). Similarly, the 
availability and cost of water in the coming years is becoming a major cause for 
concern. The ecosystem aspect of the production and use of digital technology had 
already been widely described in the literature. But we are now in an era of major 
dilemmas, in which states and companies will have decisions to make in order to 
balance ecological transition and technological progress. The development of the 
Internet of Things is a particularly relevant illustration of this point. The reduction 
in the cost of sensors due to their widespread use could lead to a massive increase 
in the number of connected objects in the coming years. But at the same time, the 
semiconductor crisis ongoing since the summer of 2021 reveals the extent to which 
supply problems for critical resources can severely slow the production process and 
the marketing of new tools. Solutions to end the planned obsolescence of terminals 
and to encourage the circular economy (to reuse data storage servers, for example) 
may be increasingly developed in this context.
 
The advantage of the EU lagging behind is that this encourages it to legislate in order 
to ensure its strategic independence and leads it to address the environmental issue 
head on. In Brussels, three Directorates-General are currently dealing with these issues, 
including the DG Connect. In 2020, the European Commission laid the foundations 
for its industrial strategy, including an analysis, which has since continued, of its 
strategic dependencies (source: European Commission).

At the same time a minority of states, led by France, are already leaders in this field. 
On 15 November 2021, the French Senate adopted the REEN law to reduce 
the environmental footprint of digital technology. This law encourages a faster 
promotion of the circular economy. On these issues, France is in fact out ahead, 
but isolated. Arcep has opened discussions with its European counterparts but so far 
without success. The consolidation of a European doctrine on these issues therefore 
remains essential.

TECHNOLOGY AND 
ENVIRONMENT

https://www.arcep.fr/uploads/tx_gspublication/etude-numerique-environnement-ademe-arcep-note-synthese_janv2022.pdf
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-industrial-strategy/depth-reviews-strategic-areas-europes-interests_en
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It should also be noted that in this field too, a balance is yet to be found between 
controlling negative external factors and ensuring the competitiveness of 
European organisations on the international scene. Some sectors are particularly 
vulnerable, notably the tourism sector, which may experience a second wave of 
technological disruption as a result of the health crisis and a growing awareness of 
environmental issues. However, the organisations themselves are increasingly 
taking an interest in these issues. While for some this is a result of personal 
values within the teams, or even a committed strategy implemented at group level, 
there are also an increasing number of companies being held accountable by their 
investors for their CSR policies, as mentioned in 2020. The idea of digital sobriety 
is therefore gaining importance in the internal strategies of organisations, covering 
issues broader than just the environmental question.

In fact, the notion of digital responsibility does not stop with this one issue. It 
increasingly takes into account societal issues. Responsible digital policies within 
organisations often encompass accessibility issues, for elderly or disabled customers 
as well as employees. Accessibility issues themselves include a range of factors: 
access to an efficient internet connection, the computer illiteracy of some of the 
population and the financial capacity to own a device connected to the internet. 
According to the INSEE, 17% of the French population still has difficulty accessing 
digital technology in 2022, either because they do not have Internet access or 
because they do not know how to use digital tools.

While such holistic changes are still only adopted by a minority of organisations, 
these organisations are highly likely to be ahead of their rivals in the coming years 
in terms of image, attractiveness and profitability.
 
In this field therefore, as in the previous one, the social issue is becoming 
increasingly important. As we have seen, the acceptability of technology depends 
increasingly on the ecological awareness of individuals, some of whom are reaching 
a form of maturity in this area. In addition to this, there is the issue of monitoring 
people for ecological purposes, which was already raised in 2020 and 2021, but 
which could greatly increase the tension within democracies. Technologies, and the 
possibilities they open up in terms of monitoring and control, force us to collectively 
redefine the notions of freedom and individual responsibility. Without a coherent 
debate with the population, the social tensions already observed and deciphered in 
the light of the health crisis are likely to increase significantly.
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“Scientific reports are mounting and confirm that global warming is both faster 
and more noticeable than predicted by previous studies. The same applies to the 
deterioration of the biosphere and the overstepping of planetary limits”.

FROM CARBON TO 
ENERGY, NO WAY OUT 
WITHOUT SOBRIETY
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Under these conditions, it is essential that the 
digital sector, like any other sector, change its 
methods of production, and undoubtedly its 
underlying economic approach, to help slow 
down and then prevent the degradation of our 
ecosystems. The legislator has taken note of this in 
France with the law to reduce the environmental 
footprint of digital technology adopted in 
November 2021, and both the digital departments 
of user companies and their suppliers have now, 
at the very least, identified this issue, or even 
initiated an approach aimed at contributing to this 
objective. In Europe, preparatory work for future 
regulation is underway, following the conclusions 
of the European Council in December 2020.

However, recent geopolitical events have brutally 
highlighted what the International Energy 
Agency has been pointing out for several years: 
without sufficient preparation, the transition to a 
post-carbon economy will have to take place with 
limited energy and mineral resources, especially 
in the coming decade. To reduce our emissions, it 
will not be enough to decarbonise (and even then, 
only partially) the energy we consume; we will 
also have to reduce our consumption of energy 
and, no doubt, of materials.

Energy sobriety will therefore not only be an 
ethical choice but also a necessity, both in 
economic terms and in terms of operational 
resilience.

For the digital sector, in which electricity 
consumption is increasing by about a third 
every five years worldwide, the challenge is a 
considerable one, which cannot be met without 
introducing a principle of sobriety (digital this 
time) into its operations, for both supply and 
demand.

For user companies, the issue is not only to 
optimise the information systems and service 
platforms but also to define their needs as 
precisely as possible, which may represent a real 
paradigm shift.

For providers of digital products and services, this 
will lead to profound transformations, going as far 
as to make major changes to their business models, 
and even to their raison d’être. This situation 
poses risks for a number of dominant players, 
but also opportunities for French and European 
companies that have been able to anticipate it and 
turn it into a competitive advantage.

By Hugues FERREBOEUF 
Project Manager at The Shift Project
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Against the backdrop of international tensions 
as we write these words, the intertwining of 
cyber and geopolitical issues is increasingly 
clear. Monitoring these two issues in the same 
foresight watch makes sense in order to meet 
the strategic and security objectives of Cigref’s 
member organisations.

Every year, digital security becomes more of 
a concern for Cigref’s member organisations. 
Previous SORs noted the increase in the number 
and intensity of cyberattacks. This structural 
trend has been consolidated in 2022. The 
Orange Cyberdefence report published in 2021 
notes a 13% increase in cyberattacks in 2021 
compared to 2020. Small and medium-sized 
enterprises remain the main victims of these 
waves of cyberattacks, as opposed to large 
companies which have invested heavily in their 
cybersecurity.

https://www.bfmtv.com/tech/les-cyberattaques-en-entreprise-ont-augmente-de-13-en-2021-selon-orange-cyberdefense_AD-202112090309.html
https://www.bfmtv.com/tech/les-cyberattaques-en-entreprise-ont-augmente-de-13-en-2021-selon-orange-cyberdefense_AD-202112090309.html
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As we noted in 2020 and 2021, this increase in cyberattacks is due to the increasing 
industrialisation of cybercrime groups and the structuring of the dark web, with 
hackers offering their services for a fee on specialist platforms. The dark web markets are 
believed to have generated a new record revenue in 2021, bringing in a total of $2.1 billion in 
cryptocurrencies (source: Chainanalysis, Crypto Crime Report). Approximately $300 million 
of this total was generated by fraud shops, which acted as intermediaries for the sale of stolen 
logins, credit cards and exploit kits, among other things. The latest SOR findings, which show 
that cyberattacker groups are highly structured and organised among themselves, should 
however be qualified. Cyberattacker groups are becoming increasingly nebulous and 
difficult to identify, despite the industrialisation of their process. This change is directly 
related to the ability of cybercrime groups to reuse or purchase the products of other active 
groups. For example, the code of the Egregor group’s malware, which was stopped in 2021 
thanks to the joint action of several national police forces in Europe, showed similarities to that 
of the now extinct Maze group. Reusing these attack tools is a way to preserve the financial and 
human resources of cybercrime groups. The nebulous nature of these groups makes it more 
difficult for an organisation to identify those responsible, which is sometimes necessary if legal 
action is to be taken.

Moreover, the change in the organisation of these cybercrime groups is not the only point that 
needs to be qualified compared to previous editions of the SOR. In 2020, we noted that the 
two main motivations for cybercriminals were financial and political. The main motivation for 
cyberattacks today is still financial, so the risk of large-scale, highly destructive attacks remains 
low. However, Cigref member organisations are increasingly concerned about Trojan horse 
attacks that can infect their information systems via software that seems legitimate, 
but may contain a malicious functionality. Guillaume Poupard, the former Managing 
Director of the ANSSI, warned of the potential cascade effects of these current cyberattack 
campaigns. These attacks were believed to be aiming to pre-position malware on several 
organisations which could be activated remotely, with a view to causing global political and 
economic destabilisation. However, it is difficult to know how far this cyber escalation could go. 
Organisations need to integrate this notion of destruction in the cyber domain, viewed through 
the prism of a geopolitical analysis, into their crisis management and business continuity 
scenarios. Organisations in critical sectors such as energy or telecommunications are more 
likely to be targeted by this type of attack.

CYBER RISKS AND 
GEOPOLITICAL CHALLENGES

https://go.chainalysis.com/rs/503-FAP-074/images/Crypto-Crime-Report-2022.pdf
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This increase in cyberattacks has led to the emergence of a new topic in 2022, one not 
really covered in the previous SORs: insurance. Faced with this increase in cyberattacks, 
organisations are looking for insurance. However, insurers are reluctant to cover this 
emerging risk. They either refuse to do so or increase premiums to prohibitive levels. 
According to a study by the Association for corporate risk and insurance management 
(Amrae), published in May, the amount of compensation paid out in France between 2019 
and 2020 almost trebled, from €73 million to €217 million. The inadequacy of IS security 
measures taken by organisations still prevents insurers from making attractive offers. 
Before achieving the compliance required by insurers, eight out of ten applications are 
not eligible for cyber insurance. In response to the difficulty insurers have in covering 
cyber risks, organisations are increasingly looking to place resilience at the heart of 
their IS projects. This change in decision-making criteria could have a real impact on 
future IT departments.

Some of the issues that emerged in 2020 are now genuine structural trends. We therefore 
observed the fragmentation of cyberspace. This phenomenon could accelerate given 
the conflict in Ukraine. In 2019, Russia adopted a law on the creation of a sovereign 
internet, called Runet. Since its adoption, this network has been tested and can be 
rolled out quickly, which could allow Russia to quickly shut down the internet in an 
emergency. This sovereign internet joins those of China, North Korea and Iran.

The conflict in Ukraine also has other implications for cyberspace. The use of cyberspace 
as a means of political pressure can now be seen as a major trend for organisations 
to take into account. The malicious actions of state players serve different purposes to 
those of ransomware groups, requiring different actions from organisations in the face 
of this risk. In 2021, an increase in espionage attacks was noted, some of which had been 
in place for several years. The increase in private companies specialising in this type 
of espionage is a sign of the industrialisation of the practice, the same as ransomware 
attacks. The Israeli company NSO, which was behind the Pegasus affair that broke out in 
the summer of 2021, sold smartphone hacking software to several states for several years, 
including Morocco, Mexico and Saudi Arabia, allowing these states to spy on political 
leaders, political opponents and journalists. At the end of 2021, Meta closed 1500 accounts 
connected to seven companies specialising in digital espionage (source: Le Temps). The 
Chinese government in particular uses this type of attack as part of global economic and 
industrial competition. Companies are therefore prime targets for this type of attack, 
which is more difficult to detect.

CYBER RISKS AND 
GEOPOLITICAL CHALLENGES

https://www.silicon.fr/dossiers/assurance-cyber-comment-reduire-la-prime
https://www.letemps.ch/economie/meta-chasse-cybermercenaires-facebook-instagram
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Finally, cyberattacks are increasingly being used in military operations 
and becoming an additional state weapon in armed conflicts or as 
a replacement for physical weapons. These hybrid conflicts are again 
illustrated by the current war between Ukraine and Russia. Even if cyberspace 
has been less under siege than expected since Russia’s invasion of Ukraine on 
24 February 2022, demonstrating for the time being the difficulty of conducting 
attacks simultaneously in the physical and virtual domains, states are urging 
caution from their companies. The United States claims, for example, to have 
intelligence on Russia’s desire to target the country with computer attacks 
(source: Le Monde, March 2022). However, the conflict between Ukraine and 
Russia is not a new phenomenon. Since 2014, the two countries have been in 
open opposition, and Russia has already carried out several cyberattacks against 
Ukraine, notably against its electricity infrastructure in 2015 or more recently 
in January and February 2022 against several government sites. Although 
still limited, these cyberattacks have since February accompanied the ground 
offensives on the Ukrainian border to destabilise the government. Russian 
President Vladimir Putin also reiterated that he would not hesitate to respond 
to European sanctions with asymmetric attacks. The ANSSI has therefore also 
recommended that French companies strengthen their cybersecurity resources. 
This desire to destabilise a state also involves information warfare, in other 
words the publication of fake news online with a view to cognitive warfare, 
aiming to “destabilise minds”. The war on social networks between Ukraine 
and Russia is indeed virulent, even if Ukraine seems to date to have gained the 
upper hand in terms of communication and positive propaganda, with Russia 
for the time being preferring a censorship approach. This growing potential 
for foreign interference in the political and public life of countries could have 
major repercussions in an electoral context, which raises questions about the 
future of our digitalised democracies.

This diversification of threats and cyberattacks increases the need for cyber 
skills within organisations. In 2020 we reported on this growing need, which 
is now a real concern for French organisations. In 2021, 45% of companies 
indicated that they were struggling to fill open positions in this discipline. 
There are currently 5,000 vacancies in this field in France (source: PwC). 

https://www.lemonde.fr/pixels/article/2022/03/22/guerre-en-ukraine-les-etats-unis-anticipent-une-recrudescence-des-cyberattaques_6118616_4408996.html
https://www.pwc.fr/fr/decryptages/securite/la-cybersecurite-fait-face-a-une-penurie-de-talents-constante.html
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52.                  

Faced with these different trends, both strong 
and emerging, which have been reinforced in 
recent years, the ability to bring into existence 
an international law of cyberspace remains 
a major uncertainty. The European Union is 
setting the tone in terms of regulation, and the 
French presidency of the Union in 2022 will 
make digital technology one of Europe’s main 
objectives. Digital technology is one of the three 
priorities of the French presidency, between 
content regulation, market rebalancing and 
investment in European players. However, the 
security aspect remains poorly addressed and there 
is a lack of investment in formulating a concerted 
digital security policy, beyond the NIS2 directive, 
which imposes common cybersecurity rules on 
organisations in the European Union. Although 
adopted in 2022, it will not become law in the 
Member States until 2024. Organisations will 
therefore have to wait and endeavour to protect 
their IS individually until then. The lack of a cyber 
culture in civil society may also explain this lack of 
consideration for digital security in public policies. 
However, as the Ukrainian conflict has led to strong 
media coverage of the use of cyber weapons in the 
political arena, this could increase the collective 
awareness of cyber risks. There is still a long way 
to go though, and companies have an important 
role to play by raising awareness internally and 
training employees.

In comparison with the two previous reports, 
new uncertainties have emerged. The prospect 
of a global internet outage resulting from 
malicious actions on submarine and satellite 
infrastructures should be considered so that 
companies can prepare for it and incorporate it into 
their resilience scenarios. Control of the European 
submarine cables used to transport the continent’s 
telecommunications is an issue of independence 
that is becoming increasingly important due to 
foreign attacks on this type of infrastructure. For 
example, cables located near Norway were damaged 
in an attack attributed to Russia in late 2021 (source: 
Norwegian Institute of Marine Research). To defend 
itself against this type of attack, France is now 
investing in underwater drones. The development 
of low-orbit satellites for telecommunications 
transmission could also provide an alternative to 
these terrestrial infrastructures. However, their use 
is still insignificant today, as 99% of internet traffic 
is carried via cables. The leaders in the satellite 

market are Amazon with its Kuiper project and 
Tesla with Starlink. The two companies are relying 
on satellites 550 kilometres above the Earth to 
bring the internet to places where 5G and optical 
fibre will not reach. However, in comparison with 
terrestrial technologies, these infrastructures 
do not offer the same speed and latency, and are 
often more expensive for consumers. In addition to 
covering territories without the internet, satellites 
meet the specific needs of professional customers 
(navy, defence, offshore oil platforms, etc.) and 
the future needs of the Internet of Things. These 
infrastructures are also beginning to suffer from 
malicious attacks. For example, the American 
company Viasat, which has been operating the 
Ka-Sat satellite since April 2021, announced on 28 
February 2022 that it had suffered a partial failure 
that could be the result of a cyberattack. During 
this failure, some ten thousand internet users were 
left without a connection.

https://www.opex360.com/2022/01/10/un-cable-sous-marin-de-communication-norvegien-a-ete-endommage/
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CYBER RISKS AND 
GEOPOLITICAL CHALLENGES

The role of the African continent in global digital issues is another increasingly 
uncertain element that has gone relatively unexamined in previous SORs. Africa has long 
been considered a promised land for digital players, both as a talent pool and as an area 
of opportunity. Today, the issues mainly relate to infrastructure, as can be seen from the 
investments made by the main international players. The submarine cables built by Google 
and Amazon around Africa offer an infrastructure on which the continent will depend for 
years to come. Elsewhere, Huawei is expanding strongly in Southern Africa and competing 
with Orange. These two players are sharing roles for the 5G infrastructure and AI. This 
approach of sharing territories is likely to continue for several years. If they want a foothold 
in digital Africa, European players must first focus on the infrastructure. For example, 
Orange is the most established European player on the continent, with the telecoms operator 
currently present in 18 countries. However, China is investing massively in the continent and 
has been the leading investor ahead of the United States, France and Turkey for the past 10 
years, according to a Swiss-African Business report. Last year, according to the director of the 
Centre for Chinese Studies at the University of Dar es Salaam, Chinese direct investment in 
Africa amounted to $50 billion, a hundred times more than in the year 2000.

More generally, the evolution of China’s presence and role in cyberspace since the 
health crisis is a source of concern for many companies in the sector. Is China going 
backwards on the digital stage? An annual report by the European Union Chamber of 
Commerce in China wonders about the signals that would seem to indicate that the country 
is isolating itself. The report wonders whether China, in seeking to reduce its dependence 
on the rest of the world, may be turning the page on the policies of reform and opening up 
initiated forty years ago. One of the indices particularly highlighted by this report is that 
the number of foreign inhabitants in Shanghai, the country’s economic capital, has fallen 
by 28% in 10 years. The closure of the borders during the health crisis only accentuated 
this development. However, the conclusions of this report must be qualified. China has a 
medium-term plan defined in 2015, the Made in China 2025 plan, with two complementary 
components. The first is to focus on internal matters, to achieve a form of self-sufficiency. 
The second, which would come later, involves repeating the tactic of investing abroad to 
acquire new strategic technologies, and the international deployment of Chinese companies, 
focusing in particular on the countries concerned by the “Silk Road Economic Belt”. China 
may not really intend to withdraw permanently, but still suffering from the repercussions of 
the health crisis, it may slow down its long-term ambitions, if only for a while. The evolution 
of China on the international scene will therefore have to be studied by companies internally 
as part of strategic and forward-looking work, whether in terms of threats or opportunities.

https://www.tresor.economie.gouv.fr/Articles/2015/06/05/le-plan-made-in-china-2025
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Finally, three wild cards were detailed in the SOR 
2020. The probability of two of them occurring has 
increased.

The wild card regarding the risk of a major, 
systemic security flaw being exploited in a widely 
used system or application has been strengthened 
by the crisis that occurred following the discovery of 
vulnerabilities in Apache Log4J in December 2021. 
Log4J is a logging library marketed by Apache and 
used by millions of Java applications, found in the 
information systems of many companies around 
the world. These vulnerabilities therefore led to a 
crisis, highlighting the lack of quality standards on 
software offered in companies and more widely the 
lack of CE certification for consumers. Although 
these vulnerabilities were not critically exploited by 
hackers, they required the mobilisation of corporate 
security teams for several weeks. This example is 
only the tip of the iceberg since, in 2021, the ANSSI 
published through the CERT-FR 991 notices and 
22 alerts concerning vulnerabilities in the products 
monitored by the agency (source: ANSSI).

https://www.cert.ssi.gouv.fr/uploads/ANSSI_top-10-edition-2022_NP_v1.0.4.pdf
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The second wild card that has become more likely to occur in 2022 is the collapse of the 
financial system as a result of a large-scale cyberattack. In its report on the assessment 
of risks to the financial system, published on 28 June 2021, the Bank of France devotes an 
entire section to the risks associated with cyberattacks. The health crisis has accelerated the 
financial sector’s exposure to cyber risks through a massive and rapid shift in financial activities 
to teleworking and remote service delivery, the institution notes. The central bank of New 
Zealand was the victim of a cyberattack in January 2021. Fortunately the attack had no major 
consequences as it was quickly detected and controlled. However, sensitive data was stolen. 
Since this is becoming a major risk for states, a simulation of a cyberattack on the financial 
system was organised between 10 countries, including the United States, England, Germany 
and Italy, between 9 and 19 December 2021 at the Israeli Ministry of Finance. France did not 
participate in this initiative.

However, no event during the past year has allowed us to consolidate the third wild card 
proposed in previous reports: the possible collapse of the Great Firewall of China.

CYBER RISKS AND 
GEOPOLITICAL CHALLENGES

https://www.usine-digitale.fr/article/les-cyberattaques-peuvent-affecter-la-stabilite-du-systeme-financier-alerte-la-banque-de-france.N1114744
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“Two major international developments at the beginning of the 21st century - the 
globalisation of trade and terrorism - have been enabled by the unprecedented 
spread of digital technology. In the current decade, the combination of various 
systemic crises (environmental, pandemic, financial instability), along with the 
return of conventional warfare in Europe, places the Old Continent in a very 
delicate position. The main challenge lies in its ability to navigate in the era of 
technological, ecological and geopolitical acceleration that we are experiencing.”

EUROPE
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When it comes to digital technology, the eagerness 
of some European decision-makers to achieve
“sovereignty”, or even “strategic autonomy”, is 
often coupled with the rhetoric of backwardness, 
which serves to justify Europe’s inability to move 
away from a form of technological subservience to 
the United States and China.

However, the subject of digital sovereignty is also 
evolving. Ten years ago, debates often boiled down 
to answering the question
“Who controls the Internet?”. What we are 
witnessing now is both an increase in complexity 
and an extension of the traditional digital field 
(the internet infrastructure, the web) and we must 
therefore broaden our focus to include critical 
technologies (artificial intelligence, 5G, quantum 
computing), the supply of critical components, 
the control of sensitive algorithms, etc. This 
extension will continue into the next decade, with 
implications that are difficult to define.

Against a backdrop of “digital brutalisation” of 
international life, the EU has until now stood out 
in its capacity as a regulatory superpower, better 
known as the “Brussels effect”. This preference 
for acting through standards on the international 
scene is not a new feature of EU policy. Its 
successes in the area of personal data protection 
and its repeated ambitions in the spheres of 
e-commerce or AI are in line with this approach. 
However, maintaining a normative influence 
means retaining or even increasing its capacity, 
which the United States, and especially China, are 
already doing.
 

Another original aspect of the European digital 
model will be tested before the next decade - the 
outline of a “third way”. This sits somewhere 
between the Californian and Chinese models, 
in other words between a deregulated vision of 
digital technology leading to a corruption of 
capitalism and an approach based on uninhibited 
techno-statism in terms of mass surveillance. 
This insufficiently defined middle way focuses 
primarily on the defence of European values. 
In other words Europe should, with regard to 
the “attention economy” and “social rating”, 
propose an alternative path based on respect for 
fundamental freedoms.

However, the EU’s own approach can be criticised: 
the agreement on the specific nature of Europe 
in terms of ethics and its diplomatic exploitation 
would only be a screen to hide the absence of a 
genuine consensus between Member States on the 
industrial, investment and training policy to be 
adopted. Exemplified by AI, the European digital 
third way is struggling to take shape in the face 
of the United States and China, which promote 
a technical conception of politics and see AI as a 
means of defending their geopolitical interests 
while containing the insurrectionary temptations 
running through their societies.

Deciding whether the EU should base its digital 
strategy on morality alone will become a fault line 
in the balance of power among its Member States. 
At the same time, the context of the political war 
waged against the EU by Russia is encouraging 
a “return of values”, including in the digital 
field, which will accelerate the technological 
regionalisation approaches.

By Julien NOCETTI 
Associate researcher at GEODE and the French Institute of International 
Relations, and professor at the Saint-Cyr Military Academy
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As anticipated in the SOR 2020 and 
2021, the dependence of European 
companies on their digital service 
providers has not been reduced in 2022 
despite the regulatory developments 
implemented at EU level. However, the 
oligopoly enjoyed by the digital giants 
is under attack in the United States and 
China. The possibility of these giants 
collapsing remains remote, but we have 
explored this hypothesis in particular 
for this new report.
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Digital services are still in the hands of a small number of players. This oligopoly is being 
reinforced by the digital giants’ acquisition of a large number of small companies. For 
example, according to Dealabs data, in 2021 Google purchased 120 companies, Microsoft acquired 
56, and Amazon 29. The total value of these mergers and acquisitions set new records. For Google, 
it is $22 billion, an all-time high. Microsoft reached $25.7 billion, a figure that includes the $19 
billion spent on the acquisition of the intelligent voice solution Nuance. Microsoft’s acquisition 
of Activision Blizzard for $70 billion in January 2022 comfortably beats the record set by the 
$26 billion takeover of LinkedIn in 2016. This takeover risks placing Microsoft’s video game 
company in a dominant position in the video game industry. However, all of these acquisitions 
for astronomical amounts often eclipse the digital giants taking over a large number of small 
companies. The problem is that behind these small acquisitions, which go unnoticed because they 
are not investigated by the US Competition Authority, it is often teams of engineers and patents 
that fall into their hands. Furthermore, the other issue of this takeover practice involves “killer” 
acquisitions. Between 2015 and 2017, 60% of the products and services of companies bought out by 
GAFAM ceased to be offered for sale under their original name (source: Maddyness). The purpose 
of these killer acquisitions is to prevent the emergence of competing and disruptive services in the 
market. Thanks to their purchasing power, these giants maintain their dominance in the digital 
services market. In addition, the customers of these acquired companies are in a weak position 
when it comes to negotiating their contracts. The suppliers can then impose contractual clauses 
against them or charge them prohibitive prices.
 

Indeed, contractual relations between customers and suppliers are becoming increasingly 
strained. In 2020, we already observed that contractual clauses favoured suppliers. Since then, 
the costs of conversion to the cloud have made companies dependent on these dominant players. 
Today, we can consider that 40% of the workload has been migrated to the cloud (source: CIO 
online). This migration to the cloud is mainly seen in terms of the reduction in costs. The 
development opportunities associated with this migration are not therefore considered. The 
reallocation of budgets towards modernisation of the IS has not yet taken place, as projects are 
focused on migration infrastructures. Companies therefore run the risk of allowing dependence 
on large foreign suppliers offering new value-added services to become entrenched, or even to get 
worse. Some companies are already using the concept of “cloud stickiness” to assess the degree of 
dependence on a player due to the deployment of their cloud solution. The resilience of companies 
in relation to their suppliers must therefore be strengthened, particularly in terms of controlling 
their dependence. In 2021, the invalidation of the Privacy Shield put companies in a position 
difficult to maintain in the long term, preventing the transfer of data to the United States. In 2022, 
they are starting to note the consequences. For example, the CNIL notified companies that they 
should no longer use the Google Analytics services since the use of this service resulted in data 
being transferred to the United States.

DIGITAL PROVIDERS  
AND SERVICES

https://www.maddyness.com/2022/01/27/gafam-comment-limiter-les-acquisitions-tueuses-de-startups/
https://www.cio-online.com/actualites/lire-la-migration-de-charges-avancees-vers-le-cloud-s-accelere-13344.html
https://www.cio-online.com/actualites/lire-la-migration-de-charges-avancees-vers-le-cloud-s-accelere-13344.html
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The hegemony of the digital giants is also maintained thanks to their strong 
lobbying capacity. For example, the Gaia-X association, whose objective is to design 
an infrastructure and architecture framework for the controlled and secure circulation 
of data, counts the digital giants among its members. And yet, as they do not have 
their international headquarters in Europe, they know that they will not have access 
to the board of the Gaia-X association. This European project is now in full swing with 
several publications to its credit, including the “Labelling Gaia-X criteria” document 
in April 2022, which aims to qualify bundles within Gaia-X in one of 3 levels. This 
publication addresses the needs of data producers and users of digital services for trust 
and security. Level 1, called label 1, ensures the transparency and security level 1 of the 
ENISA certification scheme. Label 3 requires immunity from the extraterritorial laws 
of non-EU countries, a level 3 cyber security level and control over the dependence on 
large suppliers. In addition, the operational phase of the works to create data spaces is 
gathering pace. Despite the negative press surrounding Gaia-X, this project is today the 
only opportunity to respond to the needs of users and data producers to store, share 
and enhance their data with AI, calculation and analysis tools in a secure and trusted 
space. In parallel to this project, companies and public organisations are looking for 
trusted cloud solutions to reduce their exposure to geopolitical and legal risks, and to 
interference and economic intelligence activities. They agree that between 15 and 35% of 
their data (source: study by Cigref ’s “Trusted Cloud” working group) cannot be migrated 
to the public cloud. The figure varies greatly depending on their activity sector. This 
explains their need for a trusted cloud. To meet this need, Europe is launching calls for 
projects with the European Cloud Alliance to develop a trusted cloud. Europe’s idea is to 
bring cloud operators together to represent a larger share of the cloud offer in Europe. 
Public orders will help to raise the level of the offer if Europe commits to this, as the 
American government did with AWS.

However, there are several more immediate solutions available to companies to reduce 
their dependence. In 2020 we observed that companies were trying to reduce the 
digital footprint of large suppliers in their information systems by using open-
source alternatives. This growth in the use of open-source software has continued, 
in part due to the improved image of such software within companies. According to a 
survey conducted by Red Hat and published at the beginning of 2022, 79% of European 
IT managers surveyed have a more positive perception of open source software than 
they did a year previously. This positive perception of open source software is, however, 
qualified by the fact that companies still prefer large software suppliers, especially as 
they facilitate risk management.

DIGITAL PROVIDERS  
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https://www.itforbusiness.fr/lopen-source-simpose-de-plus-en-plus-en-entreprise-voici-pourquoi-47386
https://www.itforbusiness.fr/lopen-source-simpose-de-plus-en-plus-en-entreprise-voici-pourquoi-47386
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In order to reduce dependence and provide European cloud offers, a new 
hybridisation practice consists of establishing partnerships between 
large French companies and digital giants, each contributing a 
technological component. To avoid being subject to US extraterritorial laws, 
local partnerships have been agreed between Microsoft, Capgemini and Orange 
on the one hand, and Google and Thales on the other (sources: Les Echos, May 
2021, Le Monde, October 2021). It may seem a surprising decision to continue 
to partner these US players despite widespread awareness of the problems of 
dependence on oligopolistic players. These solutions nevertheless appear to be 
transitions towards purely European solutions. If these partnerships are to be 
beneficial to French players, care must be taken with the risk of becoming a 
vassal to US partners, and to ensure skills are passed on to local teams. These 
new hybrid offers are also a sign of the emergence of new business models, as 
they modify the relationship between customer and supplier, which becomes 
both commercial and partnership-based. This development further increases 
the dependence between the two players. On the other hand, some purely 
French offers are emerging to meet specific needs, such as the alliance between 
Dassault Systèmes and Atos to offer a sovereign cloud platform for 3D design.

Digital sovereignty goes beyond the proposal for a European sovereign cloud. This 
topic was at the heart of the 2022 presidential campaign. During the candidates’ 
pitch, an event organised by the “Digital convergences 2022” programmatic 
platform, all the candidates put forward proposals to increase France’s digital 
sovereignty. This is primarily a financial issue: budgets must be increased to 
increase digital sovereignty in France and Europe. The European Chips Act 
proposes a €50 billion investment plan to make Europe a world leader in the 
production of semiconductors. Europe has a limited financial capacity but can 
also count on foreign investment. For example, according to a Business France 
report, France remained an attractive proposition for investors in 2020, despite 
the health situation. Foreign investment therefore fell by only 17%, compared 
to 33% worldwide. Europe’s challenge is therefore reindustrialisation, in other 
words the capacity to deploy factories where the production costs absorb the 
logistical costs associated with the globalisation of trade flows.

https://www.lesechos.fr/tech-medias/hightech/capgemini-et-orange-sallient-avec-microsoft-pour-creer-une-societe-de-cloud-1318514
https://www.lemonde.fr/economie/article/2021/10/06/google-et-thales-s-allient-dans-le-cloud-de-confiance_6097303_3234.html
https://www.businessfrance.fr/decouvrir-la-france-actualite-bilan-2020-des-investissements-internationaux-en-france
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Alongside these developments, some emerging 
trends noted as early as 2020 appear to be 
consolidated and are now becoming structural 
trends in the evolution of digital service providers. 
The platformisation of the economy is a trend 
confirmed year after year. The success of these 
platforms is based on their capacity to diversify 
their activities and retain their users. The success 
of this platformisation strategy means it is being 
rolled out in an increasing number of activity 
sectors. In the 2021 report, we noted that certain 
sectors of activity were in the process of reshaping 
with more widespread use of platformisation, 
particularly in the B2B sectors. Healthcare was 
one of the first sectors to begin this transition. 
This trend is growing and now includes other 
sectors such as tourism, with the Alentour 
platform promoting local tourism, and agri-food, 
with the NumAlim platform. This development 
tends to gradually eliminate the boundary 
between suppliers and customers. More and more 
companies are moving towards offering digital 
services, rather than technology. To accompany 
this transformation, companies’ internal budgets 
for software development are increasing.

In 2020, we also noted in our report the desire 
of France and the European Union to increase 
taxes for GAFAM. In 2021, the European 
Union has managed to implement more of its 
regulations, including the GDPR. The CNIL has 
fined Google and Meta several million euros 
for non-conformity in the collection of cookies, 
since these two companies do not allow users to 
eliminate the collection of these cookies on their 
sites. In addition, the €2.4 billion fine imposed 
on Google in 2017 by the European Commission 
for anti-competitive practices was confirmed in 
2021 by the EU court, rejecting Google’s appeal. 
The US company can still challenge this decision 
before the EU Court of Justice, but if the European 
Union succeeds in imposing sanctions on GAFAM, 
it is good news for companies that will be able to 
turn to the legislator to fight the consequences of 
their dependence. In the same vein, the Digital 
Market Act was agreed between the Council and 
the European Parliament in March 2022, so it will 
be implemented soon. This regulation, on which 
the European Commission has been working since 
2020, provides a legislative framework to regulate 
the practices of digital platforms and services and 
avoid unfair practices. The Commission’s aim is to 

regulate competition in digital markets through 
regulation that targets companies’ economic 
behaviour of a systemic nature, such as locking in 
their users.

This regulatory tightening is accompanied by 
the development of new bodies to deal with 
current and future digital challenges. For 
example, the French Regulatory Authority for 
Audiovisual and Digital Communication (Arcom) 
is the new regulatory body whose objectives 
include fighting piracy, protecting minors, 
fighting disinformation and hate speech online, 
following the adoption of the law of 25 October 
on the regulation and protection of access to 
cultural works in the digital age. Arcom has for the 
moment not taken any measures to combat online 
hate speech.

With this increasing structuring and harmonisation 
of regulations, one of the main uncertainties noted 
in 2020, which wondered about the possibility of 
dismantling the major digital players through 
regulation, is revived. The latest declarations 
of the US Competition Authority are consistent 
with this. Concerned about their growing power, 
the Federal Trade Commission (FTC) is effectively 
trying to break the monopoly of the major digital 
players by applying anti-trust laws. Until now, 
complaints filed against these giants did not receive 
a favourable response from the American justice 
system, but now this has changed. In January, a 
complaint filed by the FTC received a favourable 
verdict from the federal judiciary. The procedure 
could go as far as to dismantle Meta, if Mark 
Zuckerberg’s company fails to demonstrate that its 
takeover of numerous social networks, including 
WhatsApp and Instagram, does not involve anti-
competitive practices and abuse of a dominant 
position.
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The US government is not alone in wanting to control its giants. China is also trying 
to curb the rise of its digital mega-companies. Since 2020, the Chinese government 
has been imposing new laws on Chinese companies to prevent their independent 
international development, far removed from the interests of the Communist Party. The 
way in which it took back control of the Chinese e-commerce company Alibaba served 
as an example. In November 2020, the Chinese Communist Party cancelled the IPO 
of Ant Group, an Alibaba subsidiary dedicated to financial services. This was to be one 
of the largest IPOs for a Chinese company. Against this backdrop of tensions between 
the Chinese company and its government, Alibaba’s founder Jack Ma disappeared after 
criticising state-owned banks, only to reappear five months later. The company was 
fined €2.3 billion for abuse of a dominant position. By regaining control in this way, the 
Chinese government forces digital players to serve the state’s ambitions. More recently, in 
the Log4Shell flaw discovered by Alibaba, the government sanctioned the company for 
notifying Apache first, before the Chinese government. The country’s government bodies 
could have exploited such a flaw for espionage purposes.

However, control being regained over American and Chinese players, the prospect of 
these digital giants collapsing is still remote. But although the 2020 SOR reported that 
the collapse of the system of economic speculation that enables the financial investment 
essential to the growth of the digital giants was unlikely, a new event in 2022 raises 
questions once again. The 26% drop in Meta’s share price at the beginning of February 2022, 
the biggest monthly drop on the Nasdaq in two years, reveals the financial instability 
of these companies, which are subject to stock market prices and speculation. This 
drop is due to the loss of 4 million daily users of the former Facebook, a first for the 
application whose number of users had been constantly increasing since it was launched. 
Meta is not the only company to have seen its share price fall. The digital giants have lost 
$800 billion of capitalisation since the beginning of 2022 (source: Siècle Digital).

It is therefore crucial to follow all of these regulatory and financial developments in the 
coming months and years, since they could in time reshape the balance of power between 
suppliers and customers of digital services.

https://siecledigital.fr/2022/02/07/meta-bourse-26-facebook/
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Driven by the health crisis, which accelerated 
pre-existing trends, developed countries 
continue to see fundamental changes in work 
groups and in the relationship with work itself, 
for several reasons.
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On the one hand, a category of workers who have benefited from the increasing 
digitalisation of services, uses and work practices themselves is becoming increasingly 
clear. These are qualified professionals with skills that are in high demand, especially 
technological skills. As the main beneficiaries of the talent shortage in Europe, they claim 
increasingly high salaries, which inevitably affect companies’ profitability strategies. In the fields 
of cybersecurity, data, the cloud, artificial intelligence and, more broadly, the platformisation 
of services, there is a severe lack of know-how in the European Union. In addition, employers’ 
requirements are becoming more complex: the positions to be filled require a greater diversity 
of skills, particularly positions connected to technology solution providers, who have digital, 
legal and geopolitical issues to cover. Without change, this shortage of talent could worsen 
in France, which is already in a critical situation, particularly given the fact that the younger 
generation are slowly giving up studying maths.

Through an unavoidable mechanical effect, the price of these specific skills increases and 
correlates with the economic inflation affecting the energy and critical resources sector. This 
situation is amplified by the internationalisation of the digital market. Large companies 
are poaching the best talent directly from abroad. Meanwhile, the pools of employees located 
in emerging countries are shrinking as these professionals become aware of their bargaining 
leverage and in turn raise their salary demands. In November 2021, Aravati reported that IT 
salaries in mainland France were up by an average of 10.6% on 2020. Such developments can 
also lead to high tensions within the teams themselves, between qualified young recruits 
with high salary requirements and older employees. Faced with this scenario of talent shortages 
and rising salaries, companies are innovating in the recruitment of young employees by using 
social networks to attract new talent, in particular TikTok. However, the lack of highly qualified 
profiles also forces IT departments to deploy low code or no code options to allow less technical 
profiles to develop their own IT solutions. The long-term objective would be to deploy these 
tools within the business teams of companies under the supervision of the IT department, 
avoiding shadow IT as far as possible, in other words the deployment by business teams of IT 
tools that are beyond their control.

NEW WAYS OF WORKING AND 
EMPLOYEES’ COMMITMENT

https://www.lemondeinformatique.fr/actualites/lire-les-salaires-it-s-envolent-de-10-6-apres-la-pandemie-84898.html
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In addition, a growing number of individuals are looking for meaningful 
professional activity and to adjust their work-life balance. The influence of social 
networks on young employees’ perceptions of work is increasing. This can be 
seen in the “Quit my job” phenomenon on TikTok (where young Americans film 
themselves quitting), symptomatic of the more general phenomenon of the “great 
resignation” often seen in the United States. In 2021, more than 31 million American 
employees quit their jobs as a result of the health crisis, which exacerbated their 
uneasiness in the workplace. 40% of them had no other contract lined up when they 
took the plunge. In France, the number of resignations from permanent contracts 
was up by 10.4% in June 2021 and by 19.4% in July 2021 compared to the same periods 
in 2019. Early termination of fixed-term contracts was 25.8% higher than two years 
earlier (Dares, 2021). This phenomenon is also seen in companies in the IT services 
sector, which have seen a record-breaking wave of resignations (source: Les Echos, 
February 2022). While the employers interviewed assume that their employees quit 
because of burn-out or poor pay, the individuals actually report leaving their jobs as 
it no longer seems significant, and they do not feel valued. According to a survey by 
the Institut Montaigne, 42% of young people aged 18-24 choose their job based on 
things they are “passionate” about, the leading criterion ahead of salary. Goldman 
Sachs believes that this “anti-labour movement” could be a real groundswell 
of activity that could affect the economy in the future. For companies, this is a 
further bottleneck. Individuals losing interest in the traditional wage system, as it 
is still predominantly thought of today, is reversing the balance of power between 
employees and employers.

The mass implementation of teleworking during the health crisis has also led to 
lasting changes in how work is seen within companies. Generations joining the job 
market now will never have experienced a job working face-to-face at all times. The 
renegotiation of contracts to include teleworking shows that this model is becoming 
increasingly common, even in the most reluctant companies. Companies also report 
that their teams are finding it difficult to return to the office, despite encouragement 
from their managers. The beneficial effects of teleworking are now widely known: 
reduced travelling time, easier organisation, etc. However, the negative effects for 
companies and employees also need to be taken into account. In previous reports we 
have highlighted the negative psychological effects of teleworking on employees. 
In addition to these effects, it is difficult for companies to create a team spirit and a 
common culture among teams that are not in the office. Teleworking also prevents 
employees from setting clear boundaries for working time, a situation accentuated 
by the use of digital tools that mean they can be contacted at any time.

NEW WAYS OF WORKING AND 
EMPLOYEES’ COMMITMENT

https://www.lesechos.fr/tech-medias/hightech/capgemini-et-ses-concurrents-confrontes-a-une-vague-record-de-salaries-sur-le-depart-1388985
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The spread of teleworking also raises questions as to the future of business real 
estate, with the resale of unused offices impacting the real estate market in 
areas hitherto largely occupied by businesses, such as the district of La Défense. 
Companies are increasingly moving towards a flex office model, opening 
up modular spaces in which employees can move in and out as needed. 
Teleworking is also responsible for the success of co-working spaces that can be 
hired by companies for team meetings or by the employee themselves to work 
close to home. For example WeWork, which had been struggling financially 
for the past two years, announced revenues exceeding its estimates for the first 
quarter of 2022.

Faced with these upheavals, companies are having to improvise, looking for the 
best formula to retain their employees, particularly in the areas most affected 
by the talent shortage, but also to maintain a personal connection at a time of 
increasing digitalisation of work relations. Many are also tempted by the use 
of digital technology as a way to control employees. In November 2021, an 
OECD note stated that management jobs would be the most affected by the 
development of artificial intelligence, and that 63% of French companies had 
already adopted or wanted to adopt digital tools for the supervision of their 
employees in order to organise remote work (source: OECD, 2021). Others, 
however, encourage teams to organise themselves, including some IT 
departments that place the emphasis on soft skills rather than hard skills. 
Likewise, some are betting on future technological revolutions to guarantee the 
durability of a common corporate culture (through the metaverse, for example, 
see field 1). Others, on the contrary, want to place people and social relations at 
the heart of their model once more and are interested, in particular, in issues of 
inclusiveness.

In the medium term, organisations will certainly have to continue to rethink 
the format and identity of their work groups, but also consider new ways of 
operating, for example to integrate and manage individuals who do not wish to 
be retained. The possibility of combining several paid activities is one possible 
option for adapting to these changes. In the same vein, the concept of the 
four-day week is now being developed at several organisations that want to 
meet their employees’ work-life balance expectations. Spain launched a trial 
of this formula in the autumn of 2021 at two hundred organisations, with the 
aim of extending it to all national companies if it proves successful. Overall, 
companies may have to develop a flexible and hyper-customised approach to 
their employees.

https://www.oecd.org/fr/numerique/intelligence-artificielle/
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“Faced with the current economic, environmental, societal, political and legal 
challenges, the business leaders of tomorrow will be those who are able to draw 
on five interdependent strengths”.

FIVE STRENGTHS FOR THE 
LEADERS OF TOMORROW
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The first is the complete reinvention of the 
company. After a stage of resilience, the time 
has come now to step up efforts to ensure the 
sustainability of one’s business in the face of new 
contingencies. With a compressed transformation, 
managers can combine the optimisation of 
costs with the development of applications. The 
cloud, data and AI have thus become essential 
technologies that must be integrated at the 
heart of the company. Even though all European 
companies have migrated in recent years, only 
12% of them are exploiting the cloud to its full 
potential.

The second is the creation and engagement of 
talent. In the context of the “great resignation”, 
where talent is becoming more volatile, it is 
essential to reconsider the employee experience. 
The management need to focus on recruiting 
talent who, beyond their job skills, share a curiosity 
and belief that technology creates opportunities, 
because every company is a technological 
company. In my organisation, for example, 
intrapreneurship programmes are in place 
allowing our employees to develop prototypes 
that they will sometimes convert into start-ups, 
allowing them to flourish on a personal level. 
They have also been offered the option to work 
a 4-day week or choose when they wish to work 
from home, giving them more independence and 
a better work-life balance.

The third is sustainable development. Most 
companies have already set themselves social 
and environmental responsibility objectives to 
meet the new expectations of their employees, 
customers and partners, as well as new regulations. 
Technology is a wonderful tool to help meet these 
objectives, in particular decarbonisation and, 
more generally, the sustainable development 
goals (SDGs) set by the United Nations. Take for 
example the UV water filtration put in place by 

the 1001fontaines association, which I have the 
privilege of chairing. By facilitating sustainable 
access to clean water for vulnerable populations 
based on a social entrepreneurship model, 
1001fontaines’ impact extends to 9 of the SDGs.

The fourth is the metaverse (3D internet), 
which is accelerating the adoption of a range of 
technologies, including virtual reality, the digital 
twin, the blockchain, or “edge computing”. Having 
already revolutionised the way we live and work, 
the question is no longer whether to be there, 
but how to be there. Like the first websites, the 
pioneers of the metaverse will gain precious time 
to experiment and get ahead of their competitors. 
Some leaders have already taken the plunge for 
different uses, such as Mars, Disney, BMW and 
Nike.

Finally, there is the technological revolution 
continuum. The technology of science - 
space, food tech and others - are all innovative 
technologies that will impact company activity. 
For the time being there is no need to have clear 
ideas about all of them, but it is necessary to be 
able to at least judge their potential, whether 
alone or within an ecosystem of partners. Creating 
an environment in which people can dare to 
innovate and let their imagination run wild is, in 
my opinion, THE key to all the possibilities. I will 
conclude by quoting Mark Twain: “They did not 
know it was impossible so they did it”.

By Yves BERNAERT
Accenture Technology Europe CEO
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Globalisation 
regulated by 
geopolitical 
balances
p.78

Towards a European 
power in a world of 
regions
p.82

An all-conquering 
China in a  
bipolar world
p.86

Far West, digital 
colonies and cartels
p.90
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These scenarios are therefore models of possible worlds, coherently bringing together the 
elements gathered via the foresight watch presented in the transformation fields. Other 
trajectories could, of course, be mapped out. It is also conceivable that these scenarios could 
coexist or overlap over the next fifteen years. This is particularly true at European level, where 
several different trajectories appear possible. The most extreme scenarios within the 10-15-
year timeframe would be a strengthening of the European Union as it unites around shared 
technology policies, principles and capabilities; or alternatively, its gradual dissolution. For 
each of these scenarios, a number of strongly contrasting typical trajectories have been chosen, 
involving no prior assumptions about the European Union’s future. Instead, they seek to 
illustrate the crossroads at which the EU stands today, confronted with key political, economic 
and legislative choices concerning its future. The decisions taken by Member States over the 
coming decade will have serious repercussions on the face of Europe by 2030-2035. However, 
we do not exclude the possibility of a “halfway house” trajectory for 2030-2035, which would be 
a combination of the contrasting narratives presented here.

In the light of the events of 2021-2022, the four prospective scenarios envisaged twelve months 
ago appear particularly robust. They have been updated using a matrix, allowing the trajectories 
they depict to be crossed with the most recent developments. They have also been subjected 
to further critical scrutiny by Cigref members and experts to test their coherence. They show 
a wide range of possible futures, given the many uncertainties currently facing organisations. 
The aim of this part is therefore firstly to list these uncertainties, then to update and reassess 
the likelihood of the scenarios, in order to provide readers with keys to reading the most recent 
events and to offer some strategic thoughts on this basis to Cigref members, set out in the third 
and final section of this report.

The scenarios presented here are an updated summary of those developed more extensively in 
the Strategic Orientation Report published in 2021, which is freely available online.

Following on from the foresight watch, the Strategic Orientation Report published 
in 2021 proposed four digital future scenarios for the 2030-2035 timeframe.

These scenarios were produced using the so-called morphological analysis method, 
which involves:

• identifying the key variables for the subject under study; in this case, worldwide 
and European political and economic power relations and their impact on digital 
technology in the 2030-2035 timeframe;

• building forecast assumptions for each of these variables in order to cover the 
range of possibilities;

• combining these assumptions to construct plausible contrasting scenarios for 
the 2030-2035 period.

OBJECTIVES AND AMBITIONS

https://www.cigref.fr/cigrefs-strategic-orientation-report-2021-digital-futures-which-pathways
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NEW UNCERTAINTIES  
HAVE EMERGED

It is difficult to reflect on possible digital worlds, and therefore obviously on the 
international balance of power, without mentioning the war unleashed by Russia in 
Ukraine in February 2022. This conflict, the outcome of which is still uncertain, could 
nevertheless profoundly reshuffle the geopolitical and geo-economic cards for the 
next ten years. Among the many points requiring attention are the following:

Russia’s uncertain future. The country has certainly put ideology back at the heart of 
international relations, at the expense of all economic rationality, thus catching Europe off 
guard. Nevertheless, Russia is facing heavy international sanctions on its economy and is 
fighting a war that appears to be beyond its human and material means. For example, between 
January and April 2022, Russia had a trade surplus of $95 billion thanks to higher wheat and 
energy prices, but saw its currency plunge by 16% in May 2022 (source: Les Échos, May 2022).

The strategic implications of this war for the European Union. While on the one hand the 
EU has shown its ability to stand together and make rapid progress on many issues that were 
previously bogged down (on questions of European defence, autonomy), on the other hand, 
it remains dependent on Russia (in particular for energy), on the Americans (to guarantee 
its security in the medium term) and also on China (52% dependent in terms of imports of 
strategic products, data from the European Commission, 2021). This situation does not affect all 
Member States equally, however, which leads to tensions within the Union.

China’s cautious role in this conflict. China appears to be seeking to protect its diplomatic 
and economic relations with all of its partners, but is watching the war closely since it is itself 
embroiled in a territorial dispute with the island of Taiwan, which it may decide to attack. 
At the end of May 2022, the US President stated with great clarity for the first time in half a 
century that the United States would be prepared to go to war to defend the island’s sovereignty 
if necessary. This statement served to exacerbate tensions with China. As a result, China has 
repeatedly reiterated its diplomatic support for Russia.

The firmest international positions of the United States. The US could also take advantage 
of this conflict, notably to reassert its influence in Europe thanks to the weakening of Russia’s 
power. They see the consolidation of NATO with the historic request from Finland and Sweden 
to join, when not long ago the alliance was considered “brain dead”. The Americans could 
also benefit from increased European demand for raw materials (cereals, gas). The positions 
of US officials on the Ukraine situation, as well as on Taiwan, are increasingly clear-cut and 
committed. Is this the end of America First and the return of the US military power to the 
international stage? In the short to medium term, the midterms and the presidential election 
of 2024 could change the situation, if the forces in favour of a retreat into nationalism were to 
regain the upper hand.

https://www.lesechos.fr/finance-marches/marches-financiers/le-rouble-la-devise-forte-dune-russie-assiegee-1408839
https://commission.europa.eu/documents_en
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The cascading consequences of war on supply chains, international geo-economic balances 
and therefore on the stability of certain industries, as well as certain countries or regions. 
Wheat shortages and rising energy prices could have unprecedented and long-term repercussions 
in certain areas of the Middle East (Lebanon, etc.), the Mediterranean Basin (Egypt, etc.), the Sahelian 
strip and Latin America, which are highly dependent on Ukraine and Russia. Keep in mind that 
the Arab Spring social and revolutionary movement, which began in 2010 and lasted until 2012 in 
several North African countries, was caused among other factors by the rise in food prices linked to 
the halt in Russian exports due to a heatwave. Such destabilising situations may also be observed in 
the digital sector, where infrastructures (networks, storage centres) are becoming genuine strategic 
assets. This can be seen in the alarming movement of Russian troops over transatlantic internet 
cables. The raw materials essential for certain digital components are already threatened by 
shortages, and may come under even greater threat in the future. The semi-conductor industry, for 
example, is highly dependent on purified neon, which comes primarily from Ukraine. According to 
the World Bank, metal prices are expected to rise by 20% in 2022 and remain consistently high until 
at least 2024, regardless of how the conflict evolves. Lastly, this war could contribute to a worsening 
of cyber confrontations.

The uncertain resolution of the conflict itself and its consequences for international 
multilateralism. Could this war contribute to a global awareness of the importance of updating 
mechanisms to prevent and resolve conflicts?
Or on the contrary, will it contribute to an ever-deepening rift between large and increasingly 
antagonistic regional blocs?

In addition to these uncertainties specifically relating to the Russia-Ukraine war, there are other 
questions to be asked over the next fifteen years. These should be recalled here since they contribute 
to the unstable environment in which organisations must operate. They include:

The future of China is in question, after two years of a health crisis that have seen the country 
withdraw into itself significantly, with an inconsistent economic recovery (albeit spectacular from 
the end of 2020) and the halting of several major international projects. In the medium term, China 
is also likely to face increasingly difficult challenges that could weaken it on the international stage: 
a labour shortage linked to the decline in its working population, which is likely to worsen as the 
government fails to reverse the demographic collapse generated by decades of one-child policies, 
and a climate and environmental crisis, with potential major economic and political repercussions.

The weight and role played by a number of what are currently considered intermediate 
powers in international relations could be required to change significantly: demographic and 
economic growth in India, and more generally in South-East Asia, could for example contribute to 
a shift in the global balance of power.

The future of digital mega-projects, promoted in particular by very large American companies, 
raises questions in a context marked by tensions over raw materials, shortages of certain critical 
components and, more generally, the environmental and economic crises, which are forcing us to 
rethink our collective investment priorities. The digital giants are obviously not about to disappear 
from the political and economic landscape. But if quantum computing, artificial intelligence and 
even the metaverse are set to grow in importance in the years to come, knowing for whom and 
under what conditions these technologies will be developed remains open for debate.

https://www.worldbank.org/en/news/press-release/2022/04/26/food-and-energy-price-shocks-from-ukraine-war
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In 2035, the COVID-19 pandemic, but above all the war 
between Russia and Ukraine, served as a trigger for states 
and their populations in their approach to major global 
issues. After a few very eventful years, marked in particular 
by this intense crisis on Europe’s doorstep, which came close 
to a generalised armed conflict, countries managed to put in 
place new binding regulatory instruments similar to those 
developed at the end of the Second World War. International 
institutions emerge renewed and strengthened. The 
norms and treaties agreed here relate to health and the 
environment, of course, but also to economic, military and 
cyber issues. They strengthen the Paris Agreements with an 
integrated approach to human, animal and environmental 
health, strictly control arms proliferation, initiate an 
international cyberspace community and promote the 
resumption of trade. In this context, tensions between 
China and the United States persist but are limited thanks 
to their numerous interdependencies and are expressed 
rather through power plays and soft power. Strengthened 
by the unanimous reaction of the Member States to the 
Russian intervention in 2022, the European Union takes 
advantage of this increasingly beneficial international 
context. It gradually asserts its leadership and sovereignty, 
while maintaining close ties with Asia (especially China) 
and the United States, aware of the need to strike the right 
balance between these geopolitical giants and their digital 
giants in order to ensure its relative independence.
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Today, this scenario seems to have been strengthened, among other things, by the weight 
of geo-economic issues in the balance of power, clearly evident in the light of the war between 
Ukraine and Russia. China, for example, chooses to adopt a cautious stance towards the Russian 
intervention in order to protect its own economic interests first. Similarly, Europeans and their 
companies are increasingly in favour of a rapid resolution of the conflict. The sanctions against 
Russia are part of an approach to international relations based on economic power relations. If 
the crisis in Ukraine were to last, or even worsen, it could also be the source of an international 
push to consolidate the institutions that help to maintain global stability.

Furthermore, the health crisis and the war in Ukraine have both shown the capacity of 
countries (particularly within the EU) and civil society to actively respond to collective threats, 
but also to show solidarity, as illustrated for example by the systems implemented to welcome 
Ukrainian refugees. In this sense, information and communication technologies have largely 
made it possible to foster exchanges between political authorities and scientists, but also 
between associations and citizens, and to share the knowledge and the resources available to 
face common dangers.

This scenario loses plausibility, however, since at the time of writing the reality of war on 
the doorstep of the European Union is currently indicative of the failure of the major powers to 
regulate and contain conflicts. It also shows that beyond economic rationality, there are always 
ideological readings of the world, which are the real driving force for some players. Moreover, 
the consequences of the war are likely to be critical in terms of the recovery of the global 
economy and access to energy and strategic resources on an international scale, with profound 
changes to be anticipated in the value chains. This is in addition to the latent consequences of 
the pandemic, notably in terms of increased insecurity and inequality, and to the current and 
future effects of global warming. The next 10-15 years therefore seem to be leading us towards 
growing instability, conducive to numerous confrontations or conflicts, including underlying 
ones, with the arrival of new forms of cyber warfare that are more up-to-date than ever and an 
ever greater hybridisation of the civilian and military worlds.

GLOBALISATION REGULATED BY 
GEOPOLITICAL BALANCES
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In 2035, the repercussions of the health crisis, the disparate 
effects of global warming on a local scale, but also the 
profound divergences between states revealed by the 
war in Ukraine, have contributed to a regionalisation of 
the balance of power and economic relations between 
countries. This fragmentation is expressed in the policies, 
standards and economic situation of the regional areas 
produced as a result. It is also accompanied by a gradual 
dissolution of the major international organisations. 
Unable to find common ground, the large states focus on 
their own sovereignty and autonomy, with an approach 
of every man for himself. Value and supply chains are 
restructured on smaller scales. International mobility is 
permanently hampered. This trend towards regionalisation 
is also reflected in the digital sector, which is organised 
and regulated differently depending on the regional area. 
In this trajectory, the European Union, rocked by the 2022 
conflict on its borders, has taken decisive action to assert 
its independence. Member States have pursued and 
developed their strategies for the pooling of resources, 
reindustrialisation and strategic autonomy, including in 
the digital domain. They also initiated and financed a 
European defence policy, against both physical and cyber 
threats. Europe is therefore gradually establishing itself as a 
political power in its own right. But in this scenario, tensions 
are high and continuous between regional areas due to 
successive environmental and even political crises, in the 
absence of coordinated international approaches to these 
global issues.
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In light of recent events, this scenario appears to have been strengthened considerably. 
The years 2021-2022 have indeed largely been marked by a desynchronised approach to COVID-19 
pandemic management policies. Despite the promises of the richest states, vaccination rates 
for example continue to vary considerably across countries, except in Europe where the 
situation is relatively consistent. This disparity between the world’s regions is accompanied 
by situations of economic and social insecurity that vary greatly from one country to another, 
with Africa, South America and part of the Middle East considerably weakened by the health 
crisis. This health crisis has also had a lasting effect on global supply chains, leading to long-
term shortages, as shown for example by the semiconductor crisis. At the same time, several 
states have confirmed their policy of reindustrialisation and therefore autonomy, in particular 
China, which has turned firmly towards its domestic market, but also the United States and 
Europe. Similarly, several states are reorganising their priorities and have withdrawn from 
certain territories, contributing to the regionalisation of problems that remain unresolved 
(Afghanistan, Mali, etc.). This already unstable situation is compounded by the war in Ukraine 
and its major repercussions, which also vary depending on the region and the population. The 
Russian intervention unfortunately confirms the hypothesis put forward in 2021 that certain 
powers could take advantage of a situation of international destabilisation generated by the 
COVID-19 crisis to intervene in their immediate environment and assert their desire for power. 
The reactions of other countries to the Russian attack then contribute to the regionalisation 
of the world (abstention of several developing countries at the UN vote to condemn Russia, 
exclusion of Russia from SWIFT, rise of the Russian internet, strengthening of potential links 
between China and Russia, etc.). The possibility exists that other states (Turkey, China, etc.) 
may step into the breach opened by Russia. Lastly, the consequences of the war will contribute 
to the worsening of pre-existing tensions in certain regions of the world (shortages, famines, 
etc.).

In parallel with these geopolitical developments, the European Union has consolidated its 
positions with regard to large digital companies and foreign players in the broad sense (sanctions 
against China, against Russia). The conflict has also rekindled the European conscience and 
provided a reminder of the importance of consolidating its independence, including in military 
terms, even if the objectives are still far from being achieved. In fact, the EU is strengthening its 
ties with the United States, thus strengthening a Western bloc under the American umbrella.
Finally, in 15 years’ time, new powers could firmly assert themselves, particularly in the Indo-
Pacific region (India, Indonesia), contributing to a change in the regional balance of power.

N.B.: As in 2021, two trajectories appear possible for the European Union in a deteriorated global 
environment. The first, one of progressive consolidation, is presented in this scenario. The second, 
that of its break-up, is illustrated in scenario 3. Both appear equally plausible by 2035.

TOWARDS A EUROPEAN POWER IN A 
WORLD OF REGIONS
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In 2035, in a very unstable environmental, health and 
geopolitical context, China has established itself as a leader 
in international trade. Faced with an increasing number of 
crises, it develops and distributes its model of coercive and 
hyper-technological management of problems, drawing 
on its commercial and diplomatic networks, established 
throughout the world and on all continents. It has also 
taken advantage of the war in Ukraine, strengthening 
its economic ties with a weakened Russia, and even 
negotiating a redefinition of Taiwan’s status in an unsettled 
global context. The United States, still focused on the Indo-
Pacific region, takes a dim view of this rise in Chinese 
power. Tensions run extremely high between the two 
blocs. Cyberattacks in particular are rife, and companies 
suffer directly. The companies are asked to choose sides, 
based mainly on ideological arguments. In this context, 
the European Union, considerably weakened by the 
repercussions of the Russia-Ukraine war, is in a precarious 
economic and political situation, forcing it to become 
more dependent on foreign players. Unable to agree on a 
strategy, Member States adopt divergent strategies which 
further weaken the European community.
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In light of recent events, this scenario appears to have been strengthened considerably. 
Since the summer of 2021, tensions have been rising in the Indo-Pacific region. China 
implemented an embargo on Australian goods, while the Americans signed the AUKUS 
alliance in the region and sold their submarines to the Australians, participating in an arms race 
accompanied by a hardening of rhetoric on Taiwan. Europe, on the other hand, is marginalised 
in the Pacific, and is struggling to establish its own strategy.

At the same time, China enjoys significant advantages in terms of access to the strategic 
resources on its territory. Its investment strategies also place it at the forefront of the global 
digital market for 2030-2035 (in particular in the development of quantum computing for 
example). Furthermore, the Party’s strength in regaining control over Chinese digital players 
and the lockdown of the country implemented by the government, justified by the fight against 
SARS-CoV2, reveal China’s ability to maintain control over its population, its companies and 
foreign powers.

Finally, here once more the consequences of the Russia-Ukraine conflict could largely 
contribute to the completion of the envisaged trajectory. The international split between 
countries that support Russia (or say nothing) and countries that strongly criticise it could 
contribute to the bipolarisation of the world between a weakened West on one side and a bloc 
of non-aligned countries on the other in which China could be the leader (particularly in 
view of its massive investments in developing countries). As for the EU, even if it has given 
a unanimous response to Russian actions, it is still struggling to structure its defence policy. 
Some Member States are clearly unable to reduce their dependence on Russia. Others are 
considering changing their dependence by entering into new partnerships with the United 
States. A darker trajectory for Europe cannot therefore be ruled out.

AN ALL-CONQUERING CHINA  
IN A BIPOLAR WORLD
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Between 2030 and 2035, the global environment has quickly 
and seriously worsened. Already weakened by repeated 
health crises, an armed conflict on Europe’s doorstep, or 
regular waves of refugees, most states are in great financial 
difficulty, with some even bankrupt. Without sufficient 
resources, coordinated international strategies to manage 
global issues are at a standstill. In this context digital 
giga-companies, the only players that retain significant 
investment power, emerge as the partners of choice for 
several countries and companies, including in Europe. 
They diversify their activities and services, in some cases 
replacing the public institutions that used to provide them. 
In this scenario, the European Union is on a dark trajectory, 
marked by a severe economic crisis and subordination to 
these powerful foreign companies.
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This scenario appears to be strengthened now by the international destabilisation caused by 
the pandemic and then by the war in Ukraine, and the increase or even the overlapping of crises 
(see the heatwave in India which is threatening its harvests, further reducing the availability 
of wheat worldwide), with a rise in the price of raw materials which contributes, among other 
things, to the risk of collapse for several states. The impoverishment of the population and the 
economic slowdown could benefit the players with the best resources, such as the digital giga-
companies, whose situation is relatively stable.

Moreover, the risk of the conflict between Russia and Ukraine stalling, or even escalating (more 
countries involved, non-conventional weapons used, etc.) remains a hypothesis that cannot be 
ignored.

However, this scenario is becoming less plausible in a world where states are reasserting 
their sovereign capacities more than ever, against digital players but also in the face of current 
and future crises, rekindling in particular the notion of planning in response to the major 
challenges encountered. Faced with the major risks of the next fifteen years, states and their 
regulatory and financing instruments are also increasingly seen as the insurers of last resort.

FAR WEST, DIGITAL COLONIES  
AND CARTELS
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This year once again, Cigref has innovated for the new edition of its SOR. In order 
to make its forward-looking work even more central to the strategic thinking of 
its members, they were offered immersion workshops for each of the scenarios. 
These workshops, the detailed methodology of which is given in the appendix, 
have made it possible, in addition to the foresight watch (part 1) and the updating 
of possible trajectories to 2035 (part 2), to establish ten key messages for digital 
departments. These key messages are intended to help IT departments prepare for 
future transformations. Sharing them is therefore in the general interest, helping to 
fulfil the role that Cigref has set itself in the digital field.

NAVIGATING IN A  
WORLD OF UNCERTAINTY
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By 2035, the digital departments of organisations will no 
longer simply have to prepare for crises, but instead for

sequences of crises, or even overlapping crises.

In the coming decade, given the degradation of the environment and the chaotic trajectories of certain 
regions of the world, it is certain that many events will once again destabilise the activities of organisations 
in the same way as the COVID-19 crisis and the conflict between Russia and Ukraine. In order to prepare 
for the four scenarios, and more generally for an increase in local and international crises, whether in 
succession or simultaneous, organisations, and in particular digital departments, must ensure the security 
of their supply chains and strategic resources (e.g. critical metals), and the management of their material 
and human resources (health measures, adaptation to personal situations, etc.). Digital technology has in 
effect become a critical infrastructure.

These developments will require organisations to implement security measures that will enable them to 
operate despite disruptions to value chains, through new partnerships (with large industrial players as well 
as with local companies), but also to become more independent in terms of supplies, of energy for example. 
To prepare for such transformations, organisations will need to better understand their vulnerabilities 
and dependencies, and anticipate them using monitoring and measurement tools. They will also be able 
to develop or strengthen their department specialising in the anticipation and management of crises, 
particularly when it comes to forecasts.

In this context, digital departments may have to reinvent 
their risk management systems, in particular their systems 
to protect against cyberattacks and hybrid risks, if traditional 
insurance is no longer able to cover these risks.

This uncertain context and the increasing criticality of digital technology brings numerous risks for 
organisations. In order to deal with this, they usually take out insurance. However, there is currently 
little cover provided by insurance for hybrid and unconventional risks such as cyberattacks. Insurance 
companies are gradually turning into an assistance system, helping companies through the crisis, rather 
than compensating them for their operating losses. If traditional insurance companies fail to provide a 
more holistic and systemic offer, organisations will have to work together with their digital departments 
to reinvent their risk management system for cyberattacks.

The current evolution of the cyber insurance system is more widely discussed in transformation field 3.
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By 2035, organisations and their digital departments will be 
an increasingly important stakeholder in state

security systems in times of crisis.

In 2035, whatever trajectories are envisaged, states will need to rely on their national companies to cope 
with the increasing number of hybrid crises described above. In the hypothesis of a disunited Europe 
powerless to cope with the changing geopolitical and economic dynamic (scenarios 3 and 4), companies 
could even take over activities that were once the prerogative of the state. However, in the scenarios in 
which Europe retains its power (1 and 2), states could also seek support from companies to help them deal 
with crises. Essential service operators (ESOs), as described in the NIS directive and for which the list is 
extended in the NIS2 directive, will be particularly involved in the cyber resilience of EU Member States.

In order to prepare for this, companies could take stock of their internal material and human resources that 
can contribute to state security systems. For example, the company could list the number of people with 
cyber skills capable of intervening in the event of a massive cyberattack on critical infrastructure or the 
number of reservists among its employees. In times of crisis, these resources could then be requisitioned 
by the state to contribute to the national effort.

By 2035, the digital departments of organisations will 
have to adapt to the regionalisation of standards,
regulations and value chains. This regionalisation will 
have impacts on the accessibility of raw materials, 
the development of digital infrastructures and the 
management of databases.

The issue of regionalisation of value chains, standards and regulations is illustrated in particular in 
scenarios 2 and 3, in which the world could be divided into regional areas with different standards and 
regulations. To cope with this regionalisation, digital departments will have to make strategic decisions to 
adapt to the diversity of regional regulations in terms of accessibility, usage, infrastructure development, 
tools and databases.

For example, in a global market, an automotive company might have to consider the issue of the norms 
and standards that would apply for each of the regional areas, for charging or running cars. Indeed, it is 
possible to imagine standards for the electric charging of the vehicles of the future which would vary by 
country and area. It can also be assumed that there will be different standards for batteries. Adaptation to 
the standards of each regional area would then be necessary in order to maintain a presence on each one.
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By 2035, digital departments will increasingly 
have to weigh up their decisions on technological 

investments against both environmental and 
strategic dependency management criteria.

Organisations and their digital departments are an integral part of the fight against the climate crisis, 
including for the protection of biodiversity and natural resources, and are being called upon to adopt a 
position to further reduce greenhouse gas emissions. More specifically, they are expected to address:

• Their use of low-carbon energy;
• The development of environmentally friendly innovations;
• The extension of the life of their equipment.

In addition to taking these environmental criteria into account, organisations will increasingly need to 
clarify their relationships with large Chinese and American digital companies. The oligopolistic dominance 
of the US digital giants is a major trend that organisations need to take into account in order to reduce their 
dependency by 2035. These questions need to be asked sufficiently in advance of the implementation of 
a technology. For example, Meta’s adoption of the metaverse project sets the stage for a high degree of 
future dependence, due to the associated investments. Several options could therefore be investigated by 
organisations to reduce their dependence, such as:

• Recycling their devices to reduce the need for new resources
• Working closely with public authorities to secure their supplies;
• Creating a group of companies in the same sector to provide greater leverage against digital giga 

platforms, especially in the industrial and energy sectors;
• Acting at a European level to demand heavy investment in the sectors of the future and strict regulations 

against the digital giants, helping companies to remain independent from the major powers.

This regionalisation of the value chains will require greater adaptation by multinationals, which will 
surely have to choose between the different geographical areas in which they operate, and develop their 
independence based on the evolution of geo-economic and geopolitical alliances.
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The arrival of quantum computing, sooner than expected, 
and that of the metaverse, are among the major conceptual 

breakthroughs that can be envisaged in the next 10 years. 
Digital departments can anticipate these breakthroughs,

and must therefore be prepared for them.

Quantum computing and the metaverse are the two emerging technological achievements identified as 
particularly strategic for organisations in the next ten years. They will bring about a profound revolution 
in the uses of digital technology and cybersecurity policies, for which organisations and their digital 
departments must prepare now.

The strategic nature of quantum computing and the metaverse is discussed in more detail in transformation 
field 1.

By 2035, digital departments will have to deal with a talent 
shortage not only in Europe, but also in emerging countries.

The war for talent is a major trend that will continue in the four scenarios envisaged for 2030-2035. Whether 
in a globalised world (scenarios 1 and 4) or a regionalised world (scenarios 2 and 3), competition between 
companies to attract employees with the right skills will become increasingly intense. Furthermore, 
this competition could be particularly uneven in trajectories where the weakened EU is at the mercy of 
digital giants (scenario 4) or foreign political powers (scenario 3). In these scenarios, companies may have 
particular incentives to develop their activities in different geographical areas in order to retain their place 
in the global economy. The development of the company’s activities in different geographical areas would 
then require diversification of the teams.

This situation could force digital departments, more than any other department due to HR tensions in this 
sector, to:
• Improve working conditions to make them even more attractive;
• Clarify the company’s identity/mission in response to employees looking for more meaningful work.

To respond to this, the updating of recruitment methods, greater investment in employee training and 
an improved quality of life at work through a more committed social policy are among the ways in which 
organisations can make themselves more attractive.
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By 2035, digital departments will need to be increasingly 
involved in the CSR commitment of organisations, at 

the request of both employees and customers, and 
will be accountable to shareholders and the general 

management.

In 2035, competition between economic players will be maintained or even increased. This competition 
would exist worldwide in scenarios 1 and 4. It would be more local in the other two scenarios, marked by 
a regionalisation of the world. A company’s ability to demonstrate a low environmental footprint and to 
promote quality of life at work will therefore help it to stand out from its competitors in attracting new 
employees. Beyond this competitive aspect of the war for talent, clients will also be paying increasing 
attention to the efforts organisations make to reduce their digital environmental footprint, and to their 
respect for the values of equality, non-discrimination and fair pay within the organisation.

Environmental and societal issues within organisations are developed in the transformation field 2.

By 2035, digital departments may increasingly 
face internal and societal resistance to the trend 
towards hyper-technologisation.

Resistance movements against digital technology, or more generally against new technologies, have 
increased in recent years, for example against 5G and the metaverse following Mark Zuckerberg’s 
announcement, and in particular during the health crisis. These movements are therefore expected to 
continue to grow over the next ten years, fuelled by the forthcoming environmental and health crises. 
These movements could create a growing divide in society between supporters of new technologies and 
those who are reluctant or computer illiterate, or who have limited access to the internet. This point is 
discussed in further detail in transformation field 1.

As essential links in society, organisations, together with their digital department, therefore have a role to 
play in effectively combating this digital divide:

In addition to actions for employees, organisations can use other strategies to overcome the talent shortage, 
such as in particular developing the use of low code/no code options to open up basic IT tasks to employees 
with limited skills in this area.
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By 2035, the strong geopolitical and strategic 
component of digital technology and its growing 
contribution to the economic performance of the 

company will lead to the position of digital departments 
within the general management being reassessed.

The increase in cyberattacks in recent years has demonstrated the importance of digital technology within 
organisations, with the disruption of their information systems having resulted in the complete or partial 
shutdown of their activities. Similarly, the Ukrainian conflict has led to strong media coverage of the use of 
cyber weapons in the political arena and could therefore bring about a collective awareness of cyber risks.

Digital departments are no longer considered as just another support function. Their budgets are increasing 
in order to meet the cyber and technological innovation challenges required to remain competitive. Their 
position within the general management will therefore become more valuable over the next ten years. 
This reshaping of the governance of organisations should be considered as of now.

• Communicate transparently on their digital activities (environmental footprint of digital technology, 
technological investments, respect for the personal data and privacy of their clients, etc.);

• Involve all employees in technological developments by offering in-house training;
• Fight against inequalities in internet access among the company’s employees.



102              

CIGREF  
MEMBERS

Jean-Claude Laroche
Enedis CIO, President of 

Cigref and the SOC

Jean-Michel André
SEB group, CIO VP 

information systems

Bernard 
Duverneuil

Elior Group, CDIO

Jean-Christophe  
Lalanne

Air France KLM, EVP IT

Agnès
Mauffrey

Sodexo, Global CIO

Christophe Leblanc
Société Générale, Group Head 

of Resources and Digital



103            

Cécile Wendling
AXA, Chief Strategy Officer for 
security, threat anticipation 
and research

Jean-Gabriel Ganascia
Sorbonne University, 
Comets (CNRS), CERNA

Henri Isaac
Paris-Dauphine University, 
Digital Renaissance

Julien Nocetti
IFRI, Research Associate, 
Russia/NIS Centre

Hugues Ferreboeuf
The Shift Project, 
Project Manager

Yves Bernaert
Accenture, 
Europe CIO

QUALIFIED 
PERSONALITIES

Mathieu Weil
Head of Digital Economy 
Department, DGE



104              



105            

Cigref would like to warmly thank the members of the Strategic Orientation Council and all Cigref 
members for their rich and stimulating contribution. In particular, we would like to thank all those 
people, especially our members, who took the time to participate in the workshops offered this year and 
who thereby helped to enrich Cigref ’s strategic and forward-looking thinking.

François BANOS - RENAULT
Laurent BENDAVID - DASSAULT AVIATION
Claudio CIMELLI - MINISTRY OF NATIONAL EDUCATION AND YOUTH
Stéphane DELMARE - EDF 
Côme DERKENNE - BPIFRANCE
Alain ESCAFFRE-FAURE - AIRBUS Sylvain GIRARD - HAGER GROUP
Christophe HUERRE - THALES 
Hervé LAGASSIÉ - GROUPE BPCE Alain LAROUSSE - LOXAM
Vincent NIEBEL - EDF
Laurent POUPON - BNP PARIBAS
Rosanne SERRANO - DASSAULT AVIATION 
Olivier SERVOISE - ENGIE
Marc-Michel STACK - BNP PARIBAS Laurent TRELUYER - AP-HP

For the third consecutive year, we would also like to thank the Futuribles team, Cigref ’s long-standing 
partner, for its unfailing support in developing this forward-looking vision.

Initially produced for Cigref members, this report is intended for the entire digital ecosystem and all 
those interested in digital issues and, more generally, in the possible futures envisaged through the prism 
of digital technology.

Editorial

Cigref

Henri d’Agrain, Managing Director
Aurélie Chotard, Mission Officer 

In collaboration with Futuribles

François de Jouvenel, General Manager
Marie Ségur, Research Officer

Cigref team contributions: Vanessa Dewaele, Flora Fischer, Frédéric Lau, Marine de Sury, Élena 
Silvera, Martin de Richecour
Proofreading: Chantal d’Agrain, Content Director, 
Cigref Communication: Baptiste Chauveau, Communication Officer, Cigref

Art direction and graphics: Baptiste Chauveau, Communication Officer, 
Cigref Original illustrations: Vincent Roland (deusexmuraena.com)

Publication date: October 2022



106              



107            

During these workshops, participants were invited to immerse themselves in the proposed 
trajectories through an immersive video and a presentation of the specific points of the scenario. 
They were then divided into smaller groups and asked to imagine themselves in an imaginary 
company:

• “Energeia”: a company in the infrastructure, networks and energy sector;
• “Banka”: a company in the banking, insurance and mutual insurance sector;
• “Industria”: a company in the automotive industry sector.

The workshop was then divided into four stages:

• Stage 1. Background information.
This first stage was for the participants to study the scenario and the role-play.

• Stage 2. “It’s 2035”.
The participants imagined the consequences of the scenario on their imaginary company:

• On a daily basis;
• In its ecosystem;
• In its global environment.

• Stage 3. “We’re back in 2022”.
The participants thought about what actions their company could take now to prepare for the 
scenario.

• Stage 4. “End of the role-play”.
The participants reflected in more general terms about the strengths and vulnerabilities that 
digital technology brings to the scenario.

These workshops provided input with which to update the scenarios and the third part of this 
report on the key messages for company digital departments.

Four forward-looking workshops were organised for Cigref member companies 
between December 2021 and March 2022, each focusing on one of the four scenarios 
outlined in Cigref’s Strategic Orientation Report 2021. Their aim was as follows:

• To represent the strategic consequences of the four forward-looking scenarios;
• To suggest courses of action to prepare for a certain number of possible 

breakthroughs envisaged in the scenarios;
• As well as to involve Cigref members in the forward-looking process and 

methods.

METHODOLOGY OF THE 2021-2022 
FORWARD-LOOKING WORKSHOPS
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