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EDITORIAL  

The acceleration of digital transformation, spurred on by the crises of recent years, has led CISOs to 

reorganise, optimise their means and resources, and look for ways to cover their risk more effectively 

through innovation. At the same time, the company's ecosystem, which can often be improved upon, 

has grown, accentuating the flow of information that is essential to the business, but which is 

becoming increasingly vulnerable to violent cyberattacks. To mitigate these risks and guarantee 

greater security, it is essential to put in place solid processes. 

 

It is against this backdrop that we have been working with the Cigref members listed below, whom we 

would like to thank, on the need to anticipate cyberattacks, by identifying the priority areas to be 

addressed and the associated best practices.  

 

Thierry AUGER, Deputy CIO and CISO, LAGARDERE 

Julien LEROUX, Group CERT Manager, EDF 
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SUMMARY 

In an increasingly connected world, businesses large and small now find themselves exposed to 

cyberattacks of all kinds. The rapid digitisation of organisations has considerably extended their attack 

surface, creating a major challenge for preserving their digital integrity. 

Yet this unequal struggle is taking place in a context where cyber resources are not evenly distributed. 

Some companies have considerable resources at their disposal to protect themselves, while others 

have to juggle with limited budgets. This disparity is creating a growing gap between cyber predators 

and their potential prey. 

It is in this context that anticipating cyberattacks becomes essential. Understanding the cyber threat 

is the first step in prioritising cybersecurity projects. Cyber Threat Intelligence (CTI) provides invaluable 

insight, enabling organisations to better understand the threats that surround them. 

But knowing the threat is only half the battlefield. It is just as crucial to know your own attack surface, 

which now extends beyond the company's physical borders. Migration to the cloud, the multiplication 

of third parties and the growing integration of industrial systems further complicate the task. This is 

where the Security Operations Centre (SOC) comes in, constantly monitoring information systems to 

detect any suspicious activity. 

However, cybersecurity is not just about protecting digital borders. Attacks have very real implications, 

and it is essential to plan for crisis management in the event of a cyberattack. Solid governance, 

effective communication and limiting the spread of the attack are all essential pillars of an appropriate 

response. 

Anticipating cyberattacks has become an inescapable necessity for any organisation seeking to thrive 

in today's complex digital environment. Constant monitoring, understanding the threats and preparing 

for crisis management are the keys to resilience in the face of this omnipresent threat. Cybersecurity 

can no longer be relegated to the background, it must be integrated into the very heart of every 

business, safeguarding its future in an increasingly interconnected world. 
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1 INTRODUCTION: A GROWING ATTACK SURFACE FOR LIMITED RESOURCES 

In today's digital age, organisations are increasingly exposed to a pervasive and insidious threat: 

cyberattacks. Whether they are governments, businesses, financial institutions or even private 

individuals, no-one is immune to these virtual assaults, which can cause considerable damage to both 

finances and reputation. 

So, the question is: how, against this backdrop of a growing threat, can we organise ourselves to 

anticipate cyberattacks as effectively as possible? The challenge goes far beyond simply protecting IT 

systems: it involves preserving the integrity, confidentiality and availability of data, while maintaining 

the confidence of stakeholders. 

It is with this in mind that this report has been drawn up. Our main objective is to build a process of 

anticipation in the face of cyberattacks by tackling two key areas for action: 

1. Preventing attacks through anticipation: it is imperative to put in place early detection and 

prevention mechanisms to ward off potential attackers. This first step aims to strengthen the 

resilience of IT systems and reduce vulnerability to cyber threats. 

2. Anticipating the response to a successful cyberattack: despite all the precautions taken, no 

organisation is immune from a successful cyberattack. In this context, it is essential to be 

prepared to react effectively and efficiently in the event of an incident. This second stage 

involves developing crisis management strategies to minimise the consequences of an attack 

and ensure that normal operations can be resumed quickly. 

To achieve these objectives, we are going to study these two aspects through sharing and feedback 

from the participants in the working group. This approach will enable us to highlight best practices and 

formulate concrete recommendations to better anticipate cyberattacks. 

This report is therefore intended as a valuable guide for all organisations wishing to strengthen their 

security posture in an increasingly complex and dangerous digital environment. IT security should no 

longer be seen as a mere technical concern, but as a strategic component essential to the survival and 

competitiveness of organisations. 

1.1 COMPANIES ARE INCREASINGLY EXPOSED TO CYBERATTACKS 

As a result of the interconnection of digital systems, an organisation's attack surface is becoming ever 

larger, while the means of protecting it are not always adequate.  

1.1.1 AN EXTENDED ATTACK SURFACE 

The digital age, characterised by the widespread adoption of new digital tools and innovative practices, 

has considerably expanded the attack surface for businesses and public authorities. This expansion of 

digital frontiers has given rise to a series of major cybersecurity challenges. 



P a g e |  9 

 

 
 
Anticipating cyberattacks - From surveillance to crisis management 

During the health crisis, the situation was exacerbated. The acceleration of digital transformation, 

driven by the need to maintain operations remotely, has opened the door to multiple vulnerabilities. 

As a result, the number of cyberattacks has grown exponentially, severely impacting the activity of 

businesses and public authorities. This situation has highlighted the fact that the skills of cybercriminals 

are evolving much faster than the defence capabilities of organisations. One worrying factor is the rise 

of organised cybercrime, which is now structured and professional. Businesses, particularly SMEs, 

often find themselves in a vulnerable position in the face of these better organised groups of attackers. 

Faced with this reality, the key question is: what technologies and processes need to be put in place 

to deal with this growing threat? The answer lies in the need to build on proven bests practices, 

aggregate existing resources and develop a comprehensive approach to cyber security, especially as 

the attack surface continues to expand. The widespread adoption of cloud computing and the 

development of the Internet of Things (IoT) are contributing significantly to this increase. These new 

technologies undeniably bring benefits in terms of flexibility and efficiency, but they also introduce 

new potential vulnerabilities. What's more, the volume of data collected, stored and processed by 

organisations continues to grow, adding to the complexity of the digital environment. This profusion 

of data provides cybercriminals with fertile ground for exploration and exploitation, requiring constant 

vigilance and appropriate protection strategies. 

Against this backdrop of an extended attack surface, it is becoming imperative to rethink our approach 

to cyber security and adopt proactive measures to anticipate cyberattacks despite limited resources. 

1.1.2 DISPARITIES IN TERMS OF CYBER RESOURCES  

Faced with the growing number of cyberattacks, the European Union has taken steps to strengthen 

cybersecurity on the continent. One notable example is the revision of the NIS Directive, known as the 

"NIS 2 Directive", which aims to establish a high common level of cybersecurity within the Union. This 

initiative aims to harmonise digital security standards, unifying the efforts of member states to tackle 

cyber threats. 

More recently, the Cyber Resilience Act proposed a regulation that could revolutionise the digital 

industry by imposing minimum security requirements on digital products and services. This would be 

an important step towards ending the lack of clear security standards in this fast-moving sector. These 

European initiatives reflect a growing awareness of the crucial importance of cybersecurity in today's 

digital economy. 

However, despite these efforts on the regulatory front, many organisations are encountering major 

difficulties. One of the main ones is the shortage of qualified human resources in cybersecurity. 

Recruiting specialist talent has become an arduous task, as demand far outstrips supply, and the 

necessary skills are both rare and precious. 

Cost complexity is another major obstacle. Implementing robust security measures can involve 

considerable costs, particularly for small and medium-sized businesses, which often have limited 

budgets for cybersecurity. 

Finally, the technological deployment required to strengthen cybersecurity is hampered by financial 

and technological limitations. Even if an organisation manages to resolve budgetary issues, it may still 

come up against challenges relating to technical resources and the often complex configuration of its 
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IT infrastructures. What's more, vulnerabilities are not just linked to the organisation itself, but can 

also stem from the players in its ecosystem. 

1.2 THE MAIN OBJECTIVES OF ANTICIPATION 

Anticipating cyberattacks is at the heart of any effective cybersecurity strategy. The main objectives of 

this anticipation are to prevent and respond proactively to digital threats, in order to minimise the 

risks and impact on organisations. Here are the key objectives of this anticipatory approach: 

1. Knowledge of potential attacks: understanding the types of attack an organisation is likely to 

face is a key objective. This knowledge is essential for directing prevention and protection 

efforts towards the specific vulnerabilities and attack patterns that are most relevant. 

2. Preventing attacks: prevention is the first line of defence against malicious acts. It involves 

putting in place mechanisms, policies and technologies to prevent attacks from succeeding. 

This involves securing infrastructures, processes, data, customers and other critical assets. 

3. Prioritising threats: given that cybersecurity resources are limited, it is essential to prioritise 

threats according to their likelihood of occurrence and their potential impact. This approach 

makes it possible to concentrate efforts where they are most needed and to optimise resource 

allocation. 

4. Adaptation to changing threats: the organisation must be able to adapt to changing threats. 

For example, the response to an ongoing attack will vary depending on how long the attacker 

has been present on the information system. For long-term attacks, it is necessary to improve 

detection, blocking and real-time response capabilities to minimise the damage. 

5. Responding to attacks: despite preventive measures, some attacks can succeed. 

Consequently, the ability to react quickly and effectively in the event of an incident is an 

essential objective. This includes crisis management, threat isolation, system and data 

recovery, and collaboration with internal and external stakeholders, including business 

partners. 

In short, anticipating cyberattacks aims to create a safer digital environment by proactively identifying, 

preventing and managing threats. By understanding the different dimensions of potential attacks and 

organising themselves accordingly, organisations can strengthen their security posture and minimise 

the risks associated with an ever-changing cyber landscape. 
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The resources deployed by EDF 

EDF has put in place a number of operational resources to anticipate cyberattacks and protect 

its critical infrastructures. These initiatives aim to strengthen EDF's security posture in a context 

where cybersecurity has become a major concern for its sector. 

To this end, EDF has set up dedicated teams within the Group, comprising a CERT (Computer 

Emergency Response Team), a VOC (Vulnerability Coordination) and a SOC (Security Operations 

Centre) with joint operational management. The CERT is responsible for analysing the threat 

and reacting quickly in the event of an incident, the VOC centralises the vulnerabilities identified 

following the Group's scans and supports the subsidiaries in their remediation processes, while 

the SOC, which has been reinternalised since 2021, plays a crucial role in monitoring and 

detecting threats. 

The re-internalisation of the SOC was motivated by the constant search for optimal service 

quality. The high turnover among the managers and staff of the external service provider had 

an impact on the continuity of EDF's activities. Although the re-internalisation was a success, it 

is important to note that retaining staff at level 1 of the SOC often proves difficult, as they aspire 

to evolve rapidly. As a result, part of this activity remains outsourced, while levels 2 and 3 are 

fully in-house. This requires a large pool of skills and the development of career paths for EDF 

employees. These teams (CERT, SOC, VOC) are located in Nanterre, Lyon, Nancy and Rennes to 

improve recruitment capacity. 

EDF's attack surface is extensive due to its many subsidiaries, suppliers and partners, each with 

varying levels of interconnectivity. This attack surface continues to grow and diversify, 

reinforcing the need for anticipation. One of EDF's priorities is to protect its generation 

resources, particularly in the current energy crisis. The protection of personal data is also a 

major challenge for the Group. 

One of the main technical challenges facing EDF is the detection of threats to its industrial 

systems. To meet this challenge, EDF must innovate by identifying detection methods that meet 

the specific needs of industrial information systems. The monitoring carried out by the level 3 

experts of the SOC1 and the research and development of the EDF Group on new detection 

approaches such as "ndr"2 , and "deception3 " allow us to respond to this challenge. 

EDF has also introduced a virtually systematic procedure for clearing up cyber doubts at the 

start of each IT incident. Any malfunction leads us to consider a possible cyber origin. 

EDF's CERT plays a crucial role by having the mandate to cut the information system link with a 

partner if necessary. In the event of an attack targeting a partner interconnected to EDF, this is 

often the first step in EDF's response. At the same time, EDF has launched a number of projects 

aimed at strengthening its resilience, including securing its backups, its ability to rebuild in the 



P a g e |  12 

 

 
 
Anticipating cyberattacks - From surveillance to crisis management 

event of a major incident, and the introduction of crisis management exercises to test its cyber 

crisis management capability within the organisation.  

Julien LEROUX, Head of Operational Cybersecurity, EDF Group 

 

1.3 THE DIFFERENT STAGES IN SUCCESSFUL ANTICIPATION 

Successful anticipation of cyberattacks is based on a series of essential steps, from understanding the 

threats to putting in place incident response processes. The first step is to understand the potential 

threats that the organisation is likely to face. This involves identifying likely attackers and carrying out 

an in-depth analysis of the threat, often using a Cyber Threat Intelligence (CTI) process. This analysis 

directs the means of detection according to priorities. 

This knowledge of threats is based on a number of prerequisites:  

1. Vulnerability watch: maintaining a constant watch on vulnerabilities is essential. This involves 

monitoring alert bulletins for the group, assigning them directly to the relevant departments 

and regularly updating the list of known vulnerabilities.  

2. Maintain a cybersecurity repository: a cyber hygiene guide can be used as a basis for security, 

to validate architectures and partner relationships. Information systems and cyber security 

teams must ensure that they have an exhaustive, up-to-date repository that includes all the 

necessary mapping (systems, workstations, networks, applications and their interfaces, 

partners, third parties, flow matrix, etc.). 

3. Controlling the attack surface: several measures can be put in place to control the attack 

surface. A Red Team can aggressively monitor the attack surface to identify vulnerabilities. 

Controlled access management, supplemented by the implementation of multi-factor 

authentication, as well as management of authorisations restricted to authorised workstations 

only, and flow monitoring, also reinforce security. Audits, controls and penetration tests 

(pentests) are carried out to assess the resilience of the infrastructure. 

 
 

 

1 A SOC (Security Operations Centre), whose role is to monitor, analyse and preserve the security of a company's information, brings 
together teams of analysts divided into 3 distinct levels:  

• Level 1 Security Analyst - Triage: classifies and prioritises alerts, and escalates incidents to Level 2 analysts; 

• Level 2 Security Analyst - Incident Response: examines and corrects incidents reported to him/her, identifies the systems 
affected and the extent of the cyberattack, and uses cyber intelligence to track down cyber adversaries; 

• Level 3 Security Analyst - Threat Hunting: proactively looks for suspicious behaviour and tests and evaluates network security to 
detect advanced threats and identify vulnerabilities or under-protected resources.  

Source: What is an SOC (security operations centre), Crowdstrike, consulted on 04/09/2023 

2 NDR (Network detection and response) is a category of network security products that detect abnormal system behaviour by constantly 
analysing network traffic. - Network detection and response, Wikipedia, accessed 15 February 2024.  

3 Deception technology is a category of cybersecurity solutions that enables the rapid detection of threats with a low false positive rate. This 
technology deploys realistic decoys (e.g. domains, databases, directories, servers, applications, files, credentials, breadcrumb trails) in a 
network alongside real assets, which act as bait. - What is deception technology, Zscaler, accessed 15 February 2024. 

https://www.crowdstrike.fr/cybersecurity-101/security-operations-center-soc/
https://fr.wikipedia.org/wiki/Network_detection_and_response
https://www.zscaler.fr/resources/security-terms-glossary/what-is-deception-technology
https://www.zscaler.fr/resources/security-terms-glossary/what-is-deception-technology


P a g e |  13 

 

 
 
Anticipating cyberattacks - From surveillance to crisis management 

4. Detection and blocking: the detection and blocking of threats in real time are essential to 

countering attacks, and technology is needed for this. The teams seek to optimise and innovate 

by replacing an installed tool with a more effective solution that is less cumbersome to 

manage. A Security Operations Centre (SOC) is set up to qualify alerts and take action where 

necessary. Threat hunting involves tracking down attackers already present on the information 

system. Indicators of Compromise (IOCs) known on the Internet are integrated into the 

detection resources, and are shared within the sector communities as soon as possible 

because of the effectiveness they bring. 

5. Reacting in the event of an incident: preparing incident response processes is crucial for 

reacting quickly in the event of a successful cyberattack. Reflex cards with clear action steps 

are drawn up, enabling action to be taken remotely. These processes are tailored to specific 

threats. Reacting in the event of an incident also means securing the necessary content 

upstream, and of course guaranteeing a protected data set. 

6. Improving cybersecurity: there are a number of ways of improving cybersecurity, including 

setting up a SOC, standardising the infrastructure, carrying out audits, implementing 

monitoring and protection tools (EDR, proxy, firewall, etc.), raising awareness among decision-

makers, implementing dual authentication (MFA), evaluating suppliers and contracting with 

minimum security requirements, etc. 

7. Prioritising security processes: to allocate resources effectively, it is important to prioritise 

security processes. This can be done by using a risk matrix (impact/probability) to adapt 

security measures to the risks identified. Communication with the business is essential to 

understand the main risks. It is also advisable to follow the guidance of specialist institutions 

and comply with contractual requirements. 

8. Updating prioritisation: monitoring data must be regularly updated to reflect changes in 

threats. Ensuring the availability and functionality of backups is crucial to recovering company 

data after an attack. 

By following these steps, an organisation can strengthen its ability to anticipate, detect and respond 

effectively to cyber threats, while adapting to an ever-changing cyber security landscape. 
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2 KNOW THE THREAT TO PRIORITISE YOUR CYBER PROJECTS 

Understanding the cyber threat is now central to the security of any organisation. In this context, Cyber 

Threat Intelligence (CTI) plays a crucial role. This section explores the fundamentals of CTI and how it 

enables businesses to better anticipate, understand and respond to cyber threats. CTI is becoming a 

strategic asset for ensuring business and data security, based on advanced practices for collecting, 

analysing and integrating information about the cyber threat. 

2.1 THE CYBER THREAT INTELLIGENCE (CTI) PROCESS 

A Cyber Threat Intelligence (CTI) process is essential for understanding the cyber threat and prioritising 

cybersecurity efforts. The first objective of CTI is to identify the major threats facing the company. 

These threats can take a variety of forms, including: 

• Advanced Threats (APTs): these attacks are particularly sophisticated and generally target 

organisations on a sustained and persistent basis. They are difficult to detect and counter. 

• Social engineering fraud: these are tactics designed to deceive employees, for example by 

using false invoices or psychological manipulation techniques. 

• Information theft/sensitive data leakage: cybercriminals seek to access and disclose 

confidential company information. 

• Actions by former employees: some threats may come from former employees motivated by 

a desire to cause harm or take revenge. 

• Denial of service attacks (DDoS): these attacks aim to make the company's services unavailable 

by flooding its servers with malicious traffic. 

• Exploitation of a vulnerability in widely-used software or hardware: in this case, the threat is 

expressed opportunistically, without targeting specific populations.  

• Threats targeting the business sector/geographical area: attacks can also be specific to a 

business sector or geographical area. 

Depending on the threats identified, it is essential to structure the cybersecurity response. For 

example, if APT threats are the most likely, resources and security measures should be focused on this 

category.  

To identify these threats, the CTI collects information from various sources, including: 

• Institutional information sources, such as CERT-FR, ANSSI, Inter-Cert, etc. 

• Internal information from the company's SOC. 

• Information from partners: collaboration with other companies and organisations, typically 

within an industry community, to share information about threats. 

• Open-Source Information (OSINT): monitoring the Internet and the Dark Net using company-

related keywords and unique markers that can be used to directly identify an incident or 

intrusion. 

• Information from specialised Cyber companies that tailor their research to the specific needs 

of companies (e.g. supply of keywords). 
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• Feedback following an incident: analysing past incidents to learn from them. 

The information collected in CTI includes Indicators of Compromission (IoC) such as suspicious 

domains, malicious URLs, IP addresses associated with malicious activity, etc. Attacker tactics, 

techniques and procedures (TTPs) are also examined, as well as attacker groups and their modus 

operandi. This information is then processed by the company's CERT (Computer Emergency Response 

Team) and CSIRT (Computer Security Incident Response Team) teams to gain a better understanding 

of the threats and adapt defence mechanisms. 

2.2 THE MAIN SOURCES OF INFORMATION AVAILABLE TO ORGANISATIONS 

To strengthen their cybersecurity posture and anticipate threats, organisations have access to a 

multitude of essential sources of information. Here are the main sources they can rely on: 

1. CERT-FR: accessible to the general public, CERT-FR plays a central role in providing security 

alerts and information on major threats. It is a benchmark for cybersecurity in France. 

2. US-CERT: the US CERT provides relevant information on cyber threats and vulnerabilities. Its 

reports are widely followed internationally. 

3. Regional CSIRTs: these regional teams relay information from CERT-FR. Their activities are 

mainly focused on incident response, which makes them invaluable to local organisations. 

4. Sector-specific CERTs: certain specific sectors of activity have their own CERT, such as M-CERT 

for the maritime sector and CERT-Aviation for aviation. These sector-specific bodies focus on 

threats relevant to their field. 

5. Open sources: a number of online resources provide crucial information for CTI, including : 

a. MITRE ATT&CK: database classifying attackers' tactics, techniques and procedures 

(TTPs). 

b. MalwareBazaar: malware database for identifying current threats. 

c. ABUSE.CH: source of information on malicious domains and botnets. 

d. AlienVault: security platform that collects and shares information on threats. 

6. Private sources: French and foreign CTI specialists offer high-quality information that can be 

easily integrated into a company's security tools. SOC (Security Operations Centre) operator 

feeds can also be a very interesting source, although data extraction is necessary. 

7. Communities: cyber communities, whether made up of CERTs, CSIRTs or security experts, play 

an important role in sharing information and expertise. Discussions on social networks, 

particularly Twitter, can also provide valuable insights. 

8. Internal incidents: the organisation's own incidents are a crucial source of information. They 

must be analysed in depth in order to learn from them and strengthen the cyber security 

posture. 

Various solutions are available to make it easier to collect, organise and share Indicators of 

Compromise (IoCs) and other CTI information: 

• MISP (Malware Information Sharing Platform & Threat Sharing): this mature tool enables IoC 

to be collected, organised and shared with partners efficiently. 
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• OpenCTI: this is a more recent tool, offered by ANSSI, aimed at processing high-level CTI 

information. 

• Commercial tools: commercial solutions such as ThreatQuotient and Anomali offer advanced 

functionalities for managing CTI information. 

By judiciously combining these sources of information and using appropriate tools, organisations can 

strengthen their ability to anticipate cyber threats and take proactive measures to protect themselves 

against cyberattacks. 

2.3 PROCESSING INFORMATION FROM CTI AND INTEGRATING IT INTO CYBER 
PROCESSES 

The effective integration of Cyber Threat Intelligence (CTI) information into cyber processes is crucial 

to strengthening an organisation's security posture. CTI information, such as indicators of compromise 

(IoCs) and attackers' tactics, techniques and procedures (TTPs), is identified and classified. For 

example, if an attacker's IP address is known and has already been identified, this makes it possible to 

determine the nature of the attacker and the potential methods of attack. This information is then 

integrated into operational processes, particularly within the Security Operations Centre (SOC). For 

example, IoCs and TTPs are used to: 

• Prioritise vulnerability corrections: if vulnerabilities are being actively exploited by attackers, 

they are dealt with as a priority to minimise the risks. 

• Enrich detection schemes: detection schemes are regularly updated to reflect trends in 

attacker modus operandi. For example, if the threat evolves rapidly, detection rules can be 

modified quickly to adapt. 

• Sharing with the community: CTI information is often shared within a community of common 

interest, enabling organisations to work together to protect each other. 

• Enrich protection and detection tools: IoCs are integrated into security tools to enhance their 

effectiveness. This function can be automated for rapid response. 

In addition to its operational activities, the CTI plays a key role in developing the company's overall 

cybersecurity strategy. It provides high-quality information that facilitates decision-making at the 

highest level of the organisation, in particular by the Executive Committee (COMEX). This information 

can influence budgetary decisions based on the state of the threat. CTI helps to update the company's 

baseline risk analyses, providing information on current and emerging threats. Specialist companies 

can also be brought in to analyse the geopolitical context and help define the cyber strategy. 

Broadly speaking, there are three levels of information processing in CTI, depending on the quantity of 

information and the degree of automation: 

• Basic level: this level involves the manual collection of information in response to alerts, for 

example from ANSSI or other sources. Information is processed on a case-by-case basis, often 

in a rudimentary way, without CTI tools. This enables basic operational activities to be carried 

out, but without enriching security tools with IoCs. 
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• Mastered level: at this level, information gathering is semi-automated, with more in-depth 

analysis, consolidation and organisation. The information is stored in CTI tools and used for 

tactical or strategic activities. Certain security tool enhancement tasks are automated. 

• Optimised level: this level involves advanced automation, with the implementation of scoring 

processes for CTI information. The enrichment of security tools is automated according to the 

scoring and the validity period of the information. 

In short, the processing and integration of CTI information into cyber processes is essential for 

anticipating threats, improving responsiveness and reinforcing the organisation's overall cyber security 

strategy. The more advanced the integration, the more effectively the company can protect itself 

against cyberattacks. 
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Creation of a CSIRT at DASSAULT AVIATION 

Dassault Aviation, keen to manage current cyber threats and anticipate future risks, has taken 

major steps to strengthen its security posture. 

A need to understand the external cyber environment 

One of the key reasons for creating the CSIRT (Computer Security Incident Response Team) at 

Dassault Aviation was the need to better understand the external cyber environment. It was 

essential to measure the company's ability to resist and anticipate cyberattacks. This approach 

was developed progressively over several years: 

• March 2019: preparation of a cyber agreement between the defence industry and the 

Ministry of Defence. 

• September 2019: internal decision by Dassault Aviation to set up its own CSIRT, based 

on a team from a level 3 SOC. 

• November 2019: signing of the cyber agreement with the French Ministry of Defence, 

accompanied by a working group on information sharing and changes in governance 

methods. 

• February 2020: recruitment of a deputy CISO, with recognised expertise in the creation 

of operational cyber defence centres. 

• May 2020: start of the reinforcement of the operational security team. Prior to the 

creation of the CSIRT, the company had two level 3 SOC analysts. At present, the CSIRT 

is made up of 6 people. 

• November 2020: start of the incubation process with the French National Agency for 

Information Systems Security (ANSSI). 

• March 2021: CSIRT Dassault Aviation joins InterCERT FR, the national IT security incident 

response network. 

• October 2022: launch of the defence community within InterCERT FR. 

Communicating and sharing information with the Executive Committee 

Dassault Aviation uses a consistent information framework to constantly assess the threat 

situation and inform decision-making bodies. A monthly memo is sent to the Executive 

Committee (COMEX), and the frequency of communication can be increased in the event of 

serious events. 

This note includes the following elements: 

• Threat description: a detailed analysis of current and potential cyber threats. 

• Partner incidents: IT security incidents at partners or in the aerospace and defence 

sector. 

• Other cyber news: relevant information on trends and developments in cyber security. 
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In the appendix, the note includes information on state threats and cybercrime, as well as a list 

of partner incidents. This proactive approach enables the Executive Committee to be informed 

quickly in the event of serious events, thereby preventing potential repercussions. 

 

Mickaël AUDIBERT, CSIRT Manager, DASSAULT AVIATION 

Christophe FLOCH, CISO, DASSAULT AVIATION 
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3 KNOW YOUR ATTACK SURFACE TO MONITOR ALL YOUR INFORMATION 
SYSTEMS 

As well as being aware of the threat, an internal understanding of the attack surface is a key factor in 

anticipating a cyberattack, especially when the attack spreads as a result of migration to the cloud or 

the proliferation of third parties. 

3.1 MIGRATION TO THE CLOUD AND EXTENSION OF THE ATTACK SURFACE 

Migration to the cloud is a major step for many businesses, but it does not come without its share of 

cybersecurity challenges. One of the major problems is the inherent complexity of the cloud. While 

the public cloud offers a diverse range of services for building applications, it differs considerably from 

previous on-premises practices. When companies seek to fully secure their cloud environment, they 

may be faced with identity management issues. The cloud offers a wide range of options for managing 

identities and access, which is both flexible and complex. 

The cloud has also brought new services and technologies, which presents an additional challenge in 

terms of understanding the risks associated with these emerging services. Businesses need to be able 

to keep pace with these technological developments to ensure that they remain protected against 

current and future threats. This means ensuring that resources include the right profiles to guarantee 

state-of-the-art configuration. 

The complexity of security operations also increases with migration to the cloud. Often, development 

teams and security teams work separately, which can lead to security gaps. It is essential to involve 

development teams in securing cloud projects and to provide them with an overall context for security 

tools. 

What's more, cloud security solutions generate numerous alerts, which can lead to excessive noise. It 

can be difficult to determine which alerts are the most critical and require immediate action. 

Recent threats targeting the cloud include attacks on APIs, which have become commonplace. 

Incorrectly configured API authentications can lead to massive data leaks. What's more, IT teams often 

lack an overview of the APIs in use across the business, making it difficult for attackers to manage these 

potential entry points. Lapsus attacks aim to exploit human error, often by targeting employees to gain 

access to their data and company resources. Poor management of initial access in the cloud can 

facilitate these attacks. Finally, the exposure of sensitive data is a constant risk. Misconfigurations of 

database servers can make them accessible from the Internet, allowing unauthorised access to data. 

Identifying and protecting this sensitive data is essential to avoid costly data leaks.  

To deal with these new risks, the most effective approach today is to use specialised technology (such 

as vulnerability scanners, cloud compliance management platforms or infrastructure mapping tools) 

to monitor all the solutions used in the cloud, so that any configuration errors, vulnerabilities, bad 

practices or simply an exhaustive mapping can be passed on to the SOC - the first vital need. 
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Cloud security with WIZ 

Wiz, which has been on the market for three years, offers a cloud security solution that has 

already won over a number of French businesses. Its approach is designed to guarantee the 

protection of data and cloud resources. Wiz's solution offers comprehensive coverage, 

supporting all the major cloud service providers. It uses scans to identify vulnerabilities, 

malware, secrets, sensitive data, misconfigurations and identity and permissions issues. The 

solution then sets itself apart by developing contexts around these different problems, helping 

security teams to focus on the few important contexts rather than trying to solve everything.  

A critical context (also known as a toxic combination), according to Wiz, stems from a number 

of factors: the severity of the flaw, the ease with which an attacker can take advantage of it, and 

finally the extent of the damage or lateral movement that may result. This targeted approach 

allows security teams to concentrate on the most important problems and reduce the noise of 

unnecessary alerts. 

In addition to this approach, Wiz offers a number of essential functions, including: 

• An inventory of all the technologies (software, libraries, etc.) deployed in the cloud. 

• A map of all sensitive data. 

• Real-time detection of attack attempts and suspicious behaviour to prevent potential 

attacks. 

• Verification of compliance with the recommendations of the main suppliers and 

cybersecurity companies, as well as with the various certifications, thus ensuring that 

best practice is followed. 

• Integration into developers' CI/CD pipelines, so that corrections can be made upstream, 

before deployment to production. 

Finally, Wiz allows project teams to access the platform to obtain information about their own 

cloud projects. This makes it easier to integrate security concerns right from the start of the 

development process. 

Feedback from Orange Innovation's Data&IA department 

When the Data&IA department at Orange Innovation migrated to the cloud, they quickly felt 

the need for a solution offering maximum visibility of their cloud environment. The Wiz solution 

proved to be ideal, as it does not require the installation of an agent on workstations and 

enables a complete view of all cloud projects to be obtained quickly. This solution focuses on 

the real risks rather than just compliance with standards. 

Wiz also ensures a trusted environment by carrying out all scans on site, transmitting only the 

metadata to the company. This approach strengthens security while guaranteeing data 

confidentiality. 
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Finally, interaction with the Wiz team was seamless, enabling the solution to be adapted to the 

company's changing needs over time. Wiz's flexibility and responsiveness were major assets in 

ensuring effective cyber security in the cloud. 

Sébastien CRESPIN, Account Executive at WIZ 

Cyril SULTAN, Sales Director at WIZ 

Antoine YERAMIAN, Cloud Security Solutions Engineer, WIZ 

Vincent NADAL, CISO, Data&IA Division, ORANGE INNOVATION 

3.2 THE ORGANISATION OF CYBER SECURITY AT THE LEVEL OF AN INDUSTRY 
SECTOR 

Organising cyber security across an industry is a major challenge at a time when digital threats are 

multiplying. With many companies and organisations operating within the same industry, it is essential 

to put in place mechanisms for collaboration and information sharing to strengthen collective 

resilience to cyberattacks. This sectoral approach aims to pool resources, best practice and knowledge 

in the field of cyber security, so as to better anticipate, prevent and respond to threats to the sector 

as a whole. It is based on cooperation between industry players, the definition of common norms and 

standards, and constant vigilance to protect critical infrastructures and sensitive data.  
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The case of the defence industry 

Created in 2017, the Cyber Defence Command (COMCYBER) is responsible for planning and 

conducting defensive, offensive and information operations in cyberspace.  

The creation of an agreement between the 8 main industrial prime contractors and the French 

Ministry of Defence is the result of a blatant observation, made in 2018, of the sharp increase 

in cyberattacks passing through the supply chain. The increasing digitisation of weapons systems 

is providing the armed forces with the new operational functionalities they need, but it also 

means a sharp increase in the associated cyber risk, requiring the implementation of protection 

and detection measures as well as a major security policy to manage the obsolescence of certain 

components. Innovation in the defence sector is therefore creating a playground for attackers 

that extends from traditional IT communications systems to weapons systems and industrial 

systems, creating a global spectrum whose protection and defence conditions need to be 

worked on collectively by government and industry. 

In the wake of a number of high-profile attacks in 2017, the SME/VSE/Technology & Services 

subcontracting chain appeared to be a weaker link, and easier to access than the "big" 

manufacturers, who had been stepping up their overall level of cyber security for several years. 

As a result, the idea of introducing a common approach to collectively raise the level of security 

emerged, considering that cybersecurity must necessarily become a real performance and no 

longer just a constraint. 

In 2019, the Minister for the Armed Forces, Florence Parly, made an official announcement at 

the International Cybersecurity Forum (FIC) and proposed that the eight industrial prime 

contractors join forces with MINARM and the French National Agency for Information Systems 

Security (ANSSI) to define a realistic action plan to limit this supply chain attak risk. An 

agreement was signed on 14 November 2019, with COMCYBER and the DGA in charge of 

steering the work. 

The objectives of the agreement 

By positioning cybersecurity as a performance, the idea was to co-construct, Minarm/industry, 

the conditions for increasing security on armament programmes and not just to enter into a 

logic of contractual costs. Developing the value of this work, particularly in the context of 

exporting equipment internationally, was a key target from the outset, taking into account the 

fact that some markets already impose cyber constraints (cf. US CMMC standards). The aim was 

therefore to enable manufacturers to enhance the value of their commitment and to make it a 

genuine performance argument in the face of other foreign competitors. 

The work was carried out over 36 months and organised into 12 working groups co-piloted by 

the State and industry around three themes: securing weapons systems, threat anticipation and 

assessment, and incident response (simplifying the incident response chain to make it more 

efficient).  
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The work carried out over the past three years has enabled the objectives set initially to be 

achieved, and is regarded collectively by the government and industry as a success. The creation 

of a genuine community for exchanging and sharing information, known as the "cyber circle of 

trust", has enabled the deployment of the first French community of CSIRTs in the defence 

sector, with the aim of exchanging information collectively and in real time on the threat so that 

we can work together to protect ourselves. 

Lastly, in 2022 the deliverables were tested on 12 pilot programmes, and the results of the work 

have been rolled out to all weapons programmes since the beginning of 2023. An annual large-

scale joint cyber exercise (DEFNET/ORION) provides an opportunity for collective training on the 

State/industry crisis management processes set up under this agreement. 

The collective lessons learnt and the highly pragmatic achievements of this work now make it 

possible to imagine their extension to other defence industries based on the same model. 

Bertrand BLOND, Director of Cyber Defence Information Systems at the MINISTRY OF ARMY 

 

3.3 THE PROLIFERATION OF THIRD PARTIES AS A NEW SOURCE OF 
VULNERABILITIES 

As organisations expand their ecosystem of suppliers and partners, cybersecurity is becoming a 

growing concern. Third parties, be they suppliers, business partners or subcontractors, have become 

an inescapable source of potential vulnerabilities. This multiplicity of third parties has become a major 

security challenge. However, business units do not always take cyber risk into account when choosing 

their partners, thereby creating potential loopholes in the security chain. Poor visibility of the 

components of solutions provided by third parties, lack of resources to manage cyber incidents, 

contracts with no cyber requirements, and the complexity of managing access to third parties are all 

problems that arise. To reduce these risks and ensure better security, it is essential to put in place 

robust cyber assessment processes, and to share responsibility with third parties. In this section, we 

will explore in more detail the issues associated with the proliferation of third parties as a new source 

of vulnerabilities and the strategies for limiting the risks. 

3.3.1 THIRD PARTIES AS VECTORS OF CYBERATTACKS 

When considering the issue of third parties in the context of cyber security, a number of challenges 

arise. Business units within organisations do not always take cyber risk into account when choosing 

their third parties. It is therefore essential to make them aware of the cyber impact of third parties, 

even small ones, so that they can better assess and manage this risk. The most appropriate solution 

is to set up a centralised third-party management process, shared by all the businesses concerned. This 

will enable the Cybersecurity team to set up assessments and qualifications.  

One of the first difficulties is obtaining an exhaustive list of the organisation's suppliers. Another issue 

is the lack of visibility over the components of solutions supplied by third parties, which makes it 
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difficult to assess the security of these solutions correctly. In addition, third parties often have fewer 

resources to manage cyber incidents, and many contracts with them are made without any specific 

cyber security requirements, leaving a potentially dangerous gap. Managing access granted to third 

parties is also complex and can become a point of vulnerability. 

To resolve these problems and standardise the assessment of the level of cyber maturity of third 

parties, it would be necessary to develop a European assessment standard. But for the moment, the 

only option is to integrate cyber requirements into contracts and relations with third parties. The 

management of third parties must begin with the contractual process, by including specific cyber 

security requirements. 

In the event of a cyberattack on a third party, it is essential to adopt a proactive approach. This may 

involve the immediate suspension of trade with the company concerned, which helps to identify the 

sector affected. For critical partners, it is crucial to establish contact with their Chief Information 

Security Officers (CISOs) at an early stage, so as to react effectively in the event of an incident and 

minimise the risks for the whole organisation. 

3.3.2 SHARING RESPONSIBILITY WITH THIRD PARTIES 

Cybersecurity management often involves a sharing of responsibility between the various 

stakeholders: purchasing/end users, information security managers and third parties. 

The role of the purchasing/end-users is to identify the third parties to be assessed, based on the 

organisation's needs and requirements. They are also provided with tools to facilitate the evaluation 

process and can access InfoSec (information security) recommendations at any time. 

For their part, information security managers are responsible for defining the criteria for selecting 

third parties, implementing a rigorous evaluation tool or process, analysing the results of these 

evaluations and identifying suppliers presenting a potential risk. They then share their 

recommendations internally to contribute to decision-making and risk management. They also work 

actively with suppliers to help them improve their cybersecurity posture. 

Third parties also play an essential role in this process. They receive the results of their assessment, as 

well as a collaborative remediation plan if they have cybersecurity vulnerabilities or weaknesses. They 

also have the opportunity to pool their efforts by sharing the results of their assessments with other 

organisations, thereby promoting transparency and trust in the supplier ecosystem. Ultimately, third 

parties can turn cybersecurity into a competitive advantage by demonstrating their commitment to 

security and inspiring confidence in their customers. 
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Pooling security questionnaires with CYBERVADIS 

CyberVadis is a platform dedicated to assessing the cybersecurity of suppliers, with key 

objectives for strengthening security in the third-party ecosystem. 

Its approach aims firstly to identify all the third parties likely to put the organisation at risk. 

These third parties are then assessed using an appropriate methodology that is regularly 

updated to reflect changes in threats. The security team works actively with suppliers at risk to 

help them improve their cybersecurity posture and makes recommendations. 

It is vital that all members of the organisation who may be contracting with a third party are 

involved, so that they incorporate InfoSec's recommendations into their decision-making 

processes. Faced with an increase in third-party incidents, large companies are feeling the 

regulatory pressure and are having to deploy numerous solutions despite limited resources. 

On the other hand, suppliers are often overwhelmed by disparate security questionnaires and 

have limited resources to devote to cybersecurity. Pooling cyber assessments offers a solution 

for 'scaling up' on both sides, replacing redundant tasks with no added value with time better 

invested in detecting and responding to threats. 

To ensure the success of such a programme, five key factors need to be taken into account: 

precisely define the scope to be covered, clarify roles and responsibilities internally, develop a 

communication strategy to involve all stakeholders, simplify processes and tools as much as 

possible, and lastly, ensure that information is accessible to those who need it, particularly 

buyers. 

Several CyberVadis clients operating in the same sector can pool their evaluations, making it 

easier to identify suppliers who have already been evaluated. CyberVadis respects the 

confidentiality of suppliers' information and does not share their data without their consent. 

The pooling model is particularly beneficial for companies in the same sector, as it allows 

existing assessments to be leveraged to strengthen the cybersecurity of the entire supplier 

ecosystem. 

Estelle JOLY, Chief Operating Officer, CYBERVADIS 

Julien JURIE, Regional Sales Director, CYBERVADIS 

 

3.4 THE ROLE OF THE SOC IN IT MONITORING 

The Security Operations Centre (SOC) plays a central role in monitoring, detecting and responding to 

cyber threats to organisations' information systems. In this section, we explore in detail how the SOC 

works, how it has evolved and its various responsibilities.  
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3.4.1 THE ORGANISATION OF A SOC 

The Security Operations Centre, or SOC, is the backbone of any modern organisation for anticipating 

and responding to cyber threats. Traditionally,4 SOCs have been structured around three operational 

levels, but they need to evolve to meet the challenges of the future. 

To optimise its operation, the SOC must have rigorous governance. A detailed roadmap with clear 

priorities will need to be drawn up, while a governance committee will arbitrate all prioritisation 

decisions. Information will then be shared within the Group's risk management community. 

A major challenge for any SOC is managing false positives. Automation plays an essential role here. 

The more effective the automation, the faster important alerts will be dealt with. A key question is 

how best to integrate the SOC into the company's overall IT ecosystem. 

To promote transparency and collaboration, a portal can be created. Each component of a group could 

consult all the incidents, assess its level of security against the MITRE ATT&CK standards, and monitor 

the evolution of the threat using CTI data. 

Today, a new challenge has arisen for the SOC organisation with the development of artificial 

intelligence, which represents both a potential threat and an opportunity. For example, Microsoft 

has demonstrated a generative AI developed specifically for CERTs, with the aim of supporting them 

in the event of an attack, particularly in forensic operations5 .  

 
 

 

4 A SOC (Security Operations Centre), whose role is to monitor, analyse and preserve the security of a company's information, brings 
together teams of analysts divided into 3 distinct levels:  

• Level 1 Security Analyst - Triage: classifies and prioritises alerts, and escalates incidents to Level 2 analysts; 

• Level 2 Security Analyst - Incident Response: examines and corrects incidents reported to him/her, identifies the systems 
affected and the extent of the cyberattack, and uses cyber intelligence to track down cyber adversaries; 

• Level 3 Security Analyst - Threat Hunting: proactively looks for suspicious behaviour and tests and evaluates network security to 
detect advanced threats and identify vulnerabilities or under-protected resources.  

Source: What is an SOC (security operations centre), Crowdstrike, consulted on 04/09/2023 

5 Forensic analysis involves investigating an information system after a cyberattack. Analysts collect all the raw data (deleted files, hard 
disks, back-ups, system logs, etc.), study it to understand what happened and draw conclusions. - Forensic, Tehris, consulted on 
15/02/2024. 

https://www.crowdstrike.fr/cybersecurity-101/security-operations-center-soc/
https://www.crowdstrike.fr/cybersecurity-101/security-operations-center-soc/
https://tehtris.com/fr/glossaire/forensic/
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Modernising AXA's SOC: moving to the public cloud 

The SOC (Security Operation Centre) is a centralised service used to support the AXA Group's 

security for all its companies. This centralisation creates major challenges. These include, for 

example, the geographical distribution of the information systems to be monitored, which are 

scattered around the world, as well as the volume and variety of data to be processed. 

AXA launched a major project four years ago to modernise and strengthen the capabilities of its 

SOC and therefore its detection capacity, benefiting in particular from its strategy of migrating 

to the public cloud. 

Why choose the public cloud? In terms of data management, the public cloud offers extremely 

high performance and scalability. It eliminates the need for infrastructure renewal projects and 

makes it easy to manage growth in volumes. The different types of storage and the flexibility of 

computing power mean that technologies can be adapted to suit requirements. This flexibility 

is essential in a regulated environment such as insurance, where the need for performance on 

recent data has to coexist with the regulatory requirement either to archive data (which can be 

several years old) or to delete it. The transition to the public cloud enables security teams to 

concentrate solely on security, rather than managing heavy infrastructure projects with little 

added value. 

To maintain defence in depth and greater independence, AXA chose not to rely exclusively on a 

single cloud provider. The incident detection and response (EDR) tool has been deployed on 

another cloud, allowing AXA's SOC to benefit from two separate providers. 

However, the move to the public cloud has not been without its challenges. Collecting data, 

recovering historical data and rewriting security logics from a traditional environment to the 

public cloud required a major IT programme with governance including IT, security and risk 

representatives. Managing the variable costs of the cloud is also a major challenge. Controlling 

costs via a Finops model is becoming essential to keep expenditure under control as we move 

to a pay-as-you-go model. New ways of working also need to be addressed: training teams in 

the public cloud, shifting functions from infrastructure managers to cloud service managers, 

creating the Finops function, etc. 

From an organisational point of view, AXA's choice was to maintain 24/7 expertise for the 

management of security incidents in-house. For other services, such as cyber threat intelligence 

(CTI), a hybrid sourcing model has been chosen, enabling the company to benefit from external 

expertise in a fast-changing threat environment, while still being able to interpret the threat in 

the company's internal environment. Low value-added and repetitive functions are handled 

externally. 

Bruno LAURENT, Head of Cyber Defense, AXA GROUP 
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3.4.2 SOC OBJECTIVE: TO COVER ALL CYBER RISKS RELATING TO THE ORGANISATION'S IS 

The essential role of a Security Operations Centre (SOC) within an organisation is to anticipate cyber 

threats, respond rapidly to security incidents and guarantee the protection of IT assets. To achieve this 

essential objective, a number of workstreams are put in place: 

• Anticipating threats: the SOC must be proactive when it comes to cyber security. It does not 

simply react to incidents, but seeks to anticipate emerging threats. This means constantly 

monitoring cybercrime trends, potential vulnerabilities and advanced indicators of 

compromise (AICs). 

• Optimum responsiveness: in the event of an incident, the SOC must react quickly to minimise 

potential damage. This requires efficient organisation, well-defined procedures and seamless 

coordination between team members. 

• Global coverage: the scope of the SOC is not limited solely to the organisation's internal 

information system. It also extends to partners, subcontractors and suppliers, because threats 

can emerge from outside the information system. 

• Continuous monitoring: continuous IT monitoring is essential. The SOC must be operational 

24 hours a day, 7 days a week to detect threats as soon as they emerge. This constant vigilance 

enables suspicious behaviour to be identified quickly. 

• Process automation: to effectively manage the constant flow of alerts and incidents, the SOC 

automates the detection, analysis and response processes as far as possible. This includes 

automating data collection, behavioural analysis and incident response. 

• Integrated collaboration: the SOC works closely with other departments in the organisation, 

such as IT teams, compliance officers and the business. This collaboration provides a better 

understanding of the business challenges and enables security to be prioritised according to 

specific needs. 

• Use of Cyber Threat Intelligence (CTI): the SOC uses CTI information to better understand 

evolving threats and adapt its security strategy accordingly. 

• Continuous improvement: finally, the SOC is constantly seeking to improve. It analyses past 

incidents to identify weak points, adjusts procedures accordingly and keeps abreast of new 

technologies and best practice in cyber security. 
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Working together to improve at SNCF 

To adapt to the life of the information system and to attack patterns, the SOC's detection rules are 

necessarily constantly evolving, both in terms of maintaining existing conditions and adjusting 

thresholds, and in terms of implementing new rules, depending on the SOC's roadmap and 

detection strategy. 

The implementation of Blue Team (CERT and SOC) and Purple Team (CERT, SOC Red Team) 

structures at SNCF are effective collaborative mechanisms for assessing the relevance of the rules 

and their potential improvements. 

The Blue Team is constantly looking for potential improvements, drawing on its knowledge of the 

company's IT. 

In this cat-and-mouse game, the Red Team (SNCF's in-house team) tries to exploit the identified 

vulnerabilities discreetly (... or not), while the SOC and CERT try to detect and thwart them. 

These 3 teams work together to share detailed attack patterns and associated impacts (source: Red 

Team), to establish whether or not they have been detected, and to protect against any threats. By 

working together, existing rules can be modified - or new ones implemented - to effectively block 

the threat, either in the short term or permanently. Once these rules have been applied, a replay 

of the same scenario will be carried out some time later by the Red Team to ensure that it is 

operationally effective. 

As well as improving overall coverage of vulnerabilities, the Blue Team and Purple Team structures 

encourage mutual exchange between teams of experts and create the conditions for closer 

collaboration, commitment and solidarity - all valuable and indispensable elements in cyber crisis 

management. 

Jean-Yves ROSSI, Operational Security (CERT / SOC), SNCF 
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Monitoring parallel networks with CYBELANGEL 

Cybelangel is a company that has been present on the cybersecurity market for a decade, and 

has extended its expertise well beyond France to serve international customers, particularly in 

the United States, the Middle East and Asia. Its approach is resolutely focused on protecting 

businesses in all sectors from the threats of the digital world. 

Cybelangel's approach, unique in the market, is based on its ability to operate outside its 

customers' traditional IT perimeter. The company specialises in the detection of various cyber 

risks, including: 

1. Searching for data leaks on the Dark Web: Cybelangel actively monitors the Dark Web 

to identify sensitive customer data that might be exposed there. The aim of this 

monitoring is to anticipate data leaks and act accordingly. 

2. Phishing risk detection: by scanning for dormant domain names and suspicious online 

behaviour, Cybelangel identifies potential phishing threats that could target its 

customers. 

3. Management of credentials: the company tracks down information such as e-mail 

addresses, passwords and API keys that may have been compromised and are 

circulating on underground forums. 

4. Identifying shadow IT: Cybelangel detects unknown elements of the company's 

information system, providing visibility of potential security gaps. 

5. Prevention of data leaks from third parties: the company also monitors third parties, 

suppliers and partners of customers, to identify any potential data leaks that could 

affect them. 

When an incident is detected, Cybelangel provides detailed and contextualised incident reports. 

Detection is based on keywords agreed with the customer, and the company offers 

recommendations to quickly resolve the incident and prevent future occurrences.  

In less than 24 hours, following the deployment of Cybelangel, a threat can be detected and 

remediation measures immediately proposed. The company plays an active role in selecting 

relevant keywords to maximise detection accuracy. 

The results are significant. Using Cybelangel's solution, Lagardère has received more than 300 

alerts each year, enabling it to prevent potential crises and manage incidents more effectively 

while there was still time. These alerts can be varied, ranging from a data leak on an open cloud 

space or a poorly protected storage system, a backdoor detected in China, the unauthorised 

dissemination of sensitive information on electrical installations, or leaks caused by third parties 

or employees. 

Julia OSSELAND, Director of Product Marketing, CYBELANGEL 

Thierry AUGER, Corporate CIO and Group Cybersecurity Director, LAGARDERE 

 



P a g e |  32 

 

 
 
Anticipating cyberattacks - From surveillance to crisis management 

3.5 A SPECIFIC CASE: THE SAFETY OF INDUSTRIAL SYSTEMS 

Industrial systems are increasingly interconnected with the company's traditional IT systems, but 

without meeting the same security standards. On the industrial side, the perception of risk is not the 

same, and business units are reluctant to add layers of security because of the impact on their 

operations, especially as cyber solutions are not necessarily adapted to the industrial context. What's 

more, the IT Department is increasingly taking control of these environments, which were previously 

beyond its reach.  

What is the impact of IT/OT convergence on the increase in cyber threats? 

3.5.1 THE DIFFERENCES BETWEEN IT AND OT RISK MANAGEMENT 

The management of risks associated with information technology (IT) and operational technology (OT) 

presents significant particularities. Factories and warehouses are facing increased complexity, with 

embedded intelligent systems from a multitude of suppliers. What's more, the longevity of industrial 

equipment, averaging 10 years, does not always match the speed required to manage vulnerabilities 

in traditional IT. 

Over the next 5 years, new challenges lie ahead in the field of industrial systems security. Embedded 

intelligence in PLCs is increasingly integrated with the cloud and the global IT, requiring agile IT/OT 

interconnection to support end-to-end flows, from suppliers to customers. 

The main aim of risk management in the industrial sector is to identify major vulnerabilities and put in 

place an operational cybersecurity process, including supervision of third parties.  

To achieve these objectives, a number of good practices are recommended, including: 

• The introduction of safety processes right from the design stage of new industrial systems; 

• The definition of essential cybersecurity elements for the industrial environment; 

• Drawing up specific clauses for industrial partners;  

• Raising awareness of cyber issues among industrial teams;  

• Initial isolation of the industrial perimeter; 

• The presence of dedicated safety teams within the industrial environment;  

• Emphasis on securing IT in industrial operations;  

• Carrying out audits and penetration tests to assess the level of cyber security maturity, 

particularly by building. 
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Improving industrial IT security at LABORATOIRES PIERRE FABRE 

Pierre Fabre Laboratories operates 18 logistics sites in the pharmaceutical sector, creating a 

complex environment. However, one of the major challenges lies in the perception of the 

industrial professions as to their involvement in the field of IT. Many aspects of asset 

management, proactivity and responsiveness, which are specific to traditional information 

technology (IT), are transposed to the industrial sphere. 

 

Industrial IT at the heart of the cyber threat for all companies.  

Source: Pierre Fabre Laboratories 

The growing interconnection between IT and factories is increasing complexity, with an 

intensified alert system, as IT is increasingly connected to factories and production sites. 

Although the boundary between these two environments remains, it is becoming increasingly 

flexible and permeable. Each plant has unique characteristics, and their level of connectivity 

varies. 

The challenges in industrial IT include the management of more than 1,000 PLCs, hundreds of 

suppliers with little awareness of cyber security (often with no notification clauses in the event 

of an attack) and remote maintenance providers. Currently, the teams in charge of cybersecurity 

are implementing management of potential vulnerabilities and detection of attacks. 

To meet these current and future challenges, five fundamental requirements have been 

identified: distinguish all the IT components of PLCs and ensure that they are maintained in a 

secure condition; facilitate secure communications between the industrial IT, the cloud and the 

IT management; set up monitoring of industrial networks to detect vulnerabilities and attacks; 

react to atypical potentially malicious events; and enable systems to be rebuilt in the event of a 

malfunction. 



P a g e |  34 

 

 
 
Anticipating cyberattacks - From surveillance to crisis management 

The risks associated with the industrial IT can have a significant impact on the IT management, 

in particular the propagation of a cyberattack, the alteration of data due to rights being granted 

in an uncontrolled manner, long unavailability of the industrial IT following an inability to 

rebuild, uncontrolled obsolescence exposing the IT to vulnerabilities, and the risk of the 

industrial system being taken over. 

Véronique BARDET, Cybersecurity Director, LABORATOIRES PIERRE FABRE 

 

3.5.2 INTELLECTUAL PROPERTY AS A LEVER FOR CYBERSECURITY IN THE INDUSTRIAL 
ENVIRONMENT 

Cybersecurity in the industrial sector requires careful thought to be given to the protection of 

intellectual property. It is crucial to recognise that many recent security incidents have resulted from 

issues relating to the leakage of sensitive industrial data, such as factory plans, which have been 

inadvertently exposed on the Internet. The complexity lies in the fact that, in order to maintain their 

operations, industrial companies frequently have to share this information with subcontractors whose 

cybersecurity maturity is often low. 

Industrial processes are also among the most sensitive data for an industrial company. This is a key 

factor in raising awareness of the importance of cyber security among industrial site managers. The 

crucial question then becomes: how can data linked to industrial processes, shared with third parties, 

be protected in order to maintain its integrity and confidentiality?  
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Protecting the company's intellectual assets at ARKEMA 

Arkema is a French chemicals company operating primarily in the business-to-business (BtoB) 

sector. Although it generates around a third of its sales in Europe, the company operates 

worldwide, with a presence in 55 countries. In 2022, Arkema filed 250 patents in various fields 

such as the discovery of new molecules or industrial processes. This geographical and 

technological diversity requires a global approach to the safety of the industrial environment. 

The chemical industry is highly innovation-driven, so protecting the company's intellectual 

property is crucial. This includes safeguarding discoveries of molecules, manufacturing 

processes and other confidential information that represent an essential asset for the company. 

The rapid expansion of digital technology, particularly in China, where industrial equipment is 

being renewed more rapidly, adds an extra dimension to the issue of security. Companies must 

not only protect their innovations, but also adapt to the constantly changing technological 

environment. 

In terms of organization, Arkema relies on regional CISOs (Chief Information Security Officers), 

information security experts who are responsible for security at the local level. In addition, 

global security oversight is provided by an industrial CISO who ensures that cybersecurity 

practices are consistent across all regions. This approach ensures that information security is 

managed effectively at a corporate level, while taking into account local specificities. 

The management of cyber security in the industrial sector is often similar to that of IT, although 

industrial environments can present particular challenges. Harmonising data and incident 

management processes is essential to ensure a holistic approach to enterprise security. 

Protecting the company's intellectual assets is a fundamental objective for Arkema, and requires 

close collaboration between cybersecurity teams, regional and global managers, and the entire 

organization. Ultimately, this global approach helps ensure the security of sensitive data and 

preserve Arkema's ability to innovate in a globally competitive environment. 

Philippe NETZER-JOLY, Group Cyber Security Officer, ARKEMA 
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4 ANTICIPATING CRISIS MANAGEMENT IN THE EVENT OF A CYBERATTACK 

A report dedicated to cyber crisis management was published by Cigref in February 2023. This last part 

completes it by presenting the aspects of crisis anticipation that are necessary to react when the crisis 

occurs. 

4.1 PLANNING THE GOVERNANCE OF CRISIS MANAGEMENT 

Managing a cyber crisis requires careful coordination between different teams, each with technical 

and strategic responsibilities. These teams must work together to manage the impact of the crisis, 

while at the same time ensuring that the affected system functions properly again.  

In terms of decision-making, it is essential to integrate the IT Department or the CISO into a well-

established crisis management system. The presence of these information security experts means that 

decision-makers can be rapidly informed of the current state of the attack and can be provided with 

the information they need to adapt and coordinate corrective actions. 

At the same time, another team, often referred to as the "operational crisis unit", is responsible for 

analysing the technical situation in depth and proposing concrete measures to restore normal activity. 

This team draws on cutting-edge technical expertise to assess the damage, identify vulnerabilities and 

draw up recovery plans. 

The organisation of the crisis unit must not be improvised at the time of the crisis itself. It must be 

planned in advance, based on pre-existing frameworks. Anticipation is crucial, as it enables the various 

potential manifestations of the crisis to be taken into account and the appropriate organisational 

methods to be defined. 

It is essential that each member of the crisis team fully understands his or her role and responsibilities, 

as well as how to communicate with other team members. Effective coordination is the key to 

successfully managing a cyber crisis, minimising potential damage and rapidly restoring system security 

and stability. 

4.2 ANTICIPATING THE CONSEQUENCES OF A CRISIS IN TERMS OF 
COMMUNICATION AND TEAM MANAGEMENT 

Communication plays an essential role in managing a cyber crisis. The cooperation of all stakeholders 

is crucial to a successful response, and communication must be constant, whatever the circumstances. 

One of the most important lessons to learn is that partners and stakeholders will not blame the 

company for being the victim of a cyberattack, but they will criticise it severely if it fails to communicate 

adequately. 

Even if the organisation recognises that it could have protected its information system better, it is 

generally advisable not to conceal information. On the contrary, every effort should be made to 

provide all points of contact with the information they need to deal with the crisis. This includes 

https://www.cigref.fr/reagir-a-une-cyberattaque-massive
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employees, business units, all subsidiaries, and above all strategic decision-making bodies such as the 

COMEX (Executive Committee), which must have dashboards to monitor crisis management. 

Crisis communication is complex, because it has to adapt to the needs of different stakeholders, 

including: 

1. Within the company: it is essential to communicate with employees, the various business 

teams and subsidiaries. The Executive Committee must be kept informed in real time of the 

progress of crisis management using dedicated dashboards. 

2. Towards the ecosystem (customers, suppliers, partners): business partners expect guarantees 

regarding exfiltrated data. It is therefore imperative to provide them with as much information 

as possible about the current situation. 

3. Towards the media: the media take a variety of approaches, some being highly factual while 

others may adopt a sensationalist slant. Communication with the media must be carefully 

managed to minimise the risk of misinterpretation or unauthorised disclosure of sensitive 

information. 

When a cyber crisis takes hold over the long term, IT teams are mobilised over long and sometimes 

indefinite periods of time. It is essential to take measures to accommodate employees, in particular 

by opening premises at unusual times and organising catering and transport if necessary. This logistical 

aspect is often overlooked, but is of vital importance in maintaining the efficiency of teams. 

In addition to IT teams, business teams are also affected, either because of technical lay-offs or 

because their workload is considerably increased. Keeping these teams informed of developments in 

crisis management is necessary to avoid internal tensions and involve them in the collective effort. 

Collaboration with the Human Resources Department is essential to manage the teams as effectively 

as possible. 

In terms of operational actions, it is recommended that operational teams do not manage 

communications with crisis units directly, as this can disrupt their concentration on their tasks. 

Multiplying signs of recognition, encouraging internal communication, giving priority to working with 

internal teams rather than external consultants, and segmenting teams according to their objectives 

are all measures that can contribute to the effective management of teams in times of crisis. 

It is also essential to mobilise the company doctor to ensure the well-being of employees. To sum up, 

communication, team management and concern for the well-being of employees are crucial factors in 

successfully managing a cyber crisis in an effective and collaborative manner. 

4.3 MAIN MEASURES TO LIMIT THE RAPID SPREAD OF THE ATTACK 

When a company is the victim of a cyberattack, it is essential to take rapid operational measures to 

diagnose the IT security incident and limit its spread. The aim is to identify the initial consequences of 

the incident so as to be able to respond effectively. Here are some of the actions that the IT 

Department can take to diagnose an IT incident and its "zero client" or the origin of an intrusion, which 

will optimise investigations: 
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1. Consult EDR (Endpoint Detection and Response): EDR is an advanced threat detection tool 

installed in addition to the antivirus. It detects threats in real time and acts immediately to 

neutralise them. 

2. Record and identify the incident with the help of employees: members of the IT team can 

work together to identify the nature of the incident and its consequences. 

3. Analysing log files in the SIEM (Security Information and Event Management): the SIEM is a 

tool that manages information system security events. It enables event logs to be analysed to 

detect anomalies. 

4. View the number of incident/alert tickets from the SOC (Security Operations Center): The 

SOC team is responsible for monitoring IT security and issues alerts in the event of threats. The 

number of incident tickets can give an indication of the scale of the incident. 

5. Contact the IT operations team: the IT operations team can help diagnose servers and IT 

systems. 

6. Analyse the volume and destination of Internet traffic: examining Internet traffic can provide 

information about suspicious activities. 

This initial diagnosis is based mainly on the use of supervision tools and the collaboration of members 

of the IT team. The initial objective is to define the scope of the incident. The nature and extent of the 

incident detected determine the first measures to be taken on the information system. At this stage, 

the main objective is to stop the incident spreading and contain it within its initial scope. Here are the 

main actions to be taken: 

1. Isolate impacted systems: vulnerable servers, file servers and workstations must be isolated 

to prevent the attack spreading. This can be done from the EDR console, which is generally the 

most appropriate method. 

2. Involve a security incident response team: a dedicated incident response team should be 

mobilised to handle the situation professionally. 

3. Disable most administrator accounts: administrator accounts should be disabled, as 

cyberattackers often seek to gain administrator access in order to control all systems. 

4. Identify and secure the last sound backup: it is essential to find the last sound backup of the 

data and secure it to prevent it being altered. 

If the scope of the cyberattack is too wide or poorly defined, it may be necessary to take more drastic 

measures, such as completely shutting down or confining systems, to allow further investigation and 

prevent the incident spreading uncontrollably. 
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5 CONCLUSION 

Faced with a constantly evolving cyber threat, organisations must not only adopt proactive security 

measures, but also develop rapid response capabilities to deal effectively with incidents. Continuous 

monitoring of the information system is an essential first line of defence for detecting threats at an 

early stage. However, true resilience lies in the ability to anticipate, prepare for and react appropriately 

in the event of a major incident. Security teams, particularly Security Operations Centers (SOCs), play 

a central role in this monitoring by using advanced threat analysis processes such as Cyber Threat 

Intelligence (CTI). By investing in CTI, organisations can anticipate emerging threats, identify 

vulnerabilities and prepare proactively. This enables them to adopt a more robust defence posture, 

identifying indicators of compromise (IoCs) and the tactics, techniques and procedures (TTPs) of 

cybercriminals. 

Today, cybersecurity can no longer be treated as a minor issue. Organisations must adopt a proactive 

approach and, above all, make cybersecurity a core part of their corporate culture. By following the 

best practices set out in this report, they will be better equipped to anticipate, detect and respond to 

cyberattacks, helping to ensure a safer and more resilient future for their businesses. Vigilance and 

preparation are the keys to dealing with the threat effectively and efficiently. 
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