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OBJECTIVE

A certain number of Cigref members are planning to issue a Request For Proposal (RFP) for trusted
cloud solutions. That is why we decided to work collectively on drafting the technical part of such a
RFP, taking into account the Cigref trusted cloud referential. Indeed, Cigref members have expressed
their generic trust needs as users of cloud services in the trusted cloud referential where the version®3,
version amended by European users and suppliers, is available here!*. The source of the requirements
has been drawn from various references, including SecNumCloud, Gaia-X and SWIPO, among others.
The present document called Technical Specifications Booklet (TSB) is the deliverable of the Task Force,
sub-group of Cigref Trusted Cloud Working Group (WG), made up of companies and public
administrations.

This TSB is to be integrated in the Request for Proposal (RFP) for a trusted cloud. The TSB outlines the
requirements and the expectations of the Cloud Services Customer (CSC) for the acquisition of a set of
Trusted Cloud Computing services (laaS, PaaS, CaaS, FaaS as defined below). The TSB shares the needs
and challenges faced by companies and public administrations in terms of security, control of vendor
dependency, immunity from non-European laws, control of the environmental footprint of cloud
services and trust in cloud providers. These requirements incorporate the Cloud "safe" and Cloud
"“trusted" criteria of Cigref trusted cloud referential.

Before sending the TSB to the Cloud Service Provider (CSP), certain parts which are highlighted in
yellow must be modified/completed by the CSC in order to adapt them to its specific needs, context
and activities. It is important to note that this document is a reference and can of course be adapted
beyond the recommendations by deleting or adding new sections and requirements.

Two excel files complete the TSB.

1. Thefile called « Cigref Conversion matrix Ref _Trusted cloud RFP_2024 » keeps track of where the
requirements in the TSB come from. It makes it easy to understand the origin of a requirement
and to be able to find it in its original form in the trusted Cloud reference document.

2. The file called « Cigref TSB Answers grid_Trusted cloud RFP_2024 » is here to help the CSP in its
answers and the CSC in its evaluation of the suppliers’ answers. In order to simplify the evaluation
of the TSB, we have split the question/requirement into two types: the YES-NO questions and the
open questions. The open questions group together the questions which require a detailed
answer.

\
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1 INTRODUCTION AND CONTEXT

1.1 PREAMBLE

1.1.1 DOCUMENT PURPOSE

The present technical specifications booklet (TSB) outlines the requirements and the expectations of

the Cloud Services Consumer (CSC) for the acquisition of a set of Trusted Cloud Computing services
(laaS, PaaS, CaaSs, FaaS as defined below), referred to in the rest of the document as the SERVICE.

The future company awarded the contract corresponding to this TSB is referred to in this document as
the Cloud Services Provider (CSP).

1.1.2 READING GRID

The present document outlines, in the form of requirements, the expectations of the CSC towards the

CSP. Each requirement is presented according to the following formalism:

Unique requirement identifier

Short title of the requirement

A clear description of the requirement.

Deliverable(s):

Results Monitoring: Level to achieve:

e Deliverables associated with
the requirement

e Indicator or control
procedure

e Service level to attain

e Associated performance gap

All of the requirements described in this TSB are subject to a potential benefit gap included in the

Special Terms and Conditions of Purchase (TCP) with associated penalties.

1.1.3 GLOSSARY AND ACRONYMS

The next acronyms are used in this TSB.

Acronym Definition ‘

BCP Business Continuity Plan Plan de continuité d’activité (PCA)
CSA Contract Service Agreement Contrat de services

CSC Cloud Service Customer « ENTREPRISE »

CcsP Cloud Service Provider « TITULAIRE »

FQDN Fully Qualified DNS Name Nom de domaine complet (NDC)
HMI Human-machine interface Interface Homme Machine (IHM)

TECHNICAL SPECIFICATIONS BOOKLET
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Acronym Definition ‘

IS Information system Systéeme d’information
IT Information technology Technologie de I'information
ISSP Information System Safety Policy Politique Sécurité du SI (PSSI)

Responsable Sécurité du Systeme

ISSR Information System Safety Responsible .
d’Information (RSSI)

Information Technology Infrastructure

ITIL Library ITIL

MFA Multi-Factor Authentication Authentification multi-facteurs

NDA Non-Disclosure Agreement Accord de confidentialité

(o} Operating System Systeme d’exploitation (SO)

QAP Quality Assurance Plan Plan d’assurance qualité (PAQ)

QSAP Quality and Safety Assurance Plan Plan Assurance Qualité et Sécurité (PAQS)

SAP Safety Assurance Plan Plan Assurance Qualité et Sécurité (PAS)

SLA Service Level Agreement SLA

SLO Service Level Objective SLO

SQO Service Qualitative Objective SQO

TCP Terms and Conditions of Purchase Conditions Particulieres d’Achat (CPA)

TSB Technical Specifications Booklet Cahier des Clauses Techniques Particuliéres
(ccTp)

VM Virtual Machine Machine Virtuelle (MV)

VPC Virtual Private Cloud Nuage privé virtuel

The following technical terms will be used in this TSB.

Term Definition ‘

Set of technical actions allowing the management in terms of
Administration | maintenance, improvement, and supervision to evolve an| Administration
infrastructure, an operating system, or software.

API Application Programming Interface API

TECHNICAL SPECIFICATIONS BOOKLET ;l of “I
Purchase of PAAS public cloud computing services under a safe/trusted environment '\ 9 /
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Term

Definition

Interface allowing (in the context of this Special Technical

Specifications Booklet) programmatic access to the Cloud
Computing services of the CSP.

Page|7

CaaS

Container as a Service (CaaS) is a Cloud Computing service model
where the CSP provides hosting and potentially orchestration for
Docker containers.

CaaS

Cloud broker

Entity or company acting as an intermediary between the end
consumers of Cloud Computing services and the providers of these
services.

Cloud Broker

CMP

Cloud Management Platform: Software solution enabling the
unified and centralized management of one or multiple Cloud
Computing platforms.

CMP

Exploitation

Set of technical actions performed to ensure the continuity of
service for an infrastructure, an operating system, or software,
without modifying the configuration unless necessary to resolve an
incident.

Exploitation

Export

Data export from the cloud to the CSC

Export

FaaS

Function as a Service (FaaS) is a category of Cloud Computing
services where the CONTRACTOR provides a platform that allows
the COMPANY to develop, execute, and manage functions.

FaaS

Hybrid Cloud

Simultaneous and integrated use of multiple Cloud Computing
offerings: private or public, internal or external.

Cloud hybride

laaS

Infrastructure as a Service (laaS) is a Cloud Computing service
model where the CSP provides infrastructure components (virtual
machines, network infrastructure elements, storage, etc.) to its
users. The CSP operates and administers the underlying physical
and virtual infrastructure.

laaS

Import

Data import from the CSC to the cloud

Import

PaaS

Platform as a Service (PaaS) is a Cloud Computing service model
where the CSP provides platforms capable of hosting applications
developed by its users. The CSP operates and administers the
infrastructure, including the operating system, as well as the
underlying software.

PaaS

TECHNICAL SPECIFICATIONS BOOKLET
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Term Definition ‘

Portabilit The right for any consumer to recover all of their data and to | Portabilité
ortabili
y transfer it to another operator while continuing to use the service

. The right of any consumer to recover all of their data and to| o
Reversibility ] o Réversibilité
transfer it to another operator on termination of the contract

1.2 GENERAL FRAMEWORK

1.2.1 CONTEXT

This part must be filled by the CSC, describing its particular context and specific requirements to
address to the CSP

1.2.2 CHALLENGES AND OBIJECTIVES

This part must be filled by the CSC, describing its issues and specific expectations to address to the CSP.
Here is an example:

Performance: Reduced costs thanks to pay-as-you-go billing, typical of a public cloud;
Ability to build applications in an external framework;

Agility: Elasticity provided by additional resources that are quickly available in the public
cloud;
Rapid evolution and enrichment of public cloud providers' service catalogs;

Innovation: Possibility of experimentation in an open environment external to the CCS;

Trust: This document is filled with requirements implying a safe and trusted Cloud
environment including clauses on immunity, transparency, integrity, and

confidentiality;

1.2.3 DESCRIPTION OF THE CONSULTATION

This part must be filled by the CSC, describing its issues and specific expectations to address to the CSP.
Here is an example:

The consultation conducted by the CSC is designed based on the use cases envisioned by the CSC,
which are associated with various Cloud Computing Service models.

In addition to an laaS service model, PaaS, Caa$, and FaaS service models are also required.

The use cases identified by the CSC for the consultation are:

e Provisioning of both critical and non-critical environments, including 24/7 production

environments.

e The resources, once provisioned, host notably event-driven applications (with lifetimes
ranging from a few weeks to a few months).
TN
TECHNICAL SPECIFICATIONS BOOKLET Ciaref ‘|
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Applications developed, tested, and deployed on the CSP's infrastructure take advantage of
the richness of its service catalog.

The CSC also wishes to experiment with services offered on the CSP's platforms.

DATA LOCALIZATION REQUIREMENTS

In order to comply with European legislation on the protection of personal data, the CSC wishes to
identify and restrict the possible locations of the data it transfers to the infrastructure of the CSP. In
this context, the reference geographical area consists of:

The CSP must communicate:

The CSP also have to inform the CSC if any of the datacenters that stores of process CSP data and

services will be relocated or closed.

The member countries of the European Union (EU) or the European Economic Area (EEA):
Germany, Austria, Belgium, Bulgaria, Cyprus, Croatia, Denmark, Spain, Estonia, Finland,
France, Greece, Hungary, lIreland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Poland, Portugal, the Czech Republic, Romania, Slovakia, Slovenia, and
Sweden.

the location of its assets (precision required: city level).
the location of its datacenters.

its shareholders and their location

the location of its registered offices.

The CSP must not transfer personal data to a third country or an international organization without

the CSC'’s prior written consent.

TECHNICAL SPECIFICATIONS BOOKLET
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If the data is likely to be transferred outside the European Union or the European Economic Area,
the CSP provides evidence of appropriate safeguards that govern these transfers. These safeguards
could be binding CSC rules or standard contractual clauses of the European Commission.

The General Data Protection Regulation (GDPR) stipulates that data transfer to a third country can
only occur if the third country ensures an adequate level of data protection. In the absence of a
decision on adequacy, the transfer can only occur if the data exporter, established in the EU,
provides appropriate safeguards, which may include standard data protection clauses adopted by
the Commission, and if the data subjects have enforceable rights and effective remedies.

Before any transfer, the data exporter (CSC) and the recipient (CSP) must verify that the third
country respects the level of protection required by EU law. CSCs whose personal data is transferred
to a third country based on standard data protection clauses must enjoy a level of protection
substantially equivalent to that guaranteed within the EU by this regulation, read in the light of the
EU Charter.

The CSP must implement effective mechanisms (standard protection clauses) to ensure that the
level of protection required by EU law is respected in practice. Transfers of personal data based on
such clauses must be suspended or prohibited in the event of a breach of these clauses or if it is
impossible to honor them.

Finally, the CSP must inform the CSC immediately if the data processing location changes from the
one specified in the agreement for reasons within the CSP’s area of responsibility during the validity

of the service agreement.

1.2.5 TRUSTED DATA LOCALIZATION REQUIREMENTS

The CSP must indicate the location of any subcontractors who may access the CSC data.

TECHNICAL SPECIFICATIONS BOOKLET
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1.2.6 SUMMARY OF EXPECTED SERVICES

The CSP must perform the following services:

Hosting and operation of public cloud computing services;

Access to public cloud services;

Evolution of the cloud services;

Support/assistance on public cloud computing services;

Provision of a cost management and steering service;

Setting up the infrastructure foundation to securely host applications;
Reversibility and portability measures;

Reinforced trusted security measures;

Immunity measures.

The CSP carries out the operational management of these services and participates in the governance
of the SERVICE.

1.2.7 DEFINITION OF THE SERVICE

In this document, "the SERVICE" refers to the entire catalog of Cloud Computing services of a single

CSP (Cloud Service Provider) provided by the CSP to its customers: it includes all services of the laas,

PaaS, CaaS and FaaS models. Depending on the context of the requirements specific services can be

specified.

1.2.8 DEFINITION OF SERVICE USERS

This part can be modified to comply with the specific CSC’s users’ definition.

There are two types of CSC users who can access the SERVICE:

1.

Administrators of Cloud Computing Services
They will integrate the SERVICE with the CSC's cloud computing service offerings.

They must have the most advanced administrative roles, be trained in the use of the SERVICE,
and be informed of developments and incidents that affect the SERVICE.

For the CSC, they will act as intermediaries between the CSP and the end users of the SERVICE.

The CSP will provide the tools and communication channels with the CSC to administer the
services, and have information in the event of a change or incident.

Consumers of cloud computing services

These are the users of the CSC who are consumers of the CSP's services (e.g. developers).

In particular, they will be able to consume these services either through a CSC CMP or via the
CSP portal or API.

They must have limited roles (limited provisioning capacity) set up by administrators, and will
not be in direct contact with the CSP.

In addition to CSC users, resources hosted at the CSP exposed on the Internet are also likely to be

accessed by public users external to the CSC.

)
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1.2.9 SCHEDULE

The CSP is committed to respecting the deadlines, schedule and milestones agreed with the CSC.
The CSP undertakes to respect the opening date of the SERVICE as soon as the contract is signed.

The main activities involving the CSP are:
e Provision of an infrastructure base allowing users of the SERVICE to deploy applications
e Implementation of communication processes with CSC administrators

e Implementation of commercial relationship processes with the CSC

1.2.10 SUMMARY OF THE TRUSTED CLOUD REQUIREMENTS

This TSB include a certain number of additional requirements focusing on “Trusted cloud services”.
Some of them are “optional” and compliance will result in additional points. However some of them
were determined essential and not being able to comply with them can result in a significant evaluation
deterioration.

A special mention will appear whenever the compliance with one of this trusted Cloud requirements

III

is judged “essential” (This may evolve when the grading grid is finished)
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2 TERMS OF SERVICE

2.1 EXPECTED SERVICE REQUIREMENTS

2.1.1 PROVISON OF CLOUD COMPUTING SERVICES

S The CSP provides a catalog of cloud computing
services

The CSP provides Cloud Computing services grouped and accessible through a service catalog.

Each item in this service catalog corresponds to a set of automated technical actions achievable on-
demand by the CSP's clients. It must be precisely described by the CSP, including a label, a
description, a set of prerequisites, SLAs (Service Level Agreements), and any potential limitations.

This catalog includes all services falling under the laaS, PaaS, Caa$, FaaS service models, as well as
inventory, monitoring, and billing services associated with them. Exclusively defined by the CSP and
under their sole responsibility, this catalog is published on a user interface accessible via a
lightweight client (web browser, at least Internet Explorer, Chrome, and Firefox), as well as through
APIs. It is offered to all CSPs clients in a standardized and identical manner.

The CSP must be able to provide all or part of its service catalog (referred to in this TSB as "the
SERVICE") based on the needs of the COMPANY.

Deliverable(s):

Results Monitoring:

Level to achieve:

e Cloud Computing Services
Catalogue of the CSP

e Access to items in the CSP
service catalogue by the CSC
(This catalog is different from
the expected Marketplace,

e The CSP services catalogue of
the CSP, available with the
CSC 24h/24, 7d/7 during the
whole period of the market

more details in paragraph
2.2.3)

2.1.2 DEPLOYMENT MODEL

FCT-2

The CSP provides public cloud services

Except for infrastructure set up or used by the CSC to access the Service (in particular, network
interconnection infrastructure and user workstations), the Service is based on infrastructure leased
or owned by the CSP.

These infrastructures can be pooled and shared between all the CSP customers, to a degree of
mutualization that the CSP defines and communicates to the CSC.

\\
[ Cigref |

g
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In the case of specific needs, the CSP must be able to offer services dedicated to the CSC. The CSP
will provide a list of catalogue services that can be used in this way.

The CSP can offer at least 2 regions (geographically located within the European Union, see the
complete list in requirement LOC-1). A region is made up of multiple availability zones (constraints
to be defined by the CSC), isolated and physically separated within a geographical area. Each
availability zone is made up of one or more datacenters equipped with an independent power
supply, cooling system and network.

The CSC must be able to locate the data exclusively in these two regions.

The CSP must be able to assure at every moment the location of the CSC data whatever is their
nature in rest or in transit

2.1.3 SERVICE MODEL

Through its service catalogue, the CSP provides the infrastructures required to deploy the CSC
software and applications: this subset of the service catalogue constitutes laaS cloud services

Through its service catalogue, the CSP provides the infrastructure and software required to deploy
the CSC applications: this subset of the service catalogue constitutes PaaS cloud services.
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Through its service catalogue, the CSP provides the infrastructure and software required to deploy
and orchestrate the containers: this subset of the service catalogue constitutes Caa$S cloud services.

The infrastructure and the operating system are under the entire responsibility of the CSP, which
manage them.

Through its service catalogue, the CSP provides the platform enabling the CSC to develop, execute
and manage functionalities: this subset of the service catalogue constitutes Faa$S cloud services.

The PaaS$, Caas, Faa$ offered by the CSP are described in the paragraph 5.

Deliverable(s): Results Monitoring: Level to achieve:
e List of the Cloud Services e Documentation to be e Reception to be validated
laaS, PaaS, CaaS, FaaS received by the CSC

2.1.4 SERVICE BILLING

FAC-1 The CSP provides a detailed bill of the Service

For all items in its service catalogue, the CSP provides the CSC a monthly invoice for the previous
month’s activity (“M-1"), within the first five working days of month M.

The billing must be fully detailed, unambiguous, and verifiable, based on measurable elements such
as

e The volume of resources consumed (computing power, storage, bandwidth, network...)
e The duration of use of each service consumed in the catalogue

e The number of users who can access this service

e The details of consumption at project and account level

e Aswell as any other information required to justify billing

The CSP must include details of the measurable elements that led to the invoiced amounts in his
invoice proposals. Only items in the CSP catalogue that have been requested by the CSC should be
invoiced. The initial model of the invoicing file will be subject to validation by the CSC during the
provision phase, and the CSP must likewise notify the CSC and obtain the CSC validation for any
subsequent changes during the course of the contract.

The CSP communicates credit notes proportional to the current month invoicing, in compensation
for service unavailability or non-compliance during the previous month.

The CSP provides and updates an online simulation tool enabling the CSC to anticipate its service
usage cost.

The CSP provides tools enabling the CSC to manage and optimize its financial consumption of cloud

services
Deliverable(s): Results Monitoring: Level to achieve:
e Monthly billing proposal e |nvoicing proposal to be e The billing proposal must be
received by the CSC in line with the CSC activity in
TN
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2.1.5 SERVICE MANAGEMENT

The CSP provides the CSC a solution for the centralised management of its various accounts on the

public cloud platform. This management should make it possible to control the following elements
(non-exhaustive):

e The policies of the different accounts,
e Access rights to services and resources,

e Invoicing of the various accounts.

The CSP shall provide the CSC tools to provide real-time information on the status of its services.
The monitoring platform must:

o Alertin the event of a service or resource outage

e Alert in case of abnormal behaviour (heavy use, loss of performance, etc.) of a service or
resource)

The monitoring tools must be set up by the CSC (definition of thresholds) and allow for the creation
of aggregated indicators (periodic availability, etc.).

The CSP also makes available the security reports of its Cloud platform.
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2.1.6 TECHNICAL REQUIREMENTS

2.1.6.1 Workstations

The SERVICE must run on the following browsers, in the versions supported by their respective
publishers, for the duration of the contract:

o Firefox ESR
e Microsoft Edge
e Google Chrome

e Safari

2.1.6.2 IT Network

The CSP proposes means to connect the CSC's internal network to the CSP's infrastructure network.

These interconnections should make it possible to:

e The administration of the Cloud computing resources hosted by the CSP
e The transfer of data between the CSC's internal network and the CSP's infrastructure

The types of interconnections identified to date by the CSC (not limited to other solutions) are:

e (CSCInternet Connection:
o From clients connected on the CSC’'s network to the cardholder's solution (Internet
exposure) Via the CSC's HTTP/HTTPS proxies;
o From clients connected to the CSCs network to the Holder's solution (internal exposure)
Via the establishment of an IPSec VPN tunnel from the CSC's equipment to a device
provided by the Holder between partners external to the CSC and the CSC: via the
partners' centralized connection solution.
e Private liaison between the CSC and the Data Controller:
o Viaits own interconnection infrastructure;
o Viaa partner of the Account Holder (operator);
o Via a colocation center (operator, exchange platform, internet exchange zone);
e Internet connection of the CSP.
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The CSC must provide a scalable, secure and highly available solution for accessing the Company's

services hosted on the CSC's premises from the Internet

All network communications between the CSC and the IP-based CSP will be done natively in IPv4.

If the CSP wishes to switch to IPv6, the CSP must make a request to the CSC, in writing, 1 year prior
to itsimplementation. The CSP undertakes to make the changeover to IPv6 conditional on the formal
agreement of the CSC. The CSP will provide a study of the impacts of the IPv6 migration on the
Service provided to the CSC. This study will present at least the modified architectural elements as
well as the impact analysis on the overall performance of the Service.

If requested by the CSC, the CSP will have to commit to providing an IPv6 connection. The CSC will
have to approve the new network performance and compliance with the CSC IS security policy
following a new study and the provision of performance measures by the market CSP.

The CSP undertakes to study any new functionality offered by the IPv6 protocol that may improve
the Service provided to the CSC, to present it to the CSC and to implement it if the latter so requests.
The Service must be fully compatible with the transition to IPv6.

2.1.6.3 Interoperability with the rest of the IS

The entire SERVICE must be able to be addressed by the CSC via APIs.

Otherwise, the CSP will have to justify the reason for each one of the services from the catalog that
cannot be addressed by via APlIs.

The CSP provides documentation for these APIs.
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2.2 EXPECTED SERVICES

2.2.1 PROVISION OF SERVICES

The CSP provides an interface allowing the CSC to subscribe to the various services available. This
Service Catalog interface, accessible via API, must be different depending on the users and the
rights assigned to them.

The CSP allows the CSC to create customizable dashboards that are visible when logging in to the
CSP's platform, The dashboards serve as the home page of the platform, they present the
information and modules that users want to access quickly.

2.2.2 REVERSIBILITY AND PORTABILITY

The infrastructure CSP shall provide a transparency statement using the template of the [SWIPO
cloud laaS and SaaS services CSP transparency statement version 1.0] and must not change the order
and structure of this template; This transparency statement can be used as the basis for the contract
template.

The description in the transparency statement must provide an appropriate level of detail, including:

e All aspects of compliance with this code,
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e All documentation, the available support and tools to transfer CSC data from one
infrastructure CSP to another,

e A description of the overall data porting process and capabilities supported, including any
data backup and recovery processes adopted to protect data during data transfer, security
measures, record management and, if agreed, the deletion of data from the CSC after
successful porting (if the CSC intends to terminate the cloud service agreement) if the
deletion capability is provided to the CSC by the infrastructure CSP, the CSC may perform
the deletion themselves. The deletion must be performed by the source infrastructure CSP,
if this capability is not provided to the CSC,

e The status and procedures for handling CSC data on the infrastructure of the infrastructure
CSP after termination, including instructions from the CSC on any data retention, storage or
restoration obligations stipulated by the applicable law or regulation,

e Aclear description of all third parties that have access to the data through the process,

e A clear description of the policies and processes for accessing data in the event of
bankruptcy of the infrastructure CSP or acquisition by another entity. These policies and
processes must include informing the CSC out undue delay once bankruptcy proceedings
have been initiated with the relevant public authorities,

e Ifathird-party service provider is needed to convert, translate or transfer CSC infrastructure
artefacts, this must be explicitly stated in the CSP transparency statement.

e The scope of the infrastructure artefacts available for transfer,

e Any claims of intellectual property rights that the infrastructure CSP has over the CSC data,
and how these rights are enforced after a switchover.

Before the CSC accepts the Contract Service Agreement (CSA), the infrastructure CSP must provide
the CSC a CSP’s transparency statement describing the mechanisms related to the porting of the CSC
data:

e From the CSC’s on-site facilities to the infrastructure CSP’s cloud service,

e From another cloud service to a cloud service of the infrastructure CSP,

e And for the CSC’s on-site facilities (from the infrastructure CSP’s cloud service) to another
cloud service from the infrastructure CSP, if they apply to CSC data, and how these aspects
are addressed when considering data portability.

Any related cost areas that would be billed by the infrastructure CSP. It must ensure that the
information on data portability is made available to the CSC, including online and/or incorporated
by reference in other contractual documents, and that the information is kept up to date.

The infrastructure CSP shall inform the CSC periodically and in a timely manner of any changes to
the mechanisms and conditions, including identified costs, which would significantly alter the
portability of the CSC’s data. The CSC should have the right to terminate the agreement in advance.

The infrastructure CSP shall inform the CSC periodically and without undue delay of any permanent
changes to its statement of adherence to the reference document.

Please note that ensuring that pre-contractual information is available to potential CSCs does not
require public disclosure and can be done on a confidential basis (e.g. via a non-disclosure
agreement (NDA)).

\
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The CSC must be able to manage the reversibility of the services provided by the CSP to other
services of a third party or the CSC. Reversibility does not apply to the architectures implemented
in the CSP's infrastructures but relates to the data hosted there.

The CSP must allow the CSC to recover all of its data. The CSC is responsible for the transfer of data.
The CSP ensures that the data sources are usable by the CSC.

Once the data has been retrieved by the CSC, and following the CSC's agreement, the CSP undertakes
to securely delete all data handled by the Service.

The CSP must outline all processes it supports to maintain data integrity, service continuity, and data
loss prevention specific to data export. This includes pre- and post-transfer data backup and
verification, managing downtime and secure transmission, roll back functionality, and any testing
functionality.
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The CSP must also detail any security audit data, such as access logs, that is available for export.
These logs of user interactions with the cloud service may be needed for security analysis and for
monitoring requests.

Where applicable, the CSP must specify the encryption processes and services provided during data
export, including unencrypted options. It must describe how encryption keys are managed to enable
the CSC to decrypt the exported data.

Finally, the CSP must specify the security controls, such as access controls, available during data

export.
Deliverable(s): Results Monitoring: Level to achieve:
e Description of the security e Reception of the documents |e Validation of the documents
processes for data export by the CSC by the CSC
REV-5 The CSP must specify the explicit and structured process for the import of data

The CSP must outline a clear and structured process for data import. This process should include
considerations for data management, such as snapshots and phased approaches, record
management policies, and bandwidth assessment. It should also detail all relevant timeframes,
notification requirements, customer contact procedures, and the impact on service continuity. The
process and documentation should cover technical, contractual, and licensing issues sufficiently to
enable porting and switching.

The CSP must also detail any tools required that entail additional costs for data import. It must
specify any tools or services provided, including support for integration or interoperability, that are
available to assist the import process, and the costs associated with these tools. All third-party tools
or services should be specified.

The CSP must specify whether or not the customer can be completely independent in importing
data, i.e., where the customer of the cloud service does not need human interaction with the
provider. It must specify which data, including data derived from a source export service such as
calculated field values, graphs, displays, can be imported into the service.

The CSP must detail the required format/structure of the imported data and where the definitions
are available and under what terms. This includes industry or open source formats such as the Open
Financial Exchange format. The provider must specify all available validators and, if applicable, what
type, from where, and under what conditions. This must be sufficient to allow for porting and
switching.

The CSP must specify the cost structure for importing data and the associated procedures, such as
volume restrictions. It can specify any existing additional migration services, whether provided by
the CSP or a third Party, and how they are available on the market.

The CSP must specify any obligations imposed before data import can commence. It must specify
which encryption processes are used when importing data, including unencrypted options, and how

encryption keys are managed.

\
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The CSP must specify the data standards, formats and/or types of files recommended, used or
available for importing and exporting data (e.g. binary, MIME, CSV, SQL, JSON, XML, Avro) for each
dataset available for import, including unstructured data.

The CSP must provide documentation on the format and structure of the exported data, including
where it comes from, and under what conditions, if it comes from a third party (including industry
or open source formats (e.g. the Open Financial Exchange format)). This must be sufficient to allow
for porting and switching.

The CSP must provide to the CSC the procedures (and services) to initiate switching and porting from
the cloud service when it is a porting source.

The CSP shall inform the CSC of:

e the available terms for switching and porting to the cloud service.

e the available porting methods and formats.

o the fees and terms associated with the porting services. Fees and terms must be clearly
displayed at the subscription stage with warning mechanisms that inform the CSC of their
ability to use reversibility services after a commitment phase.

The transfer of infrastructure artefacts from the CSC to and from the cloud service must use open
standards and open protocols for the movement of infrastructure artefacts.
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The CSP must provide the CSC a process for exiting an existing cloud service, when it is the source
of the porting, and the CSC aims to terminate their use of the cloud service once the porting is
complete. This process must be accompanied by a porting matrix on the scope of the target services
and destination of the porting process.

The CSP must specify the period, defined and negotiated at the time of activation of the portability
process, during which the CSC data will remain available for transfer once termination of the source
service is requested by the CSC, and the nature of the clear and timely warnings issued prior to the
deletion of the CSC data.

The costs of the porting procedure must be explicit before signing any contract and must be

compliant with article 29 of the Data Act until completely disappearing.
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The CSP must provide to the CSC switching and porting procedures for activating a new cloud service
when it is the porting destination.

(When the CSP is a porting destination he must provide the procedures enabling to launch the
service with the CSC’s recovered data from a previous CSP)

The CSC must be able to import and export CSC infrastructure artefacts in a simple and secure way,
supporting the following scenarios:

e (CSCto cloud service
e Cloud service to Cloud service
e Cloud service to CSC.

The CSP infrastructure will provide the media to enable the transfer using a structured, commonly
used, and machine-readable format. This media must be documented for the different scenarios.

The infrastructure CSP must provide the procedure for the CSC to test the transfer mechanisms and
agree a transfer schedule, based on its business unit needs and security risks. The procedure must
also specify the means that can be provided by the CSP in terms of support. Transfer testing must
include both testing of the mechanisms used to port data to and from a cloud service and also the
APIs used to access and manage the data when it is stored in the cloud service. Tests must be
accepted with the CSC, as part of a transparent testing process. The CSC should be advised by the
infrastructure CSP on further testing requirements.

When the CSC data involves infrastructure artefacts that rely on a cloud service functionality or
capability, the infrastructure CSP must provide an appropriate description of the environment for
their execution and how the service dependencies can be achieved. A portability impact matrix
should indicate the dependencies to be considered during portability.
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The CSP must make available to the CSC the operational procedures to transfer their data once the
resolution of the source service is requested by the CSC.

For the expected volume of Infrastructure Artefacts, the infrastructure CSP must provide the
appropriate mechanisms, availability periods and transfer price. These elements must be displayed,
known, and accepted by the CSC as soon as the CSC signs the contract with the CSP.

The CSP must inform the CSC of the data migration schedule. It must provide the period during
which the CSC data will remain available for transfer once termination of the source service is

requested by the CSC, and the nature of the clear and timely warnings issued prior to the deletion
of the CSC data.

These elements must be displayed, known, and accepted by the CSC as soon as the CSC signs the
contract with the CSP.
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The CSP must ensure that practices are in place to facilitate the switching of service providers and
the porting of data in a structured, commonly used and machine-readable format, including open
standard formats where required or requested by the service provider receiving the data. These
elements must be incorporated into the contractual template of the CSC.

The CSP must ensure that pre-contractual information is available, with sufficiently detailed, clear

and transparent information on data portability processes, technical requirements, time limits and
fees in case a business user wishes to switch to another service provider or transfer data to their
own IT systems. These elements must be incorporated into the contractual template of the CSC.

When exporting artefacts from the CSC to a cloud service, or between cloud services, the CSP must

provide a FAQ to the CSC including elements for the user, administrator and business functions
related to the cloud service.
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The CSP must ensure the reversibility of the data using the technical methods at its disposal.

The technical details of the reversibility are set out in the service agreement. These elements must
be incorporated into the contractual template of the CSC.

The CSP must precise the available bandwidth and estimated time for the recovery of all the CSC’s
data.
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The CSP must outline a clear and structured process for data export. This process should include

considerations for data management, such as snapshots and phased approaches, record
management policies, and bandwidth assessment. It should also detail all relevant timeframes,
notification requirements, customer contact procedures, and the impact on service continuity. The
availability of the data export process during and after the contractual period, as well as the Service
Level Objective (SLO) and Service Qualitative Objective (SQO) of the Service Level Agreement (SLA),
must be included. The process and documentation should cover technical, contractual, and licensing
issues sufficiently to enable porting and switching.

Before data export can commence, the CSP must contractually specify any obligations. It must also
detail any known post-contractual license fees or other commitments, such as patent and license
fees covering the use of derived data or data formats or claims and pending cases. These elements
should be added to the impact matrix.

The CSP must detail any tools and services that incur additional costs for data export required by
the source provider’s processes for data portability and provide continuous updating of these tools
and services. These elements should also be added to the impact matrix. It must specify any tools
or services provided, including support for integration or interoperability, that are available to assist
the export process, and the costs associated with these tools. All third-party tools or services should
be specified in a portability catalogue.

The CSP must inform the CSC of its data portability processes and indicate the degree of autonomy
of the CSC when exporting. It must specify which data, including derived data such as calculated
field values, graphs, displays, can be exported from the service before the actual export date.

The CSP must detail the cost structure for the export of data and the associated procedures. It must
provide sufficient transparency to allow the customer of the cloud service to calculate all data export
charges levied by the provider. The CSP must produce a reversibility matrix and specify known
dependencies between the data to be exported and other data connected to another cloud service.

Finally, the CSP must specify the available mechanisms, protocols, and interfaces that can be used
to perform the data export, such as VPN LAN to LAN, Data Power, SFTP, HTTPS, API, physical media,
etc.
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The infrastructure CSP must provide APIs related to the portability of the Cloud services and, if
provided, they must be fully documented. A catalogue of shared transfer APIs must be made
available to the CSC by the CSP. These APIs must allow the transfer of infrastructure artefacts
between participating parties. If there are code libraries or associated dependencies, they must be
documented and made available.

The CSP must inform the CSC of the existence of an interface allowing them to perform data
extractions.

2.2.3 MARKETPLACE

The CSP makes available to the CSC the services of third-party publishers accessible via its Market

Place, such as:

e DevOps services
e Business apps services

e Migration services
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Storage services
Network services
Security services

Database services

The CSP provides the CSC the services of a private Market Place, which allows it to filter access and

the products it makes available.

2.2.4 CONSTRUCTION OF THE INFRASTRUCTURE FOUNDATION

The CSP sets up the CSC's public cloud infrastructure foundation.

The CSP will specify the time frame and associated costs as well as the prerequisites.
List the services of the Base:

Access and identity management:

Incident Detection:

Identity and Access Management (IAM) Service
Single sign-on service

Directory Service

Centralized Account Management Service
Secrets Management Service

Resource Sharing Service

Service to centrally view and manage security alerts and automate compliance checks.
Intelligent threat detection and continuous monitoring to protect accounts and workloads.
Service to record and evaluate resource configurations to enable compliance auditing,
asset change tracking, and security analysis.

Service to track user activity and APl usage to enable governance, compliance, and
operational/account risk auditing.

Comprehensive visibility service of cloud resources and applications to collect metrics,

monitor log files, set alarms, and automatically react to changes
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e Service to capture information about IP traffic entering and exiting network interfaces in
the CSC Virtual Private Cloud (VPC)

Infrastructure Protection:

e Service to configure and manage on-premises systems to apply operating system patches,
create secure system images, and configure secure operating systems

e DDoS protection service that protects running web applications

e Web Application Firewall to protect web applications from common web vulnerabilities
and ensure the availability and security of your services.

e Firewall Management Service to centrally configure and manage WAF rules on accounts
and applications.

e Service to automate security assessments to improve security and compliance of deployed
applications.

e A VPC service to provision a logically isolated section of the CSP's cloud from which the
CSC can launch CSP resources into a virtual network defined by the CSC.

Data protection:

e Encryption key management service to easily create and control the keys used to encrypt
data.

e Data Encryption Service (Cloud HSM)

e Certificate management service to easily manage and deploy SSL/TLS certificates.

e Flexible data encryption options service using CSP-managed keys, keys, or CSP-managed
keys.

Incident Response:

e Config Rules services to create rules that automatically take action in response to changes
in the CSC environment, such as isolating resources, enriching events with additional data,

or restoring configuration to a known state

2.3 SERVICE OPERATIONAL READINESS REQUIREMENTS

2.3.1 SERVICE AVAILABILITY MANAGEMENT

The CSP guarantees the availability of the Service, as seen from its exit point on the Internet.
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The method of calculating the availability rate is as follows:
e Availability rate (%) = 100 x (1- (Number of hours of test path downtime in the given
period/Number of hours in the given period))
e The calculation basis is 24 hours/day and 720 hours per month (30 days).
The CSC will be able to carry out its own measurements of the availability of the Service via a third-
party application monitoring solution, interoperable with the CSP's Cloud.

All items in the CSP's service catalogue are available on a guaranteed service range: 24/7.
Otherwise, the CSP will have to justify the reason for the services concerned.

The CSP undertakes to respect the availability rates of the services in its catalog as published at the
CSC. It undertakes to pay financial compensation as soon as it loses availability. These
compensations may be gradual depending on the measured unavailability. In the Appendix, the
availability commitments and compensation in the event of loss of availability for the services
required of the CCTP are specified.

The CSC benefits from this financial compensation in the form of € credits that can be used to
purchase the services in the CSP's catalogue.

Deliverable(s): Results Monitoring: Level to achieve:

e No shutdowns and incidents
on the SERVICE

e Use of the SERVICE by the
CSC during the planned
service periods

o All services are available
during the defined service
range periods

2.3.2 SERVICE CONTINUITY MANAGEMENT

The CSP guarantees the continuity of the Service

In the event of a disaster or major incident occurring at the nominal site where the Service is hosted,
the CSP guarantees the resumption of the Service at a remote backup site.

The CSP must document and implement procedures to maintain or restore the operation of the
service and to ensure the availability of information at the level and within the timeframe to which
the CSP has committed to the CSC in the service agreement.

The CSP must document and implement measures to meet the service availability requirement
defined in the CSA.

The CSP must indicate the measures implemented to deal with a service interruption situation.
In the course of such an incident, the PSC shall perform the following activities:

e Communicate to the CSC on the progress of the resumption of activity;

e Test the proper functioning of the Service once restored to the standby environment in
collaboration with the CSC;

o Re-locate the Service to its nominal hosting site as soon as possible;

e Provide feedback on the incident and set up an action plan for improvements or correction
of incidents.
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The CSP must guarantee continuous autonomy for all or part of the services it provides. The concept
of operating autonomy shall be understood as the ability to maintain the provision of the cloud
computing service by drawing on the provider’s own skills or by using adequate alternatives

2.3.3 SERVICE PERFORMANCE MANAGEMENT

All requests to items in the CSP's service catalog are considered and executed within the following
time limits:

Specific Expected Level: Requests processed in less than 5 min.

Otherwise, the CSP will have to justify the reason for the services concerned.

2.3.4 SERVICE EVOLUTION

The CSC benefits, under the contract, from the provision of new versions and updates of the Service

and the settings associated with the new features incorporated into these new versions and
updates. An evolution can be either an addition of a service to the catalog, or a version upgrade
(excluding security patches or bug fixes) of an existing service in the catalog, or a deletion of an
existing service in the catalog.

The CSP notifies the CSC of changes to its service catalogue (date, nature, impact on the existing
SERVICE) before any change.
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The CSP must update the Service to take into account legal and regulatory changes impacting the
SERVICE and the CSC.

The CSP guarantees functional and technical non-regression following version upgrades and updates
made to the Service. It also ensures backward compatibility of versions.

The CSP provides a detailed description of the content of any new release. It provides a rationale
that details the functional or technical reasons behind the upgrade.

The CSP provides the technical and functional documentation of new versions and updates

necessary for the use of the Service: user guide, administrator guide, release notes, etc.

In the event of the deletion of an existing service in the catalogue, the CSP shall mutually agree on
a schedule of deletion milestones with the CSC.

Deliverable(s): Results Monitoring: Level to achieve:

o Notification to the CSC of
changes to the service
catalogue

o Deadline for providing
notification

e Timeline agreed with the CSC
for the deletion of services
from the catalogue

e According to the schedule
agreed with the CSC

e Documentation of the e Delivery time for upgrades
Service: user guide,

administrator guide, release

notes, etc.

2.3.5 SUPPORT

PRD-6 The CSP provides support to the users of the Service

The CSP must provide support to the users of the Service. The time slot of the support must match
that of the subscribed service.

This support must be achievable by phone or email and must be the subject of a written record in

all cases.

Support requests related to incidents should be handled in incident management.
Support requests related to anomalies should be handled in anomaly management.
The other requests consist of requests for information.

Support requests must be responded to within the following timeframes, depending on the severity
of the request:

Criticality of the incident | Response time

Blocking Less than 1 hour
Major Less than 4 hours
Minor Less than 12 hours

Requests for information must be answered within 24 hours.

TECHNICAL SPECIFICATIONS BOOKLET
Purchase of PAAS public cloud computing services under a safe/trusted environment )

_\\
( Cigref /|

N



Page |36

The CSP produces a monthly report on support requests.

Support is provided in French.

When support cannot be provided in French but only in English, the CSP explains the reasons for the
lack of support in French.

The service catalogue must have online help in French.

This online help must take at least the following forms: service documentation, tutorials (User Guide,
Administrator Guide).

The CSP provides architectural technical assistance for the "prototyping" of projects. This is project
assistance to get started in the public cloud, get an idea of the design and costs associated with a

prototype architecture ("High Level Design"). The technical assistance provides an architectural
diagram and a quotation of this architecture.
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Deliverable(s): Results Monitoring: Level to achieve:
e Architecture Prototype o Validation of prototypes e 90% of requests for
(« High Level Design ») e Cost of Support assistance for project
prototyping

2.3.6 INCIDENT MANAGEMENT

INC-1 The CSP is responsible for incident management

The CSP implements incident management (in the Information Technology Infrastructure Library :
ITIL sense of the term) to trace, qualify, analyze and correct malfunctions that lead to total or partial
unavailability of the Service or that lead to a drop in performance making the Service unusable.
Incidents can be detected:

e either by the CSP: in this case, it informs the CSC;

e or by the CSC: in this case, it informs the CSP via user support.
The CSP qualifies the incident and its level of criticality and proposes possible palliative or
workaround solutions that would minimize the impact of the incident.

The criticality levels are as follows:

e Blocking Incident: The application or system in production is unavailable to the CCS. There
are no workarounds or workarounds accepted by the SCC.

e Major Incident: the application or system in production is partially unavailable to CCS.

e Minor Incident: any other incident.

Security incidents follow this categorization.

At the request of the CSC, the criticality of an incident may be increased in the event that there is a
set of similar incidents or when more than 30% of users are affected.

In the event of an incident occurring in the production environment, the CSP undertakes to restore
the availability and performance of the Service within the timeframe below:

Criticality of the incident Resolution time (*)
Blocking 4 Hours
Majeur 2 working days
Mineur 5 working days

(*) The time limit is calculated from the reporting of the incident
The CSP provides incident reporting, including dates, times, criticalities, durations, and downtime
analyses.

The CSP must assess information security events and decide whether to classify them as security
incidents. The assessment must be based on one or more scales (estimation, evaluation, etc.) shared
with the CSC.
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Note: security incidents include personal data breaches. The CSP must use a classification to clearly
identify security incidents involving CSC data, in accordance with the results of the risk assessment.

This classification must include personal data breaches.

The CSP must document and implement a procedure for responding quickly (within the defined
resolution time) and effectively to security incidents. These procedures must define the means and
deadlines for communicating security incidents to all CSCs concerned and the level of confidentiality
required for such communication. The CSP must inform its employees and all third parties involved
in the implementation of the service of this procedure. The CSP must document any personal data
breach and inform its CSC.

The CSP must handle security incidents until they are resolved and must inform the CSC in
accordance with the procedures. The CSP must archive documents detailing security incidents.

The CSP must document and implement a continuous improvement process to reduce the
occurrence and the impact of the types of security incidents already addressed.

The CSP must ensure a consistent and comprehensive approach to the identification, assessment,
communication and escalation of security incidents.
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The CSP must document and implement a procedure for recording information about security
incidents that can be used as evidence.

The CSP monitors IS Security events and incidents on the scope of the service, in accordance with
the Security Assurance Plan. The CSP informs the CSC in one hour of any IS Security event or incident
detected globally on its infrastructures vis-a-vis all its customers.

The CSP analyzes the detected IS Security events and incidents, keeps and protects their traces, both
in terms of availability and integrity, so that they can be used as evidence in the event of a criminal
appeal.

The CSP must have one or more security incident detection probes on the service’s IT system. These
probes must allow the supervision of each of the interconnections of the service’s IT system with
third-party IT systems and public networks. These probes must be collection sources for the event
analysis and correlation infrastructure.
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The CSP alerts the CSC, within 24 hours, for any request for information or evidence related to a
security incident, on the scope of the service. The CSP alerts within an hour if the incident is
widespread at the CSP for all its customers.

The alert is given to the designated manager within the CSC as part of the service (failing that, the
operational manager of the service or his manager).

The CSP indicates in the SAP (PAS) the processes and circuits for these alerts.

The CSP immediately alerts the CSC in the event of detection of an IS security event or incident on
the scope of its service, according to the procedures established in the SAP

The CSP sends his communications to the interlocutors designated by the CSC for the management
of IS security incidents (failing that, the operational pilot of the service or his manager), using secure
means of communication, and in accordance with the process described in the SAP.

Identical requirements apply in the event of a physical intrusion or attempted physical intrusion on
the premises of the service.
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The CSP must ensure continuity of service in the various scenarios of incidents, disasters or

pandemics.

The CSP must plan, implement, maintain and test business continuity and emergency management
procedures and measures.

The CSP must document, implement and keep updated a Business Continuity Plan (BCP) that takes
into account information security.

It sets up a BCP that it tests regularly. To this end, it will respect a notice period to be agreed with
the SCC.
The CSC will be a contributor to the BCP.
The BCP describes:
e the permanent arrangements implemented by the CSP to prepare for a resumption of
activity;
e the operational organisation to ensure that activities are resumed on a backup platform
within a timeframe in line with the commitments of the CSP;

e testing modalities;
e organizing for the return to the main platform of the CSP.

Test results may be requested by the CSC as part of the follow-up of the delivery

The CSP must clearly indicate the measures taken in case of bankruptcy to guarantee a certain
continuity of the service during a transition period and allowing the CSC to retrieve all the assets he

would be able to.

2.3.7 ANOMALY MANAGEMENT

The CSP implements anomaly management to trace, qualify, analyze and correct non-conformities
against a requirement specified in this SCCP or an expected operation of the Service.

The CSP provides reporting on anomalies, including references and criticalities of anomalies,
reporting dates, correction dates and anomaly correction versions.
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2.3.8 CRISIS MANAGEMENT

A crisis situation may be triggered by the CSP or the CSC in the event of a problem with the operation

of the Service, in particular in the following cases:

e the commitment to the availability of the Service is not kept;
e serious or recurring malfunctions impact the proper functioning of the Service;
e abnormal behaviour of the Service endangers the CSC's IS or the security of the data;

... and that these problems can no longer be managed by the usual actors and procedures.

Crisis can also be triggered via an escalation procedure in the event of an ongoing dispute between
the CSP and the CSC, in particular when a situation could jeopardise the planning or quality of
services, for example in the following cases:

e Recurrent failure to meet Deliverables delivery deadlines;
e Failure to respond to support requests;

e Disagreement on decisions to be made;

e Malfunction related to poor quality of service;

e Dysfunction in internal or external communication.

The CSP must be involved in the monitoring of crises, even if their origin is not its responsibility, and
it acts in coordination with all the actors concerned by the CSC to get out of crises as quickly as
possible.

As soon as the crisis starts, the CSC and the CSP organise a meeting to establish a diagnosis of the
situation, assess the risks and put in place the means and organisation to manage the crisis. The CSC
and the CSP agree on an action plan to resolve the problems and return to a normal situation as
soon as possible. Once the crisis is over, the CSC and the CSP provide feedback.

The terms and conditions of the CSP's intervention will be the subject of a specific paragraph of the
Quality Assurance Plan (QAP) as well as in the SAP or other equivalent document. At the very least,

the CSP's intervention will be done in audio mode.
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e Feedback and action plan e Receiving feedback e Feedback received no later
than 10 days after the crisis
has unfolded

2.3.9 RISK MANAGEMENT

RSK-1 The CSP provides risk management procedures

It must be ensured that the information security risks are properly identified, assessed and handled,
and that the residual risk is formally accepted by the CSP management.

The risk analysis must be reviewed by the CSP annually and whenever there is a major change that
may have an impact on the service.

The CSP must carry out its risk assessment using a documented method that guarantees the
reproducibility and comparability of the approach.

The CSP must take into account in the risk assessment:

e Management of information from CSCs with different security needs.

e The risks impacting the rights and freedoms of data subjects in the event of unauthorised
access, unwanted modification and disappearance of personal data,

e The risks of failure of the partitioning mechanisms of the technical infrastructure resources
(memory, calculation, storage, network) shared between the CSCs,

e Therisks related to incomplete or unsecured deletion of data stored on memory or storage
spaces shared between CSCs, in particular when reallocating memory and storage spaces,

e The risks associated with exposing administrative interfaces on a public network.

e The risks associated with the accumulation of responsibilities or tasks,

e Therisks associated with a shortage of resources from one or many of the CSP’s datacenters.
It must guarantee that if saturation is reached there is a clear procedure to guarantee the
quality (and more precisely the elasticity) of the services.

Where there are specific legal, regulatory or sector-based requirements relating to the types of
information that the CSC may entrust to the CSP, the latter must take them into account in its risk
assessment by ensuring that it complies with all the requirements of this reference document on
the one hand, and that it does not lower the level of security established by compliance with the
requirements of this reference document on the other.

Deliverable(s): Results Monitoring: Level to achieve:
e Risk analysis e Reception of the documents |e Agreement by the CSC
e Risk assessment procedures by the CSC Management on the risks
e Annually meeting to review |e Validation of the procedures
the risks
TN
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The CSP must document a risk assessment prior to any project that may have an impact on the

service, regardless of the nature of the project. If a project affects or is likely to affect the service
security level, the CSP must notify the CSC and inform them in writing of the potential impacts, the
measures put in place to reduce these impacts and the residual risks affecting them.

2.3.10 ASSET MANAGEMENT

It is essential to identify the organisation’s own assets and ensure an appropriate level of protection
throughout their life cycle. This inventory must be kept up to date.

The CSP must document and implement an asset return procedure to ensure that each person
involved in providing the service returns all assets in their possession at the end of their employment
or contract.
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The CSP must establish and keep updated a map of the service’s IT system, linked to the asset

inventory, including at least the following elements:

e The list of hardware or virtualised resources,
e The names and functions of the applications, supporting the service,
e The network architecture diagram at level 3 of the OSI model on which the nerve points are
identified:
e The interconnection points, especially with third party and public networks,
e The networks, sub-networks, in particular administration networks,
e The equipment providing security functions (filtering, authentication, encryption, etc.),
e The servers hosting data or performing sensitive functions,
e The matrix of the authorised network flows, specifying:
o Their technical description (services, protocols and ports),
o The business line or infrastructure rationale,
o Where appropriate, where services, protocols or ports deemed insecure are used,
the compensatory measures put in place, with a view to defence in depth.

The CSP must review the map at least once a year.

The CSP is advised to document and implement a procedure for the marking and handling of all
information involved in the delivery of the service, in accordance with its security needs.

2.3.11 FACILITY AND PERSONNEL SECURITY

If services are provided on one or more of the CSP's sites, the latter implements measures to protect
the physical perimeter of the service, in accordance with the reference access control policy (that
of the CSP or that of the CSC, depending on the type of service).

TECHNICAL SPECIFICATIONS BOOKLET
Purchase of PAAS public cloud computing services under a safe/trusted environment




Page |46

The CSP must document and implement:

e the means to minimise the risks inherent in physical (fire, water damage, etc.) and natural
(climate risks, floods, earthquakes, etc.) disasters.

e measures to limit the risk of fires starting or spreading, as well as the risks of water damage.

e measures to prevent and limit the consequences of a power failure and to enable the service
to be resumed in accordance with the service availability requirements defined in the
service agreement.

e the means to maintain appropriate temperature and humidity conditions for the
equipment. In addition, it must implement measures to prevent air conditioning failures and
limit their consequences.

e regular controls and tests of detection and physical protection equipment.

e means must be implemented to prevent unauthorised physical access and to protect against
theft, damage, loss and failure of operations.

The CSP conducts physical and environmental controls to protect the service in proportion to the
level of risk, and informs the CSC of the results achieved.

These checks should be carried out at a relevant frequency (e.g. once a year).

Deliverable(s): Results Monitoring: Level to achieve:

e Results of the checks carried |e Reporting results to the CSC |e Results validated by the CSC
out by the CSP

FCPS-2

The CSP must document and implement security scopes

The CSP must document and implement security scopes, including the marking of areas and the
various means of limiting and controlling access. The CSP must distinguish between public areas,
private areas and sensitive areas:

Public areas are accessible to all within the boundaries of the CSP property. The CSP must not host
any resources dedicated to the service or allowing access to components of the service in the public
areas. Delivery and loading areas and other points where unauthorised persons may enter the
premises unaccompanied are considered public areas. The CSP must isolate the access points from
these areas to private and sensitive areas, so as to prevent unauthorised access, or alternatively
implement compensatory measures to ensure the same level of security.

Private areas may host the service development platforms and facilities, the administration,
operation and supervision stations and the premises from which the CSP operates. The CSP must:

e protect private areas from unauthorised access. To do so, it must implement physical access
control based on at least one personal factor: knowledge of a secret, possession of an object
or biometrics.

o define and document exceptional physical access measures for emergency situations.

\
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e post awarning at the entrance to the private areas regarding the restrictions and conditions
of access to these areas.

e define and document the time slots and conditions of access to private areas based on the
profiles of the parties involved.

e document and implement the means to ensure that visitors are systematically accompanied
by the CSP when accessing and remaining in the private area. The CSP must keep a record
of the identity of visitors in accordance with the laws and regulations in force.

e document and implement mechanisms for monitoring and detecting unauthorised access
to private areas.

Sensitive areas are reserved for hosting the service’s production IT system, excluding
administration, operation and supervision stations. The CSP must:

e protect sensitive areas from unauthorised access. To do so, it must implement physical
access control based on at least two personal factors: knowledge of a secret, possession of
an object or biometrics.

e define and document exceptional physical access measures for emergency situations.

e post a warning at the entrance to the sensitive areas regarding the restrictions and
conditions of access to these areas.

e define and document the time slots and conditions of access to sensitive areas based on the
profiles of the parties involved.

e document and implement the means to ensure that visitors are systematically accompanied
by the CSP when accessing and remaining in the sensitive area. The CSP must keep a record
of the identity of visitors in accordance with the laws and regulations in force.

e document and implement mechanisms for monitoring and detecting unauthorised access
to sensitive areas.

e implement logging of physical access to sensitive areas. It must review these logs at least
once a month.

e implement means to ensure that no direct access exists between a public area and a
sensitive area.

The CSP must integrate the physical security elements into the security policy and risk assessment
in accordance with the level of security required by the category of the area. The CSP must
document and implement procedures for working in private and sensitive areas. It must
communicate these procedures to the parties involved.

In the context of physical access control, the CSP must comply with the standards published by the
relevant authorities (ANSSI, BSI, etc.).

Deliverable(s): Results Monitoring: Level to achieve:

e Description of the security e Reporting results to the CSC | e Results validated by the CSC
scopes and procedures

e Results of the checks carried
out by the CSP
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The CSP must document and implement measures to physically separate the service production

environments from other environments, including development environments.

The CSP must document and implement measures to protect electrical and telecommunication
wires from physical damage and possible interception. The CSP must produce a wiring plan and keep
it updated.

The CSP must document and implement measures to ensure that the conditions for installation,
maintenance and servicing of the service’s IT equipment hosted in private and sensitive areas are
compatible with the service confidentiality and availability requirements as defined in the service
agreement.

The CSP must take out maintenance contracts to ensure that security updates are available for the
software installed on the service’s IT equipment.

The CSP must ensure that media can only be returned to a third party if the CSC data is stored on it
encrypted in accordance with the “Cryptology” chapter or has been previously destroyed using a
secure erasure mechanism by rewriting random patterns.

The CSP must document and implement measures to ensure that the conditions for installation,
maintenance and servicing of ancillary technical equipment (power supply, air conditioning, fire,
etc.) are compatible with the service availability requirements defined in the service agreement.
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The CSP must document and implement a procedure for the off-site transfer of CSC data, equipment
and software. This procedure must require written authorisation from the CSC management. In all
cases, the CSP must implement the means to ensure that the level of protection in terms of
confidentiality and integrity of assets during transport is equivalent to that on site.

The CSP must document and implement a procedure for protecting equipment awaiting use.

The CSP must document and implement a procedure for the management of removable media that
is appropriate to the security needs of the data services with which they may be entrusted by the
customers. Where removable media are used on the technical infrastructure or for administrative

tasks, these media should be dedicated to a single purpose.

The CSP must document and implement a procedure for the verification of information concerning
its personnel, in accordance with the applicable laws and regulations. These checks apply to
everyone involved in the provision of the service and must be proportionate to the sensitivity of the
contracting party’s information entrusted to the CSP and the risks identified.
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The CSP must regularly raise awareness of IS security issues among its stakeholders.

This awareness must accompany the themes addressed in the welcome booklet.

The CSP must have a charter of ethics which is integrated into the internal rules and regulations,
stipulating in particular that:

e Services are provided with loyalty, discretion, impartiality and respecting the confidentiality
of the information processed,

e Personnel only use methods, tools and techniques validated by the CSP,

e Personnel undertake not to divulge to a third party any information, even anonymised and
decontextualised, obtained or generated within the context of the service, unless formally
authorised in writing by the CSC,

e Personnel undertake to report to the CSP any manifestly illegal content discovered during
the service,

e Personnel undertake to comply with the national laws and regulations in force and with
good practice in relation to their activities.

The CSP must have all parties involved in the provision of the service sign the ethics charter.

The CSP must, upon request from the CSC, make available to them the internal rules and the ethics
charter.

The CSP must raise awareness of information security and data protection risks among all those
involved in the provision of the service. It must inform them of any updates to policies and
procedures relevant to their missions. The CSP must document and implement an information
security training plan tailored to the service and the personnel’s tasks. The CSP’s information
systems security officer must formally validate the information security training plan.

The CSP must ensure that its employees understand their responsibilities, are aware of their
responsibility for information security, and that the organisation’s assets are protected in the event
of a change of responsibility or termination of employment.
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The CSP must document and implement awareness among its employees of the risks relating to
malicious code and good practices to reduce the impact of an infection.

The CSP must document and implement a disciplinary process applicable to all persons involved in
the provision of the service who have breach the security policy. The CSP must, upon request from
the CSC, make available to them the sanctions incurred for breach of the security policy.

The CSP, via the information security officer, must regularly ensure that all security procedures for
which they are responsible are correctly executed to ensure compliance with security policies and
standards.

The CSP must define and assign roles and responsibilities for the termination, conclusion or

modification of any contract with a person involved in the provision of the service.

The CSP must document and implement a procedure requiring its employees and third parties
involved in the implementation of the service to report to them any known or suspected security
incidents and breaches. The CSP must document and implement a procedure for all CSCs to report
any known or suspected security incidents and vulnerabilities. The CSP must inform the CSC out
delay of security incidents and the associated recommendations to limit their impact. It must allow
the CSC to choose the severity level of the incidents they wish to be informed about. The CSP must
report security incidents to the competent authorities in accordance with the applicable legal and
regulatory requirements.

2.3.12 VULNERABILITY MANAGEMENT

The CSP commits to a deadline for correcting the vulnerabilities discovered on its deliveries and
brought to its attention, depending on the severity of the vulnerability. Timelines should be in line
with good security practices.
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When the existence of a vulnerability is made public before the patch is made available (0-day), the
CSP shall inform the CSC out delay. The CSP provides the CSC a solution as soon as possible. If the
patch is not available within two business days, it must propose a workaround to the CSC to avoid
the risk.

The CSP must document and implement a monitoring process to manage the technical
vulnerabilities of the software and systems used in the service’s IT system. The CSP must assess its
exposure to these vulnerabilities by including them in the risk assessment and apply appropriate

risk management measures.

2.3.13 OPERABILITY

The CSP must document operating procedures, keep them up to date and make them available to

the relevant personnel.

The CSP must document and implement a procedure for managing changes to information
processing systems and facilities. The CSP must document and implement a procedure enabling the
following information to be communicated as soon as possible to all its contracting parties in the
event of operations carried out by the service provider which may have an impact on the security
or availability of the service:

e The scheduled date and time of the start and end of operations,
e The nature of the operations,

e The impacts on the security or availability of the service,
e The contact person within the CSP."
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In the context of a PaaS service, the CSP must inform the CSC as soon as possible of any future
changes to software elements for which it is responsible if full compatibility cannot be ensured. In
the case of a Saa$ service, the CSP must inform the contracting party as soon as possible of any

future changes to the elements of the service which may result in a loss of functionality for the CSC.

The CSP must document and implement a procedure for controlling the installation of software on
the service’s IT equipment. The CSP must document and implement a procedure for managing the
configuration of the software environments made available to the CSC, in particular for keeping
them protected.

The CSP must document and implement a procedure for monitoring changes made to the service’s
IT system. The CSP must document and implement a procedure for validating changes made to the
service’s IT system on a pre-production environment before they go into production. The CSP must
keep a history of the versions of the software and systems (internal or external developments,
commercial products) implemented to enable a complete environment to be reconstituted, if
necessary, in a test environment, as it was implemented on a given date. The retention period of
this history should be in line with the retention period of the backups.

The CSP must ensure that the changes and configuration actions of the IT systems guarantee the
security of the delivered cloud service.
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The CSP must document and implement a procedure for testing all applications before they go into

production to ensure that there are no adverse effects on the activity or the security of the service.

The CSP must document and implement a procedure to ensure the integrity of the test data used in
pre-production. If the CSP wishes to use the contracting party’s data from production to carry out
tests, it must first obtain the approval of the CSC and anonymise the data. The CSP must ensure the
confidentiality of the data when it is anonymised.

The CSP must document and implement an infrastructure that allows the analysis and correlation
of events recorded by the logging system in order to detect events that may affect the security of
the service’s IT system, in real time or subsequently for events up to six months old. The CSP must
acknowledge the alarms raised by the event analysis and correlation infrastructure at least once a
day.
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The CSP must implement a secure development environment to manage the entire development

cycle of the service’s IT system. The CSP must take into account the development environments in
the risk assessment and ensure their protection in accordance with this reference document.

The CSP must document and implement a procedure to supervise and control the outsourced
software and systems development activity. This procedure must ensure that the outsourced
development activity complies with the CSP’s secure development policy and achieves a level of
security for the external development equivalent to that of an internal development.

The CSP must test new or updated IT systems for compliance and security functionality during
development. It must document and implement a test procedure that identifies:

e The tasks to be carried out,
e Theinput data,

e The expected output results.

2.4 GOVERNANCE AND OPERATIONAL MANAGEMENT

2.4.1 GOVERNANCE

The CSP appoints a single Service Manager, with the power to operationally organise the delivery of
the Service, whose main responsibilities are as follows:

manage the operational relationship with the CSC;

ensure the progress of the service, deadlines and costs;

ensure that commitments are met and defined service levels are met;

ensure the continuous improvement of the service provided for the CSC;

manage the rapid and efficient resolution of malfunctions that may occur on the service;
e consolidate the information needed for reporting and disseminate it to the CSC

As a matter of priority, they should contact a dedicated contact person at the CSC.
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2.4.2 QUALITY MANAGEMENT

i The CSP ensures the quality and security of the Service
and its provisions

The CSP establishes processes, an organization, and resources to ensure the quality and security of
the Service and its provisions. They develop a Quality Assurance & Security Plan (QSAP), including,
at a minimum:

All processes and activities of the service:

e The organization, roles, and responsibilities of the CSP's actors;

e Communication methods between the CSC and the CSP;

e Rules for interaction between the CSC and the CSP (meetings, monitoring mode (indicators),
reporting to the service manager, progress tracking, action tracking, budget monitoring,
decision-making and tracking, risk monitoring, incident handling);

e The frequency of planned meetings;

e Organization of reporting and its delivery deadlines;

e Crisis management process;

e Documentation management (organization of documentation, identification, and
classification of documents, etc.);

e Incident management, problem management, anomaly management, change management,
and production deployment management processes;

e Management of deviations from the scopes defined in the CCTP;

e Operational context;

e Articulation of the service into phases, activities, and tasks to be performed;

e Methodological environment (methods and tools for managing, designing, implementing,

testing the service);
e Modalities and devices for achieving service milestones;
e Description of the Reversibility Plan and the Reversibility Implementation Plan.

Security Assurance Plan (SAP) as defined in paragraph 3.2.

The CSP commits to making all necessary updates during the service, if applicable, to ensure that
the QSAP reflects the completed service. Any modification to the QSAP is subject to the Steering
Committee. The CSC has two weeks to validate the QSAP, and then the CSP has one week to address
the CSC's comments.

Deliverable(s): Results Monitoring: Level to achieve:
e QSAP o |[nitial delivery time of the e Delivery no later than 30
QSAP working days after the start
date of the contract
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The organization shall demonstrate a commitment to sustainable practices, ethical conduct, and

social impact by actively engaging in initiatives that benefit the environment, employees, local

communities, and other stakeholders.

2.4.3 REPORTING AND INDICATORS

The CSP must produce a monthly report presenting the monitoring results indicators expected by
the CSC as well as an analysis of these indicators and their evolution over time. It undertakes to
provide this reporting within 5 working days at the latest after the end of the month M concerned.

The CSP must precisely describe in the PAQS the method of determining the indicators (measured
or calculated data, date/time of measurements, calculation algorithm, tool from which the data are
extracted, etc.). These indicators may evolve by mutual agreement between the CSC and the CSP.

The CSC decides whether or not to accept the indicators presented. The Steering Committee
analyses the deviations from the service commitments requested by the CSC and the CSC
determines any penalties to be applied. If the acceptability thresholds are exceeded, the CSP
undertakes to provide an action plan that will be submitted to the CSC for validation.

The CSP must keep an up-to-date register of processing operations.

2.4.4 COMMITTEES

This monthly committee, which can be bimonthly by decision of both parties, provides the necessary and
sufficient information to the CSC and the CSP to manage the service. It focuses on the highlights of the past
month, and presents the elements that may have a strategic or contractual impact on the operation of the
service.

This committee shall be the subject of a preparatory meeting which shall take place within the previous five
working days.
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e Main objectives:

o Validation of monthly billing
Review of changes to the Service and associated tariffs
Review of contractual indicators for monitoring performance
Malfunction analysis
Management of Service Discrepancies and Penalties
Review of the difficulties encountered, as well as the alerts
Review of the various contractual points, including subcontracting
Security Review
Presentation of developments emanating from the CSC
Presentation of the roadmap for the evolution of the CSP Service

c o0 O o 0o 0o O O o ©

Presentation of areas for improvement in the use of services in order to reduce the
bill
® Location:
o These committees are held in the CSC's premises in the Paris region and in person.
By decision of both parties, some committees may be held by audio/web
conference.
e Report:
o The report is drawn up by the CSP and sent to the CSC for validation within three
working days. The latter has five working days to validate this report.

Deliverable(s): Results Monitoring: Level to achieve:
e Report of the Steering e Deadline for submission of e Minutes received within 5
Committee the report working days of the Steering
e Quality of the report Committee < 2 redeliveries

e The CSP contributes to the Contractual Monitoring
Committee

In addition to the monthly Steering Committees, the CSC reserves the right to set up a Contractual
Monitoring Committee at any time, if it deems it necessary.

This optional committee may be necessary in the event of a blocking incident, a major security
incident, or any other major element or event requiring discussion between the two parties before
the next Steering Committee meeting.

® |ocation:

o These committees are held in the CSC's premises located in the Paris region and in
person. By decision of both parties, some committees may be held by audio/web
conference.

e Report:

o The report is drawn up by the CSP and sent to the CSC for validation within three

working days. The latter has three working days to validate this report.

TN
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This six-monthly committee allows the CSC and the CSP to discuss major developments in the Service
and its use by the CSC, in order to anticipate together the general evolution of the service.

e Main objectives:

o Presentation of the roadmap for the evolution of the Service by the CSP

o Presentation of the changes in the CSC likely to impact its use of the Service
e location:

o These committees are held in person at the CSC premises. By decision of both
parties, some committees may be held by audio/web conference.

e Report:

o The report is drawn up by the CSP and sent to the CSC for validation within five
working days. The latter has five working days to validate this report.
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3 SECURITY

3.1 SECURITY REQUIREMENTS

3.1.1 INFORMATION SYSTEMS SECURITY POLICY (ISSP)

The CSP must comply with the CSC's IS Security Policy (ISSP).

The latter can be consulted by the CSP, upon request, on the premises of the CSC.

The CSP undertakes to have a State-of-the-Art Information Systems Security Policy (ISSP) and to
apply it.

The CSP must update its ISSP at least once a year and must inform the CSC when changes in the ISSP
are likely to impact the CSC.

The ISSP must be available to the CSC at any time upon request. Failing this, the CSP undertakes to

provide a description of its ISSP, as well as elements that justify that it complies with the state of
the art.

3.1.2 SECURITY ASSURANCE PLAN

The SAP will include all the commitments set out in this annex and will contain at least all the
conditions for the performance of the following services:
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1. Organization of IS security internally at the CSP, in nominal mode as well as in degraded
mode;

2. Identification of roles and responsibilities in terms of IS security;

3. Modalities for the protection of the resources required under this contract, including the
policy for the protection of portable systems;
Human resources management and maintenance of IS security skills;
Identification and management of assets;

4

5

6. Management of physical access to the site, premises and resources;

7. Information access management;

8. Management of information media;

9. Management of media and discarded media (paper or computer documents);

10. Identification and management of IS risks and technical vulnerabilities;

11. Management of IS security incidents and notification process in the event of a personal data
leak;

12. Internal controls and IS Reporting security audits;

13. Dashboards and indicators related to IS security;

14. Business continuity management of tele-exploitation/tele-administration platforms;

15. Crisis management in the event of an IS Security incident;

16. Compliance with legal and regulatory requirements (in particular record keeping,
appointment of a DPO, management of the processing of the exercise of rights, etc.);

This document must identify the CSP’s commitments to comply with the relevant legislation and
regulations. The CSC remains responsible for compliance with the legal and regulatory constraints
applicable to the data it entrusts to the CSP.

The CSP commits to providing an initial version (v0) of the SAP with its response. This vO can be one
of the contractual elements and will serve as a minimum security base for the duration of the

service.

The CSP is free to adopt the formalism it deems appropriate. The CSP undertakes to deliver the
finalised version (V1) of the SAP no later than one month after the start of the service. The SAP is
subject to validation by the SCC. Its modalities of evolution must be specified.

Finally, the CSP initiates the updates (at least annually) of the SAP which it evolves according to
needs. The CSC can also contribute to its evolution, particularly with regard to incident management

processes, crisis management, etc.

The CSP informs the CSC of each change in the SAP.

Deliverable(s): Results Monitoring: Level to achieve:

e V0 of the Security Assurance |e Reception of Deliverables by |e Validation by the CSC 30
Plan (SAP) the CSC days after the start of the

e Finalized version (V1) of the contract
Security Assurance Plan
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3.1.3 IS SECURITY CONTACT

The CSP appoints an IS Security contact person as part of the
service

The CSP undertakes to appoint a Security contact person who will be responsible for the security of
the SERVICE, whether in the construction phase or in a recurring regime, i.e. able to:

e Inform the CSC in the event of an incident or request related to compliance with the-
requirements described in this document,

e Take action to limit the immediate effects of an incident or to remedy it,

o Make decisions if arbitrations are necessary in the management of an incident,

e Respond to the entire scope of the SERVICE (including subcontractors or co-contractors).

This contact person (or his/her deputies in case of absence) must be achievable during working
hours by the CSC.

The SAP will specify the name and contact details of this contact person as well as the contact
arrangements for his or her alternates if he or she is not available.

It is essential to plan, implement, maintain and continuously improve the information security
framework within the organisation. This organisation includes the appointment of an information
systems security officer and a physical security officer (if relevant).

In addition, the CSP undertakes to have an operational contact available 24/7 that the CSC can call
on to report any security incident, and take action if necessary. The details and modalities of this
contact must be specified in the SAP.

The CSP informs the CSC when he appoints a new Security Contact.

Deliverable(s): Results Monitoring: Level to achieve:
e Designation of an IS security |s Face-to-face or o |dentified contact(s) who can
contact person at the CSP videoconference meeting be achieved in the event of

e SAP including contact details with the IS interlocutor an incident

and contact modalities of the | e Validation of the CSP's
designated person commitment in the SAP

3.1.4 CONTROL AND AUDIT MEASURES

AUD-1 INTRODUCTORY REMARKS: The CSP establishes appropriate
. relationships with competent authorities and groups of

specialists

The CSP is advised to establish appropriate relations with the competent (approved by European or
national authorities) authorities for the security of information and personal data and, where
appropriate, with the sectoral authorities, depending on the nature of the information entrusted by
the CSC to the CSP.
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The CSP is advised to maintain appropriate contacts with specialist groups or recognised sources, in
particular in order to consider new threats and appropriate security measures to counter them.

The CSC reserves the right to carry out checks and audits on the scope of the service that concerns
it.

The CSP shall cooperate with the CSC in the context of controls and audits.

In particular, the CSP makes available to the controllers and auditors mandated by the CSC, at no
additional cost, all the resources required to carry out controls and audits (before or during the
performance of the latter).

The CSC must:

Checks on the performance of the contract;

Audits of services;

Security audits (on applications and IT infrastructures dedicated to CCS);

Extractions of (backed-up) data according to the procedures of the CSP;

Checks on compliance with the SAP

The CSP must document and implement a three-year audit program defining the scope and

frequency of audits in accordance with change management, policies and the results of the
risk assessment.

The CSP implements internal controls and audits on the scope of the service to ensure compliance
with:

e (CSCIS Safety Rules and Procedures

e Contractual commitments
The CSP provides the CSC an up-to-date provisional schedule of audits and controls, as well as the
results obtained.
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The CSP must indicate the list of companies (and their nationality) authorized to carry out audits.

Trusted level required: The audits are carried out by companies approved by European authorities
(ANSSI, BSI, etc.).

oA (@)
N Raere: .’{/

The CSP must report State investigation requests to the CSC.

3.1.5 INFORMATION SECURITY

The CSP must identify the different security needs for information relating to the service. Where the
CSC may entrust the CSP with data subject to specific legal, regulatory or sector-based constraints,
the CSP must identify the specific security requirements associated with these constraints.
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The CSP must specify all processes it supports to maintain data integrity, service continuity and data
loss prevention specific to data import (e.g. pre- and post-transfer data backup and verification,
downtime and secure transmission, roll back functionality and any testing functionality).

The CSP must document and implement a procedure for responding quickly and effectively to
security incidents. These procedures must define the means and deadlines for communicating
security incidents to all CSCs concerned and the level of confidentiality required for such
communication. The CSP must inform its employees and all third parties involved in the
implementation of the service of this procedure. The CSP must document any personal data breach
and inform its CSC.

General provisions governing the rights of the parties to use the service and the data are formalised.
The CSP must include provisions governing copyright or other intellectual property rights.

The CSP must explicitly show in its website the jurisdictions governing the infrastructure in
compliance with article 28 of the Data Act.
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The CSP shall put in place a plan for the destruction of the information under conditions that ensure

its confidentiality after agreement and in accordance with the CSC's guidelines and with respect for
the environment.

In the case of the decommissioning of a resource containing information/data belonging to the CSC
(examples: server, virtual machine, workstation, storage, etc.), the CSP implements a plan to delete
the data present on this resource under conditions that ensure the definitive and irreversible
deletion of all data and backups relating to the resource.

Upon termination or expiration of the contract, regardless of the cause, the CSP shall immediately,
unless otherwise instructed by the CSC, deliver to the CSC all originals and copies of records,
archives, books, documents related to the contract, and any other information, printed matter,
materials provided by the CSC, acquired or prepared by the CSP, directly or indirectly related to the
CSC and the contract.

The format for retrieving the data must be based on a standard defined between the CSP and the
CscC.

At the request of the CSC, the CSP certifies in writing that the said files, archives, books, documents,
information, printed matter, materials have not been retained or copied by the CSP or its
subcontractors.

The CSP shall only delete CSC data from its systems after receiving explicit written approval from
the CSC.

In the event of the bankruptcy of the CSC, this approval must be given by the person responsible for
the liquidation of the CSC.
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The CSP must document and implement means to securely erase any data media made available to

the CSC by rewriting random patterns. If the storage space is encrypted with the mechanisms
specified in the “cryptography” chapter, erasure can be achieved by securely erasing the encryption
key.

The CSP must allow access to the cloud service via other cloud services or IT systems of the
CSCs, in order to obtain the stored data at the end of the contractual relationship and to
securely delete it.

3.1.6 DATA ENCRYPTION & CERTIFICATES

The CSC must be able to encrypt its sensitive data ("at rest" (stored) and "in transit" (transferred)).

The CSC is the only one who holds the encryption key for its data and the key revocation period
must be less than 7 days.

The CSP provides the CSC the tools to encrypt its data and also provides a secret validation workflow
tool.

The CSC must be able to decrypt the data encrypted by the CSP. To do this, it must have the
encryption key for its data. The data must also be usable after decryption.

The CSC must be able to use third-party encryption keys.
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The CSP provides the CSC a certificate management tool.

The CSC wants to have the possibility to use a third-party solution interoperable with the CSP's
Cloud to meet this need (certificate import or end-to-end management). The CSP then provides a
list of solutions that are interoperable with its cloud.

The CSP must be able to implement certificates issued to the CSC by a “trusted authority”

The CSP must define and implement an encryption mechanism that prevents the recovery of CSC

data in the event of reallocation of a resource or recovery of the physical media. In the case of an
laasS service, this objective can be achieved, for example:

e By disk or file system encryption, where the file mode access protocol ensures that only
empty blocks can be allocated (e.g. NAS-type storage in which a physical block is only
effectively allocated at the time of writing),

e By volume-based encryption in the case of block access (e.g NAS or local storage), with at
least one key per CSC,

e In the case of a PaaS or SaaS service, this can be achieved by using application encryption
within the CSP scope, with at least one key per CSC

The CSP must implement encryption of data on removable media and backup media that need to
be taken outside of the physical security perimeter of the service’s IT system, depending on the data

security needs.
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The CSP must offer a catalogue of data encryption methods enabling the CSC to comply with the
rules of its relevant authorities The CSP must use cryptographic keys that comply with the
recommendations of the relevant authorities (ANSSI, BSI, etc.) when:

e Implementing a network flow encryption mechanism;

e Storing the fingerprint of user passwords and technical accounts. The fingerprints must be
generated with a hash function associated with the use of a cryptographic salt;

e Implementing an electronic signature mechanism;

e Using cryptographic keys.

The CSP must protect access to the cryptographic keys and other secrets used for data encryption
by suitable means: security container (software or hardware) or separate media. The CSP must
protect access to cryptographic keys and other secrets used for administrative tasks with a suitable
security container, software or hardware.

3.1.7 TRACEABILITY

The CSP must trace the activity (access, write, update, deletion, etc.) of access and processing of
CSC data.

The CSP must document and implement a logging policy including as a minimum the following
elements:

e The list of collection sources,

e The list of events to be logged by source,
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e The purpose of the event logging,

e The frequency of collection and time base used,

e The local and centralised retention time,

e The log protection measures (including encryption and duplication),
e The location of the logs,

e The CSP must generate and collect the following events:

User activities related to information security,

Changes to access rights within its area of responsibility,
Events from anti-malware mechanisms,

Changes to sensitive data,

Exceptions,

Failures,

O O O O O O

Any other event related to information security.

The CSP must retain the log events for a minimum of six months subject to compliance with legal
and regulatory requirements. The CSP must provide, upon request from a contracting party, all
events concerning said party.

The protocol used and the format of the logs will be agreed between the CSC and the CSP.

Logs must be sent in real-time to the CSC or with an announced, controllable delay: if the application
is to be monitored by the CSC's Security Operation Center (SOC), the logs will need to be sent to the
CSC.

The CSP must protect the logging equipment and logged events against attacks on their availability,
integrity or confidentiality. The CSP must manage the sizing of the storage space of all equipment
hosting one or more collection sources in order to allow the local storage of logged events
anticipated by the event logging policy. This sizing management must consider changes to the IT
system.

The CSP must transfer the logged events, ensuring their confidentiality and integrity remains
protected, to one or more dedicated central servers, and must store them on a physical machine
separate from the one which generated them.

The CSP must implement a backup of the collected events based on an appropriate policy.

The CSP must perform the logging and event collection processes using accounts with necessary and
sufficient privileges and must limit access to logged events in accordance with the access control
policy.

The CSP must specify what, if any, security audit data can be imported (e.g. logs of user interactions
with the cloud service that may be needed for security analysis and for monitoring requests).

Deliverable(s): Results Monitoring: Level to achieve:
e (CSC data activity logs, by e Controlled by the CSC e Availability 24/7
application e CSC Log Quality Validation
e Importable security audit
data

\
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The CSP must document and implement a synchronization of the clocks of all equipment to one or

more internal time sources consistent with each other. These sources may themselves be
synchronized with several reliable external sources, except for isolated networks. The CSP must
implement time stamping of each logged event.

3.1.8 PARTITIONING

The CSP must document and implement, for the service’s IT system, partitioning measures (logical,

physical or encryption) to separate network flows based on:

e The sensitivity of the information sent,

e The nature of the flows (production, administration, supervision, etc.),

e The domain to which the flows belong (of the CSCs - distinguished by CSC or all CSCs, of the
CSP, of third parties, etc.),

e The technical field (processing, storage, etc.).

The CSP must partition all data flows internal to the service’s IT system from any other IT system,
either physically or by encryption. Where this partitioning is achieved by encryption, it shall be
carried out in accordance with the requirements of the “cryptology” chapter. If the administration
network of the technical infrastructure is not physically partitioned, the administration flows must
pass through an encrypted tunnel, in accordance with the requirements of the “cryptology” chapter.
The CSP must set up and configure an application firewall to protect the administrative interfaces
for its CSCs that are exposed on a public network. The CSP must implement a filtering mechanism
on all the administration and supervision interfaces of the service’s technical infrastructure,

authorising only the legitimate connections identified in the authorised flows matrix.
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The CSP must implement appropriate partitioning measures:

e between its CSCs.

e measures between the service’s IT system and its other IT systems (office automation, in-
business computing, building technical management, physical access control, etc.).

o |east between the technical infrastructure on the one hand and the equipment necessary
for the administration of the services and the resources it hosts on the other.

When the CSP uses an laaS service as the basis for another type of service (PaaS or SaaS), the
resources allocated to the CSP’s use must not under any circumstances be accessible via the public
interface made available to other CSCs of the laaS service. When the CSP uses a PaaS$ service as the
basis for another type of service (typically SaaS), the resources allocated to the CSP’s use must not
under any circumstances be accessible via the public interface made available to other CSCs of the
Paas service.

3.1.9 COMMUNICATIONS SECURITY

As part of the service, the CSP and the CSC communicate by computer means, such as messaging,

instant messaging, collaborative spaces, etc.
Some of the information from the CSC is sensitive.

Itis necessary to ensure appropriate and effective use of cryptography to protect the confidentiality,
authenticity or integrity of information.

For this reason, the CSP and the CSC must jointly identify those that require electronic
communications (by any means) between the two parties to be systematically encrypted.

This encryption applies regardless of the location of the CSP.
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For the encryption of e-mail messages and attachments, the CSP and CSC will agree on the means

to be used (those of the CSC and/or those of the CSP).

The components used for data sharing must:

e provide a sufficiently high degree of trust and security with regard to the integrity,
confidentiality and availability of the information exchanged.

e check the authenticity and integrity of all system components before execution.

e record every access control decision, every access to data, every change to its configuration,
and every instance in which a service receives fewer resources than requested as an
integrity-protected log entry in its domain.

The CSP allows the use of unified digital identities (BONUS)
When transferring data, the consumer and the data provider must each identify their organisation
by means of unified digital identities.

The consumer and the data provider must identify the components used for data sharing and
processing via unified digital identities

3.1.10 SECURITY PATCHES

This applies to the resources of the CSC for which the CSP is responsible and the resources of the
CSP used in the context of the service.

In the event of a serious alert (virus attack, critical flaw) announced by organisms such as the
CERTA/CERT-FR (Centre d'Expertise Gouvernement de Réponse et de Traitement des Attentats
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informatiques), the corrective must be applied within a timeframe that respects the qualification of
the CSC on the resources concerned.

When no patch is available, the CSP should follow the recommendations of the solution vendor or
CERTA/CERT-FR as part of an interim workaround.

If the circumvention requires the disabling of a feature that is essential to the system, the CSP
undertakes to propose circumvention measures.

The CSP provides a report on his/her intervention (vulnerability reduction plan) to the CSC and
during the security committee.

The modalities for the application of the corrective measures will be agreed between the CSC and
the CSP.

Deliverable(s): Results Monitoring: Level to achieve:

e Alerts provided by CERT-FR e Communication on alertsto |e 100% of alerts reported to

e - Plan to reduce critical the CSC the CSC

vulnerabilities o Safety Committee o 100% of security patches
applied within the timeframe
agreed between the CSC and
the CSP

3.1.11 ACCESS & IDENTITY

INTRODUCTORY REMARKS: CSP and CSC responsibilities

It is essential to limit access to information processing facilities and to the information itself.
Unless explicitly stated, this chapter deals with access control and the identity management of users:

e For whom the CSP is responsible (its employees and possibly third parties involved in
providing the service),

e For whom the CSC is responsible, but for whom the service provider implements the means
of access control (in particular by providing the CSC an interface for managing accounts and
access rights).

Users for whom the contracting party implements the means of access control and identity
management fall outside the scope of this reference document.

\
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The CSP must document and implement an access control policy based on the outcome of its risk
assessment and the sharing of responsibilities. The CSP must review the access control policy
annually and whenever there is a major change that may have an impact on the service.

The followings procedures must figure in the access control policy:

e user registration and de-registration procedure based on an interface for managing
accounts and access rights. This procedure must indicate which data must be deleted when
a user leaves.

e de-registration of a user resulting in the deletion of all access to the service’s IT resources
and the deletion of the user’s data in accordance with the registration and de-registration
procedure.

e the CSP assigning named accounts process when registering users under its responsibility.

e the granting, modification and withdrawal of access rights to the service’s IT resources.

The CSP provides the CSC a solution for user authentication on the CSP's administration portals and
for each project's applications (using an identity broker for example). The CSC would like to have
the ability to use its centralized identity management tool.

The CSP must provide the CSC a tool enabling it to manage the users’ roles and access rights for the
different services.

This tool must allow to:

- differentiate the roles of the service users, for example based on their functional role.
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- maintain an up-to-date inventory of users for which it is responsible, who have
administrator rights for the service’s IT resources.

- Grant for a given resource implementing the service, a list of all users with access to it,
whether they are the responsibility of the CSP or the CSC, and the access rights that have
been assigned to them.

- Provide for a given user, whether they are the responsibility of the CSP or the CSC, a list of
all their access rights to the various elements of the service’s IT system.

- facilitate the review of access rights of users for which the CSP and CSC are responsible.

The CSP must include in the access rights management procedure the actions to revoke or suspend
the rights of any user.

The CSP must review annually the access rights of users for which it is responsible and quarterly the
list of users for which it is responsible who may use the technical accounts.

Deliverable(s): Results Monitoring: Level to achieve:
e User’s access and roles e Reception of the documents |e Availability 24/7
management tool and test by the CSC e Validation by the CSC
e Access right management
procedure
AID-5

The CSP provides a tool for controlling access to services

The CSP provides the CSC a solution for controlling access to cloud platform services and resources.

This tool must also offer authentication solutions to the Multi-Factor Authentication (MFA)

platform.
At a minimum, the tool must be able to:

e Provide an access restriction mechanism based on IP and/or strong authentication (multi-

factor, certificates, etc.).

The CSP must formalize and implement procedures for managing user authentication. These must

include:

e Management of authentication means (issuing and resetting passwords, updating CRLs and
importing root certificates when using certificates, etc.).

e Implementation of the means allowing multi-factor authentication to meet the different
usage cases of the reference document.

e Systems that generate passwords or check their strength, where password authentication
is used. The rules defining the needed strength for the password must be customizable by
the CSC

All authentication mechanisms must allow for the blocking of an account after a limited number of

unsuccessful attempts.

\
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In the event that the CSC's identity management tools were to be used to authenticate and access

the CSP's applications, the latter must offer identity management compatible with the
authentication data exchange protocol standards: OIDC, SAML, OAuth, OpenlID, LDAPS.

In the context of a SaaS service, the CSP must provide the CSC multi-factor authentication means
for end-user access.

Where non-named technical accounts are required on the SaaS service, the CSP must provide the
CSC the means to require users to log in using their named account before being able to access these

technical accounts.

To guarantee a safe environment for the administration accounts and interfaces, the CSP must:

e Manage administration accounts under the responsibility of the CSP using separate tools
and directories from those used for the management of user accounts under the
responsibility of the CSC.

e Use a different administration interface made available to the CSC to the administration
interfaces used by the CSP. The administration interfaces made available to the CSC must
not allow any connection with administrator accounts under the responsibility of the CSP.
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e The administration interfaces used by the CSP must not be accessible from a public network
and must not therefore allow any connection of users under the responsibility of the CSC. If
administration interfaces are made available to the CSC access via a public network, the
administration flows must be authenticated and encrypted with means in accordance with
the requirements.

e Implement a two-factor authentication system for access to:

o Administration interfaces used by the CSP,
o Administration interfaces dedicated to CSCs’.

e |n the context of a Saa$S service, the administration interfaces made available to the CSCs
must be distinguished from the interfaces for end-user access.

e [fanadministration interface is accessible from a public network, the authentication process
must take place before any interaction between the user and the interface in question.

The CSP must document and implement a procedure requiring administrators for which it is
responsible to use dedicated terminals for the exclusive performance of administrative tasks. Where
the CSP authorizes the mobility of administrators for which it is responsible, it must document this
in a policy. The solution implemented must ensure that the level of security in this mobility scenario
is at least equivalent to the level of security outside the mobility scenario.

3.1.12 ACQUISITION, DEVELOPMENT, AND MAINTENANCE OF INFORMATION SYSTEMS

3.1.12.1 Code Analysis

The developments delivered by the CSP must only perform the tasks and operations for which there
is a written specification and must not have any hidden uses.

The CSP is committed to providing deliverables that are free of all known malicious elements.

The CSP must document and implement detection, prevention, and recovery measures to protect

against malicious code. The scope of application of this requirement on the service’s IT system must
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include the user stations for which the CSP is responsible and the incoming flows on this same IT

system.

The CSP must ensure the security of the information in the development cycle of IT systems.

The CSP must document and implement rules for the secure development of software and systems,
and apply them to internal developments.

The CSP must document and implement appropriate training in secure development for the
employees concerned.

The CSP accepts civil and penal responsibility for the impacts of vulnerabilities or hidden
functionalities that may be present in the deliveries, due to its negligence or malice on the activities
of the CSC.

3.1.12.2 API

The CSP undertakes to implement the level of security required to secure all APls made available to
the CSC.

The CSP must keep this level of security up to date.
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3.1.13 SUBCONTRACTING

SUB-1

The CSP presents its subcontractors to the CSC

The CSP may use a processor, including to carry out specific personal data processing activities. The
term "subcontracting” covers all activities carried out for the CSP by a third-party company (e.g.
development, email router, archiving, etc.).

The CSP commits to obtaining the CSC’s prior and specific written authorization before resorting to
subcontracting or making any changes concerning the addition or replacement of any
subcontractor. This information should clearly indicate the subcontracted activities and processing,
planned technical and organisational measures, the subcontractor’s identity and contact details,
and the subcontract dates.

All requirements applicable to the CSP also apply to its subcontractors. The CSP commits to
implementing and monitoring its subcontractors’ adherence to the requirements contracted with
the CSC. The CSP must ensure the protection of the information that its providers can access,
monitor agreed services, and security requirements. It is the CSP’s responsibility to ensure that any
processor provides sufficient guarantees regarding the implementation of appropriate technical and
organisational measures so that the processing of personal data meets the requirements of data
protection legislation. If the processor fails to comply with its data protection obligations, the CSP
remains fully liable to the CSC for the performance of its processor’s obligations.

The CSP must commit to the entire duration of the service, even if it does not use subcontracting at
the start of the service. The CSP must provide a list of the identities, profiles, scope of intervention,
and responsibilities of its stakeholders, including subcontractors, involved in the service. The CSP
must maintain an up-to-date list of all third parties involved in the implementation of the service,
such as hosts, developers, integrators, archivers, subcontractors operating on-site or remotely, air-
conditioning providers, etc. This list must be exhaustive, specify the third party’s contribution to the
service and to the processing of personal data, and consider cases of multi-level subcontracting. This
list must be kept up-to-date as staff involved in the service change.

To maintain control over compliance with the CSC’s ISSP by the CSP’s stakeholders, the level of
“cascading” subcontracting by the CSP must not exceed “1” within the scope of the service, i.e., CSP
/ Subcontractor 1. An example of prohibited “cascading” subcontracting would be CSP /
Subcontractor 1 / Subcontractor 2.

The CSP must require third parties involved in the implementation of the service to maintain a level
of security at least equivalent to that which it commits to maintaining in its own security policy. This
must be done through requirements tailored to each third party and its contribution to the service,
in the specifications or in the security clauses of the partnership agreements. The CSP must include
these requirements in contracts with third parties. The CSP must contract audit clauses with each
of the third parties involved in the implementation of the service, allowing a qualification body to
verify that these third parties comply with the requirements of this reference document. The CSP
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must define and assign roles and responsibilities for amending or terminating its contract with a
third party involved in the implementation of the service.

Finally, as part of the pre-contractual transparency document, the CSP must specify all processes to
mention the use of subcontractors during the data portability activity.

The CSP must document and implement a procedure to regularly monitor the measures put in place
by third parties involved in the implementation of the service to meet the requirements of this
reference document.

The CSP must document and implement a procedure for monitoring changes made by third parties
involved in the implementation of the service that may affect the level of security of the service’s IT
system. If a change to the third party involved in the implementation of the service affects the level
of security of the service, the CSP must inform all CSCs without delay and implement measures to
restore the previous level of security.

In the case where the Provider or Subcontractor is subject to legal obligations to transmit or disclose
data on basis of a non-EU statutory order, verified safeguards need to be in place that any access
request is compliant with EU law.
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3.1.14 COMPLIANCE

The contract between the infrastructure CSP and the CSC specifically sets out the respective roles

and shared responsibilities of the CSP and the CSC regard to security and data protection, as well as
the technical configuration of the environment.

The CSP shall:

e ensure the confidentiality, integrity and availability of the controller’s personal data through
the implementation of appropriate technical and/or organisational measures.

e ensure, with appropriate measures, that the CSC has the possibility to rectify and complete
incomplete personal data itself or to have it carried out by the CSP.

e ensure that the CSC has the possibility to delete the personal data itself or to have it deleted
by the CSP.

e inform the CSC of personal data breaches and their extent without undue delay, using
appropriate measures.

The recipient (CSP) must inform the exporter of the data (CSC) of its possible inability to comply with
the standard protection clauses, and the latter (the customer) must then suspend the data transfer

and/or terminate the contract with the former (the provider).

GDPR principles
The CSP undertakes to comply with all the principles of the General Data Protection Regulation in

accordance with Article 33.3 of the Special Conditions of Purchase (SCP) associated with the
contract.

The CSP must ensure compliance with the legal, regulatory, self-imposed or contractual
requirements for information security and compliance.

The contract or any binding legal act between the CSP and the CSC must be compliant with the
GDPR.

The CSP undertakes to comply with all the principles of the General Data Protection Regulation in
accordance with Article 33.3 of the Special Conditions of Purchase (CPA) associated with the
contract.
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In this context, it exhaustively describes:

o all the security measures it implements in order to comply with the security obligation of
the personal data processed.

e all the means and processes it implements in order to comply with the principle of limited
retention of the personal data processed.

e where this is the case, it shall describe all the security measures it implements in order to
ensure the particular protection of the sensitive personal data processed.

e all the mechanisms present within the service to inform individuals of the use of data
concerning them all the processes and means implemented to ensure compliance with the
rights of individuals

The CSP is committed to cooperating with the CSC to ensure full compliance with all of these
principles.

Data Protection Officer
The CSP undertakes to provide the CSC the identity and contact details of its Data Protection Officer.

Where the CSP is required to appoint a data privacy officer (DPO), it must appoint this officer on the
basis of professional qualities, knowledge of data protection law and practice, as well as on the basis
of their ability to perform the tasks mentioned in Article 39 of the GDPR.

Processing Log

The CSP shall keep a register of the processing of personal data, which it shall update regularly. Upon
request, it shall provide the CSC its record of processing of the CSC's personal data.

Location of the accommodation
The CSP provides a list of the countries to which it may transfer the CSC's personal data.

The CSP must comply with all the requirements present in the “Data Localization requirements”
chapter

Outsourcing

If the CSP uses subcontracting, then it will have to fully meet all the requirements mentioned in the

"subcontracting" chapter.
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When the CSC uses cloud services to process personal data, the CSP acts as a processor and must

comply with all obligations under the GDPR. The extent to which processors will be involved in the
processing of personal data is clearly defined, and appropriate management measures should be
put in place. This processing must be formally accepted by the cloud user beforehand, and the list
of processors involved at all levels must be communicated to the cloud user.

The legally binding contract stipulates that data will only be processed based on documented
instructions from the CSC. In the event of joint responsibility for processing between the CSP and
the CSC, the contract must comply with Article 26 of the GDPR. This includes communication of the
agreement to the people concerned and the designation of a contact point for the people
concerned.

The purpose and duration of the processing must be described as specifically as possible in the
legally binding agreement linked to the order. The CSP only processes the personal data of the cloud
user necessary to achieve the specified purposes of the processing. The CSP is expressly prohibited
from processing the personal data of cloud users for data mining, profiling, or marketing purposes,
and generally from accessing the personal data of the CSC, except as necessary for the provision of
cloud services.

The CSP must ensure that the processing of the CSC’s personal data is carried out only on the
instructions of the CSC in accordance with the processing agreement. The CSP must provide the
means for the CSC to provide individuals who request it with information about the processing of
their personal data. With the means at its disposal, the CSC can send a copy of the personal data in
a structured, commonly used, computer-readable format.

The CSP must ensure that its processors only act based on a legally binding agreement in accordance
with the agreement between the CSP and the CSC. The CSP must also ensure that the CSC has the
possibility to restrict the processing of personal data themselves, or to have the restriction

implemented by the CSP.
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The CSP must have its compliance with the personal data protection requirements assessed
regularly by an independent and external third party.

The CSP provides the CSC a tool to analyze its Virtual Machine (VM) fleet, its databases, etc. to check
for compliance inconsistencies and configure patches.

A system for reporting evaluations is expected. The CSP provides compliance standards and
monitors them.

The CSC would like the possibility to use third-party solutions to meet this need

he CSP is certified on the hosting of health data

The CSP provides Health Data Hosting (HDS) certifications on the 5 defined levels.
The CSP is certified at least on the 4 HDS levels.
The CSP has the “Hébergeur d’infrastructure physique” certification.

The CSP is ISO 27001, I1SO 27017 and I1SO 27018
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The CSP has a roadmap to be certified as a

The CSP has clearly defined a roadmap to be certified as a SecNumCloud provider by the ANSSI.

The delay to obtain the certification must be inferior to 18 months after the contract is signed.

3.1.15 SECURITY SERVICES

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers Reverse Proxy services.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers Web Application Firewall services.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.
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Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers intrusion protection probe services (IPS and IDS).

If certain security services cannot be taken over directly by the CSP. It is possible to offer a solution

outsourced via the marketplace, for example. In this case, the CSC must be informed of this
subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers firewall services.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.
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The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers Web Proxy services.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers Anti DDoS services.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers Security bastion management services.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.
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Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers SIEM services.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a

subcontracted solution. In this case, the CSC must be informed of this subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers anti-virus services that can be deployed on the CSC's VMs and offers antiviral scans
of storage spaces.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.
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The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers security patch directory services.

If certain security services cannot be taken over directly by the CSP. It is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers Directory services.

If certain security services cannot be taken over directly by the CSP, it is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.

Through its service catalog, the CSP provides security services to secure the CSC's infrastructures
and applications.

The infrastructure and operating system are the sole responsibility of the CSP, which operates and
administers them.

The CSP offers time-based services.

If certain security services cannot be taken over directly by the CSP, it is possible to offer a
subcontracted solution. In this case, the CSC must be informed of this subcontracting.
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Through its service catalogue, the CSP provides the infrastructure and software necessary for the

deployment of the CSC's security services.

List of security services that can be provided by the CSC:

The services provided by the CSC must be interoperable with the CSP's cloud.

Reverse Proxy

Intrusion Protection Probe (IPS)

Firewall

Proxy web

Bastion

SIEM (security information management system)
Antivirus

Security Patch Directory

Yearbook

Time Base

3.2 TRUSTED SECURITY REQUIREMENTS

The CSP must inform the CSC of the possibility of accessing the cloud service via other cloud

services or IT systems of the CSC.
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COMPLEMENTARY REMARKS: The service provided by the
CSP must comply with existing fundamental rights

v l’&.ﬁ@f legislation and Union values of respect for human dignity,
freedom, equality, democracy and the rule of law.

TRST-2

The service provided by the CSP must comply with existing fundamental rights legislation and
Union values of respect for human dignity, freedom, equality, democracy and the rule of law. It
may be taken into account for the assessment of the above-mentioned compliance, the fact that

the provider has links with a foreign government or public body.

The CSP must specify the security controls (e.g. access controls) used when importing data.

The CSP must ensure appropriate handling of State investigation requests, information to CSCs and
limitations on access or disclosure of data.

The jurisdictional competence for all service agreements of the CSP (with the CSC or with its
subcontractors) is exclusively European.
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Shareholders in the CSP, whose registered head office, headquarters and main establishment are
not established in a Member State of the EU shall not, directly or indirectly, individually or jointly,
hold control of the CSP. Control is defined as the ability of a natural or legal person to exercise

decisive influence directly or indirectly on the CSP through one or more intermediate entities, de

jure or de facto.

In the event of recourse by the CSP, in the context of the services provided to the CSC, to the services
of a third-party company - including a subcontractor - whose registered head office, headquarters
and main establishment is outside of the European Union or who is owned or controlled directly or
indirectly by another third-party company registered outside the European Union, the third-party
company shall have no access over the CSC data nor access and identity management for the
services provided to the CSC. This includes, that the CSP, including any of its sub-processor, shall do
whatever it is possible within the jurisdiction to decline and minimize the impact of any request
received from non-European authorities to obtain communication of personal data relating to
European Customers, except if request is made in execution of a court judgment or order that is
valid and legally binding under Union law and applicable member states law as provided by Article
48 GDPR.
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4 CATALOG OF INFRASTRUCTURE AND FOUNDATION SERVICES

4.1 INFRASTRUCTURE SERVICES

4.1.1 COMPUTING POWER

CSi-1 The CSP provides Compute services
The CSP provides the CSC IT resources to host its applications.
Among the expected and non-exhaustive services, the supplier will have to describe what it offers
to:
e The provision of a catalog of Virtual Machines (with CPU and RAM),
e The provision of solutions that allow a server to be partitioned into several,
e The provision of software solutions to adjust resources according to usage to maintain the
expected level of performance,
e The provision of a balancing or load-sharing solution to optimize processing,
e The provision of containerization services to distribute applications and standardize the
management of their code,
e The provision of solutions to automate order or processing sequences,
e The implementation of a foundation that allows developers not to be required to the tasks
of provisioning and maintaining infrastructures in operational conditions,
e The provision of solutions to set up an architecture that is responsive to events,
e The provision of computing capacities integrating graphics acceleration,
e The provision of solutions to set up a serverless code architecture,
e Provision of on-site metric measurement solutions using sensors (loT),
e The provision of prediction tools based on artificial intelligence,
e Provisioning machines on excess unused volume at reduced costs.
Deliverable(s): Results Monitoring: Level to achieve:
e Compute Services e Reception and tests by the e Availability 24/7
CsC
Csl-2 The CSP provides high-performance computing services
The CSP provides the CSC high-performance computing services, which consists of using parallel
processing to run applications efficiently, reliably, and quickly. CSC also needs fast networking (e.g.
infiniband) and parallel storage.
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4.1.2 SETTINGS MANAGEMENT

The CSP provides the CSC a settings management solution. Among other things, this solution must

allow the use of the platform or code to configure the different servers.

The CSC wants the ability to use a third-party settings management solution.

The CSP provides the CSC a tool for managing systems present in the public cloud but also in CSC's
on-prem environment. Among the services expected, the CSC wants to:

- Inventory of resources,
- The version of the OS deployed on the machine,

- The status of updates/patches and their management (being able to push patches, among other
things),

- Log management,
- Management of maintenance slots,
- Automatic management of scripts and maintenance slots,

- Slot management in SSH or RDP,

4.1.3 STORAGE AND BACKUP

The CSP provides the CSC services for recording and conserving (Storage) its information.

The CSP allows the CSC to use different types of storage:
- Object storage,

- Block storage,
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- Elastic storage (choice of on-demand storage sizing in real time),

- Stockage NFS,

- Archiving.

Storage should have auto-tiering features to automatically migrate data to lower-cost spaces.

The CSP also provides an archiving and versioning system with tiering functions.

The CSP provides the CSC backup services.

The CSP must document and implement a policy for the backup and restoration of data for which it
is responsible as part of the service. This policy must allow for a daily backup of all data (information,
software, configurations, etc.) for which the CSP is responsible as part of the service.

The CSP must document and implement backup protection measures in accordance with the access
control policy (see dedicated chapter). This policy must include a monthly review of the backup
access logs.

The CSP must document and implement a procedure for regularly testing the restoration of backups.

The CSP must locate the backups at a sufficient distance from the main equipment in accordance
with the results of the risk assessment and in order to cope with major disasters. Backups are subject
to the same location requirements as operational data.

Communication between the main site and the backup site must be protected by encryption, in

accordance with the requirements of the relevant chapter.

The CSP provides the CSC a tool that allows it to manually or automatically take backups (snapshots)
of its VMs and databases. The CSP also provides a system for managing backups and the lifecycle of
CSC (private registry) images.

The tool must also offer a system for deploying snapshots, rollback and "point in time" recovery.
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4.1.4 RESOURCE TEMPLATE MANAGEMENT

The CSP provides the CSC a tool to create templates for its servers, infra as code, and APIs to
facilitate their creation.

The CSP allows the CSC to store templates related to operations activities (OPS) in Yaml type
templates (infrastructure declaration, pipeline declaration, etc.) and store them in a code repository
tool (Git protocol or equivalent).

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

4.2 NETWORK ADMINISTRATION

The CSP provides the CSC tools to configure and manage all network features of the CSC's cloud
environment, including:

- VPCs and connectors,

- Subnets (public and private),

- Access rights (subnets, machines, etc.),

- Routing tables,

- Firewalls,

- DHCP,

- Internet access,

- Security equipment (firewall, proxy, reverse proxy, VPN, public and private DNS, NAT, etc.),
- Using tools to connect to other VPCs,

- A dedicated gateway for the exchange between the CSP and CSC networks,
- Private solutions for network exchanges with the CSP.

Regarding DNS, the CSP's solution will have to allow the delegation of DNS domains/zones for which
it is authoritative for the latter.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.
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The CSP provides the CSC adynamic routing solution between the environments hosted in the CSC's
datacenters and the cloud environments, while allowing the CSC to have control over the routing
tables. The BGP dynamic routing protocol will need to be supported between the client and the
provider. The dynamic routing solution should not be coupled to the CSC's private IP addresses in
order to remove the constraints of reserving the CSC's internal IP ranges.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.
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5 BUSINESS SERVICES CATALOG

5.1 DATA VALORIZATION

5.1.1 DATABASES

CSM-1 The CSP provides databases

The CSP provides the CSC database services to meet all business needs such as relational databases,
OLTP, OLAP, NoSQL, Caching, graph, scalable, etc.

The CSC wants to have databases to collect, order, log and store information from operational
databases and thus provide it with a basis for decision-making.

ETL and workflow solutions that can be hosted on VMs should also be available.

Deliverable(s): Results Monitoring: Level to achieve:

e Database Services e Reception and tests by the e Availability 24/7

CscC

5.1.2 DATA COLLECTION AND PROCESSING

CSM-2 The CSP provides tools for data collection and processing

The CSP provides the CSC tools to collect from different sources and disseminate data for ordered,
incremental, and real-time processing.

The CSP also provides the CSC tools to:
e Convert incoming data into a common format,
e Prepare data for analysis and visualization,
e Migrate between databases,

e Perform massive synchronizations of information from one data source to another
- Share data processing logic across web applications, batch jobs, and APIs,

e Power its data ingestion and integration tools- Consume large XML, CSV, and fixed-width
files,

e Replace batch jobs with real-time data.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

Deliverable(s):

Results Monitoring:

Level to achieve:

e Data gathering and
processing tools or services

e Reception and tests by the
CSC

e Availability 24/7

\
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The CSP provides the CSC tools to change the encoding format of a media, to compress or
encapsulate audio or video media into a file, or to carry an analog or digital signal.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSCtools to use SQL queries, to search, add, modify, or delete data in relational
databases.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

5.1.3 DATA ANALYSIS AND VISUALIZATION

The CSP provides the CSC tools to:

1. Massively analyze data using Big Data frameworks, such as Spark, Hadoop, etc.
2. Analyze real-time data using continuous queries

If tools cannot be provided directly by the CSP, it is possible to offer a subcontracted solution. In
this case, the CSC must be informed of this subcontracting.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSC means, tools and methods to model and render its data, including table-
type visualization. Data visualization will need to be scalable on the fly.

The CSP provides an integrated data visualization tool in SaaS to:
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1. Produce graphical renderings (different types of graphs that can be used),
2. Export large volumes of data as a listing,
3. Plan exports.

The CSC wants to use this tool in interoperability with Office 365.

If tools cannot be provided directly by the CSP, it is possible to offer a subcontracted solution. In this
case, the CSC must be informed of this subcontracting.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

5.1.4 ARTIFICIAL INTELLIGENCE

The CSP provides the CSC tools to design, analyze, optimize, develop, and implement machine
learning methods for computers, based on data, to improve their performance at solving tasks.

The CSP provides deep learning frameworks and virtual assistance tools.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC tools for image recognition.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC tools to create a spoken audio version of the text or to create a text version
from an audio version, in a computer document, such as a help file or web page.
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The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSC computer programs that simulate human conversation through voice
commands or text conversations, or both.

The CSP will have to specify whether the technology is based on NLU (natural language
understanding) and the languages taken into account.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

5.2 MIGRATION SERVICES

The CSP provides the CSC tools to help migrate applications to the cloud provider's platform.

If the tools cannot be provided directly by the CSP, it is possible to offer a subcontracted solution.
In this case, the CSC must be informed of this subcontracting.

The CSC wants the ability to use third-party solutions that are interoperable with the CSP's cloud to
perform these migrations.

The CSP provides the CSC tools to migrate databases hosted in any type of platform to the provider's
public cloud.

If the tools cannot be provided directly by the CSP, it is possible to offer a subcontracted solution.
In this case, the CSC must be informed of this subcontracting.

The CSC wants the ability to use third-party solutions, interoperable with the CSP's cloud, to perform
these migrations.
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The CSP also provides the CSC tools to migrate large volumes of data (Exabyte Scale of Data) to the

cloud provider with limited impact on users.

The CSP provides the CSC tools to convert data source schemas and objects into a format that is
compatible with the target database.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
to answer this requirement.

The CSP provides the CSC tools to migrate servers hosted in any type of platform to the provider's
public cloud.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

5.3 APPLICATION MANAGEMENT

5.3.1 DEVSECOPS

The CSP provides the CSC tools to prepare environments and automatically deploy them to the
Public Cloud.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
to answer this requirement.
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The CSP provides the CSC tools to:

- Automatically review the code produced by developers (application code or infrastructure code)
to report code inconsistencies or deviations from security standards decided by the CISO (RSSI).

- Produce clear and intelligible reports to assist in remediation, add remediation actions to the
developers' backlog.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

to answer this requirement.

The CSP provides the CSC a centralized tool to manage the source code as well as the means
necessary for the traceability of the code and the user stories built by the product owners:

- Attaching the delivered code to the development tickets,

- Tag commits,

- Construction of packages deployed in production...

- Links with the documentation produced (architecture design or code comments, etc.)

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC tools enabling to:

- Build the code produced by the developers into a complete and consistent version that can be
executed on an environment (prod or non-prod)

- Automatically execute the tests necessary for code quality and security validation (unit tests,
functional tests, code analysis, performance tests, security tests, etc.)

TECHNICAL SPECIFICATIONS BOOKLET
Purchase of PAAS public cloud computing services under a safe/trusted environment




Page | 105

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSC tools to:

- Separate the different services of an application into isolated, atomic infrastructure elements
(lightweight and easily replaceable);

- Enable automatic horizontal scaling of resources to allow departments to absorb more load when
customer needs are met.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP allows the CSC to apply the same standards to the resources of the operations teams
(infrastructure as code, pipeline templates) as for the application code: ALM, CI/CD, automated
testing, build, etc.

He must specify which technologies are interoperable with the DevOps environment he can provide
or with other environments and market standards (e.g. GitHub, Terraform...)

The CSP provides the CSC tools to:

- Allow developers to automatically deploy their code to non-production environments as long as
the code has been validated before integration and automatically tested by build and automatic
testing tools;
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- Enable the release manager, if necessary, to automatically deploy to production after the relevant
internal validations have been carried out;

- Enable automatic rollback in the same way, in the event of an incident in production impacting the
proper functioning of the application.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC tools to perform Non-Regression Testing (NRT) to ensure that the changes
and evolutions made by the developers during the last sprint did not cause a side effect, by altering
the unmodified parts of the code. They must be launched with each delivery.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
to answer this requirement.

The CSP provides the CSC a set of tools to manage a virtual infrastructure through descriptor files or
scripts. This makes it possible to manage a full-fledged infrastructure, from instance to network,
including DNS, load-balancing, subnets, and security group management, among others.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC tools to:
- Store and version code in a repository accessible to everyone (Git protocol or equivalent);

- Allow developers to submit their code in confidence and allow validation (pull request / peer
review) by other developers or their technical lead;
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- Automatically merge this code to the corresponding branches and, if necessary, trigger an
automatic test process via triggers.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC tools to:
- Store build results in a tool that allows for versioning and automatic rollback;
- Enable automatic rotation of out-of-date artifacts.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC tools to:

- Deploy infrastructure and, by extension, code across multiple public cloud providers;
- Monitor resources deployed with different cloud operators;

- Manage the finops of these resources;

- Manage the resource manager from the CSC environment.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

5.3.2 CONTENT SERVICES

The CSP provides the CSC CDN tools to enable it to reduce load times and save bandwidth
consumption.
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The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSC an on-demand and live streaming solution.

5.3.3 APPLICATION SERVICES

The CSP provides the CSC software for the design and dynamic updating of websites or multimedia
applications (collaboration, structuring, publishing, versioning of content).

The CSP provides the CSC functionalities and services related to the Block-Chain.

The CSC would like the possibility to use external solutions in order to answer this requirement.

The CSP provides the CSC functionalities and services related to virtual reality and augmented
reality.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.
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The CSP provides the CSC a set of software tools for developers, facilitating the development of
software on a given platform.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC edge computing services.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC, the message queuing technique, which is used for inter-process
communication or server-to-server communication.

It enables the operation of normalized asynchronous links between two servers, e.g. communication
channels such that the sender and receiver of the message are not forced to wait for each other,
but each continue to perform their tasks. The CSC also wants to use the principle of notifications to
implement responsive architectures that do not synchronize.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.
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The CSP provides the CSC fast and highly scalable search functionality in its applications.

The CSC also wants to be able to index and search document-type data.

The CSP provides the CSC workflow tools to:

- Coordinate processing steps across distributed systems;

- Manage workflows, including status, decisions, task execution, and recording;

- Ensure tasks are performed reliably, in the right order, and without duplication.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC targeted notification tools to:

- Configure, operate and send targeted notifications (to apps, email, SMS);
- Post messages from an app and forward them to users or other apps;

- Send messages to mobile devices.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC an APl management tool to:
- Manage development workflows and access rights;

- Build, publish, and manage APIs to enhance security, scalability, and high availability of
microservices.
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The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

5.4 INTERNET OF THINGS

The CSP provides Integrated Devices and Edge Systems solutions.

The CSP provides the CSC gateways to connect devices to its network.

The CSP shall provide the CSC tools to view and control the equipment connected to the computer.
The CSC wants to store and retrieve the current status information for a device.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSC tools to automatically execute code in the Python language at the level of

the connected object.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

to answer this requirement.
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The CSP shall provide the CSC registry databases (databases used by the operating system) to
contain the configuration data of the operating system and other installed software that wishes to
use them.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC with business rules to define, test, execute, and maintain its corporate
policies and other operational decisions separately from the application code.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

5.5 MOBILE SERVICES

The CSP provides a mobile identity solution allowing:
- Legal authentication and transaction signature for online banking services,
- Payment confirmation, use of corporate services and online content consumption

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.
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The CSP provides the CSC tools to measure and analyze the data produced by mobile applications
and sites.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSC tools (test benches) to evaluate its mobile applications in order to test the
paths, functionalities, performance, etc...

The tests must be able to be run manually or automatically using the platform's tools or market
standards.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

The CSP provides the CSC a Sandbox-type integrated solutions console enabling developers to have
a toolbox and test their codes or applications on different mobile OSs simultaneously.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSC tools to automatically synchronize its Cloud data when switching from one
medium to another (computer to mobile, for example) by identification.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

TECHNICAL SPECIFICATIONS BOOKLET
Purchase of PAAS public cloud computing services under a safe/trusted environment




The CSC provides the CSP with tools to manage its fleet of mobile devices, whether tablets,
smartphones, laptops, sensors or other objects. This management is done at the level of the
organization's IT department.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.

The CSP provides the CSC a solution to implement and industrialize Mobile Backends within the
Cloud platform to simplify the development of mobile applications.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.

5.6 CONSUMER SERVICES

The CSP provides the CSC a tool enabling to create and manage virtual desktop with or without 3D
acceleration for its users, embed into the VPC and the directory service.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services
in order to answer this requirement.
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The CSP provides the CSC a document storage and sharing solution, with flow validation
functionalities, embed into the CSC’s directory and compatible with desktop computers, laptop
computers, tablets, and the workplace.

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

to answer this requirement.

5.7 FIN OPS SERVICES

The CSC provides the CSP a tool enabling it to manage its costs.

The tool must enable the CSC to:

- Track the costs of the different services filtering by tag, services and regions
- Extract data in Excel, CSV or PowerBI formats.

- Create dashboards summering up the financial costs of the different services

The CSC would like the possibility to use external solutions compatible with the CSP Cloud services

in order to answer this requirement.
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6 ENVIRONMENTAL FOCUS

6.1 ENERGY REQUIREMENTS

NRG-1 The CSP applies energy measures

Level 1 (Measurement):

Cloud service providers provide their customers with data on the energy efficiency of their
datacenters using the calculation method presented in the ISO IEC 30134-2 standard on PUE, on the
GEC (Green Energy Coefficient) and on the ERG (Energy Reuse Factor)

Level 2 (Actions):

The electricity generation energy mix used by the networks that supply cloud service providers'
datacenters guarantees an emission factor of less than 100gCo2 eq / kWh. Specify the calculation
rules.

Cloud computing service providers' datacenters must meet high energy efficiency standards,
complying with ISO 30134-2 and registering the infrastructure used by the provider with the EU
Code of Conduct for Energy Efficiency in Datacenters. Datacenters operating at full capacity must
achieve an annual PUE (Power Usage Effectiveness) target by 2030 of:

- 1.2 or less in cool climate regions (Arctic, Sub-arctic and Temperate climates);

- 1.3 or less in hot climate regions (Sub-Tropical, Tropical and Equatorial climates).

Level 3 (Certifications):

Cloud service providers demonstrate compliance with I1SO 50001 (implementation of an energy

management system).

Deliverable(s): Results Monitoring: Level to achieve:

e PUE e Reception by the CSC e Validation by the CSC on
e GEC level 1,2 or 3

e ERG

e Datacenters emissions factor

e ISO 50001 certification

6.2 CARBON EMISSIONS AND FOOTPRINT REQUIREMENTS

CRB-1 The CSP applies carbon missions and footprint measures

Level 1 (Measurement):

Cloud service providers provide their customers with data on the carbon efficiency of their
datacenters using the calculation method presented in the ISO IEC 30134-2 standard CUE (Carbon

Usage Effectiveness).
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Cloud service providers shall disclose the geographical location of their emissions (Location-Based
Emissions) and which types of renewable or low-carbon energy markets they use.

The CSP should provide all the details on carbon compensation policies and how this might impact
the different environmental indicators and measures.

Level 2 (Actions):

From the CSP:

Cloud computing service providers transparently report their scope 1, 2 and 3 data with a
publication of the complete methodology, including the definition of the scopes, for the entire
lifecycle of the datacenters and for each of the sites, and outside the carbon offsetting strategy.
Cloud computing service providers shall specify all the assumptions that enable them to calculate
their environmental footprint on scopes 1, 2 and 3 (concerning greenhouse gases), the depletion of
non-renewable abiotic resources (mineral and fossil), the impact on water resources and on non-
renewable primary energy.

Cloud service providers explain the various carbon offsetting mechanisms used to reduce the carbon
footprint of their cloud activities and specify the planned reduction trajectory.

For the CSC:

Cloud computing service providers offer their customers a tool enabling them to measure their

carbon impact by account (subscription, project, etc.), by service and by cloud computing region.

Deliverable(s): Results Monitoring: Level to achieve:

e CUE e Reception and test by the e Validation by the CSC on

e Scope1,2and3 CSC level 1 or2

e Carbon impact measuring
tool

6.3 WATER AND HEAT REQUIREMENTS

WAT-1 The CSP applies water saving measures

Level 1 (Measurement):

Cloud computing service providers report their annual water use efficiency (WUE) targets for each
of their datacenters.

Level 2 (Actions):

Cloud service providers shall detail their impact on the water resources necessary for the operation
of their datacenters, specifying the volumes withdrawn, discharged and consumed, and the type of
water involved (rivers, drinking water, sea water, grey water, black water, etc.). Suppliers should

also specify the WUE results obtained.
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Level 1 (Measurement):

Cloud service providers indicate which cooling and air treatment technique is used in their
datacenters (free cooling, free chilling, etc.). Providers specify the temperature set point in the
datacenter, measured at the recovery point, i.e. downstream of the servers.

Level 2 (Actions):

Cloud service providers recover waste heat from their datacenters wherever possible.

6.4 COMPONENTS LIFECYCLE REQUIREMENTS

Cloud service providers undertake to comply at least with the law on the recycling of waste electrical

and electronic equipment (WEEE).
Level 1 (Measurement):

Cloud service providers communicate on the impact, at least carbon and preferably multi-criteria,
of the entire life cycle of their infrastructures (datacenters, servers, networks, etc.).

Cloud service providers shall communicate their policy on the procurement, average life, recycling
and refurbishment of IT hardware integrated in their datacenters and IT equipment (servers and
network equipment) and on their practices related to the circular economy.

Level 2 (Actions):

Cloud service providers undertake to communicate information on the lifespan of their equipment
and servers by 2025.

Cloud service providers communicate to each of their customers their numerical targets for the
percentage of equipment and servers repaired, recycled or reused by 2025.

Cloud service providers commit to promoting 100% reuse, repair or recycling of their used
equipment and servers.
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Level 3 (Certifications):

Cloud service providers demonstrate compliance with ISO 140001 (environmental impact
management)

Cloud service providers comply with the 1ISO 14069 standard on the quantification of greenhouse
gases, and follow the ADEME's " Methodological standard for the environmental assessment of
Datacenter IT hosting services and cloud services ".

Cloud computing service providers' datacenter components comply with eco-design standards. They

indicate which standards/reference(s) are followed
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