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1. INTRODUCTION 

A certain number of Cigref members are planning to issue a Request For Proposal (RFP) for trusted 
cloud solutions. That is why we decided to work collectively on drafting the technical part of such a 
RFP, taking into account the Cigref trusted cloud referential. It is called the Technical Specification 
Booklet (TSB) to be integrated in the Request for Proposal (RFP) for a trusted cloud. Indeed, the 
Technical Specifications Booklet brings together a set of demands for Cloud services, mainly for 
PaaS, but some notions of complementary models are also present. Before sending the TSB to the 
Cloud Service Provider (CSP), certain parts which are highlighted in yellow must be 
modified/completed by the CSC in order to adapt them to its specific needs, context and activities. It 
is important to note that this document is a reference and can of course be adapted beyond the 
recommendations by deleting or adding new sections and requirements 

In order to assist the Cloud Services Customer (CSC) in evaluating the responses of the various Cloud 
Service Providers (CSPs), Cigref has created an Excel sheet "Cigref_TSB Grading grid_Trusted Cloud 
2024". The main objective of this grid is to facilitate the assessment of CSPs responding to the TSB by 
providing a centralised means of assessing each of the requirements detailed in the TSB document. 

This present guide, called “TSB user instructions”, presents in the first part the conversion matrix and 
the impact of the European on-going regulations. The second part details how to understand, use and 
modify the grading grid. This evaluation grid is complementary to the TSB document. 

https://www.cigref.fr/technical-specifications-booklet-tsb-to-be-integrated-in-a-request-for-proposal-for-trusted-cloud-solutions
https://www.cigref.fr/technical-specifications-booklet-tsb-to-be-integrated-in-a-request-for-proposal-for-trusted-cloud-solutions
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2. CONVERSION MATRIX AND EUROPEAN REGULATIONS IMPACTS  

2.1. Conversion matrix  
The Conversion Matrix keeps track of where the requirements in the TSB come from. It makes it easy 
to understand the origin of a requirement and to be able to find it in its original form in the trusted 
Cloud reference document. 

The following example illustrates how to use it:  
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2.2. European regulations impact 
European regulations such as the Data Act, the IA Act and etc. are still too recent or still in the process 
of final validation to be able to integrate them with certainty into the Cigref trusted cloud referential 
and then in the TSB. That is why, it is important to follow them carefully in order to be able to take 
them into account in the future. Cigref has specific working groups in order to support its members  
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3. EVALUATION GRID 

The main objective of the grading Grid is to facilitate the evaluation of the CSP that will answer the 
TSB, by providing a centralized way to evaluate each and every one of the requirements detailed in 
the document.  

The Evaluation Grid document does not replace the TSB. In order to fill it, it is necessary to have 
read and understood the TSB first. 

3.1.  Evaluation grid description 
The actual version of the TSB has a total amount of 228 requirements. This amount complexify both 
the answering from the CSP and the answers processing to the CSC. In order to simplify the evaluation 
of the answers, we have split the question/requirement into two types. 

3.1.1. Two types of questions 
YES-NO Questions for requirements that could be answered with Yes or No. The YES-NO questions 
worksheet brings together the requirements (column C), with the associated question (column G) 
which should be answered by yes or no (Column H). 

 

This part of the Grid (A to H columns) can be sent to the CSP to be filled directly by its teams. They can 
answer the questions providing a proof supporting their answers: 

 

 

The CSC can after that do a copy/paste of the answers and verify the information  
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Open question for requirements that must be answered with details in the Open Questions 
Worksheet):  

The first columns (A to F) can also be sent to the CSP so he can fill a detailed answer that must be 
complemented with the deliverables:  

 

 

3.1.2. Grading the questions 
Grading YES/NO Questions:  

In the YES-NO questions worksheet, the CSC has then to validate or modify the weighting (Column K) 
of the sub questions of the requirements (Column G). He can customize the K column values.  

It is recommended that the sum for each one of the requirements must be one. The M column gives 
the requirement grade depending on the answers on column H.  

 

Each one of the grades will then be reported in the "Detailed Summary) Worksheet. 

Grading OPEN Questions:  

After doing a copy/paste of the CSP's answers, the CSC can again comment the answers and give 
each requirement a grade between 1 and 10.  

1 : Does not meet the requirement at all. 

2 : Falls significantly short of the requirement 

3 : Shows minimal understanding of the requirement 

4 : Demonstrates some understanding but lacks completeness 
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5 : Partially meets the requirement 

6 : Adequately addresses the requirement 

7 : Mostly fulfills the requirement. 

8 : Meets the requirement with minor improvements possible 

9 : Meets almost perfectly the requirement 

10 :  Perfectly meets and exceeds the requirement 
 

 

This grade will again be reported to the "Detailed Summary" worksheet next to the corresponding 
requirement. 

 

3.1.3. BONUS Questions 
Some requirements contain some features that goes beyond of what we would ask for a safe Cloud 
environment, however trough the workshops the participants expressed the desire to include them 
as bonus questions because they represent an answer to trusted issues. 

These Bonus question have a weighting that you can also customize in the grid:  

 

The "Detailed summary" Worksheet allows to visualize the location in the TSB of every requirement 
(columns A to E), the type of question in which it their answered (Column F), the given grade (calculate 
from the answers worksheets) on column H and if whether or not they are eliminatory (column I).  
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"In order to implement the weighting of the requirements, they were grouped by clusters (column 
C). These clusters are made of requirements that answers the same issues and can contain both Open 
and Yes/No questions.  

Every requirement is given a total possible grade of 1 before the weighting. A weighting (column G) 
can then be applied and modified by the CSC in the "Weighting" Worksheet for each one of the 
clusters (column D). We suggest to use 3 levels for the weighting: 

1 : Not at issue 

5 : Important 

10 : Critical 
 

 

This approach to weight the different clustered parts of the TSB, allows to prioritize important and 
critical requirements within chapters, and also becomes very handy when customizing the TSB to the 
particular needs of each one of the entities that will use these documents. It is a suggestion; it can of 
course be reconsidered in the next Group Workshop. 

In order to guide the weighting, the number of requirements for each cluster, and the number of 
eliminatory requirements as well appears in the worksheet. 

This will easily give us the maximum possible grade (column H) by multiplying the number of 
requirements in the cluster times the weighting value. We will use these values later to evaluate the 
performance of the CSP. 

The values as well as the grade of each cluster appear in the "Detailed summary" Worksheet (Grey 
lines in between clusters). It allows the CSC to overview the performance of the CSP for each cluster. 
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At the bottom of the “Weighting” worksheets you will also find a customizable “Eliminatory Criteria”. 

 

You can adjust the value of this criteria (between 0 and 1):  

- Eliminatory requirements graded over the value of this criteria will automatically nullify the 
points for the entire cluster of requirements: 

 

 

A more global overview of the CSP's answer is possible in the "Global summary" Worksheet where we 
can find for each one of the big chapters of the TSB the number of requirements it contains, the grade 



Page 11 
 

 USER INSTRUCTIONS FOR THE TECHNICAL SPECIFICATIONS BOOKLET 
Purchase of PAAS public cloud computing services under a safe/trusted environment 

the CSP obtained vs the maximal possible grade, and the same grade but in % (Grade/Maximum 
Grade x100) to facilitate the comparison between CSPs' answers.  

 

3.2. Modifying the grid structure 
In order to modify the structure or the grid to make it match the CSC’s TSB, Yellow lines have been 
added at the bottom of each one of the worksheets:  

 

These lines must be copied and then modify (that way the formulas will work automatically). We will 
explain how to proceed for each one of the scenarios:  

Before beginning to modify the grid, it is necessary to unmask all the masked columns. 

Password to unlock the document  
CigrefTSB.2024 

There are 2 parts in this paragraph, the first one is to add a new requirement. The second one is to 

add a new chapter with several requirements in it. 

3.2.1. Adding a new requirement 
 

Adding an open question requirement:  
1. Go to the “Open Questions” worksheet 
2. Select and copy the yellow line at the bottom of the worksheet:  
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3. Go to the line under where you want to add the requirement, right click on the line and select 
“insert the copied lines” 

 

 

4. Fill the lines that needs to be filled (do not modify the excel formulas) as instructed at the 
bottom of the worksheet 

 
 

5. Go to the “Detailed summary” Worksheet 
6. Select and copy the yellow line “Open Question requirement line” at the bottom of the 

worksheet:  
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7. Go to the line under where you want to add the requirement, right click on the line and 
select “insert the copied lines” (be coherent with the location in step 3): 

 

 

8. Fill the lines that needs to be filled (do not modify the excel formulas) as instructed at the 
bottom of the worksheet   

 

An error will appear in the “grade” column (H), you must give a grade on the “Open Questions” 
Worksheet in order to make it disappear. 

9. Check that the “Grade cluster summary line” and “TSB Chapter summary line” are 
automatically updated. 

Before: 

 

 

After: 
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Adding a YES/NO Questions Requirement:  
1. Go to the “YES-NO Questions” Worksheet 
2. Select and copy the yellow line at the bottom of the worksheet:  

  

 

3. Go to the line under where you want to add the requirement, right click on the line and 
select “insert the copied lines” 

 

 

4. Fill the lines that need to be filled (do not modify the excel formulas) as instructed at the 
bottom of the worksheet. 

 

 

5. Click on the line below and insert as many lines as YES/NO Questions you want to this 
requirement and the copy the first line on the new ones. 
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6. Fuse and complete the required cells: 

 

(Cells in the column C MUST NOT BE FUSED in order to the excel formulas to work correctly) 

7. Complete the weighting for each question of this requirement (it is recommended to the 
sum to be 1) 

 

 

8. Go to the “Detailed summary” Worksheet. 
9. Select and copy the yellow line “YES/NO requirement line” at the bottom of the worksheet:  

 

 
10. Go to the line under where you want to add the requirement, right click on the line, and 

select “insert the copied lines” (be coherent with the location in step 3) 
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11. Fill the lines that needs to be filled (do not modify the excel formulas) as instructed at the 
bottom of the worksheet. 

 

 

12. Check that the “Grade cluster summary line” and “TSB Chapter summary line” 
automatically update. 

Before: 

 

 

After: 
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3.2.2. Adding a new cluster/subchapter 
To illustrate the following parts of the guide we will use the “Test” lines that can also be found at the 
bottom of each Worksheet. 

We will add a new “Test” subchapter at the end of the “3. Security” chapter. 

We will add 2 new requirements:  

- “Test-1” a YES/NO Requirement 
- “Test-2” an Open question requirement. 

 
1. The first step is to add the requirements in the “YES-NO Questions” and “Open Questions” 

worksheets: 

 

 

 

2. Go to the “Detailed summary” Worksheet.  
3. Select, copy and filled the new requirements lines 

 

 

4. Select and copy the yellow line “Cluster summary line” at the bottom of the worksheet:  
 

  

 

5. Go to the line under where you want to add the requirement, right click on the line and select 
“insert the copied lines” 
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6. Fill the lines that needs to be filled (do not modify the excel formulas) as instructed at the 
bottom of the worksheet. 

 

Some cells will have an N/A error, we need to complete the “Weighting” Worksheet in order for them 
to work. 

 

7. Go to the “Weighting” worksheet 
8. Select and copy the yellow line “Cluster weighting line” at the bottom of the worksheet: 

  

 



Page 19 
 

 USER INSTRUCTIONS FOR THE TECHNICAL SPECIFICATIONS BOOKLET 
Purchase of PAAS public cloud computing services under a safe/trusted environment 

9. Go to the line under where you want to add the requirement, right click on the line and select 
“insert the copied lines” 

 

10. Fill the lines that need to be filled (do not modify the excel formulas) as instructed at the 
bottom of the worksheet. 

(You can check that once you fill the C and D column, the other cells will automatically be filled if 
G is also filled. The numbers appearing when you paste the line are not relevant) 

Before:  

 

After: 

 

 

11. Change the E and H cells’ formula of the Chapter summary to verify that the sum also contains 
the new lines:  
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12. Verify that that the detailed summary worksheet was also updated 

Before:  

 

 

After:  

 

 

 

3.2.3. Adding a new chapter 
Here we will add a new chapter between “3. Security” and “4. Catalog” if infrastructure and 
foundations: 

1. Add all the subchapter following the previous steps in the 
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2. Go to the “Detailed summary” Worksheet 
3. Select and copy the yellow line “Chapter summary line” at the bottom of the worksheet:  

  

 

4. Go to the line under where you want to add the requirement, right click on the line and select 
“insert the copied lines” 
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5. Fill the lines that needs to be filled (do not modify the excel formulas) as instructed at the 
bottom of the worksheet. 

 

Some cells will have an N/A error, we need to complete the “Weigthing” Worksheet in order for them 
to work. 

 

6. Go to the “Weighting” worksheet 
7. Select and copy the yellow line “Cluster weighting line” at the bottom of the worksheet:  

  

 

8. Go to the line under where you want to add the requirement, right click on the line and select 
“insert the copied lines” 
 

9. Fill the cells that needs to be filled (only column A and column B) as instructed at the bottom 
of the worksheet. 

 

 

10. The number of requirements and total points are false, we must modify change the E and H 
cells’ formula of the Chapter summary to match the sum to the new lines:  
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11. Verify that that the detailed summary worksheet was also updated. 

Before:  

 

After:  

 

 

12. Go to the “Global summary” worksheet. 
13. Copy and insert the yellow line at the bottom of the worksheet in the right place:  
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14. Fill the A cell with the name of the new chapter. 

 

Do not forget to appropriately change the names of the chapters in all the worksheets if you modify 
the structure. 

3.2.4. Deleting content from the evaluation grid: 
The grid was built implementing the least amount possible of dependencies between the lines, if the 
CSC would like to remove requirements or chapters, deleting the corresponding lines in the different 
worksheets will be enough. 
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4. RECOMMENDED ADDITIONAL CONTRACTUAL REQUIREMENTS : 

The trusted Cloud Reference document contained some contractual requirements to ensure 
compliance with the different issues presented previously. As these requirements do not fit 
appropriately in a technical booklet but they highlight important features to ask to the provider, it was 
decided to present them with this instruction document. Whether or not including them in the 
contract service agreement remains in hands of the CSC. 

GEN-1-SAFE-1 
GENERAL CONTRACTUAL REQUIREMENTS  1.1 – General Contract 
Clauses 

The contract or any binding legal act between the CSP and the CSC shall be 
subject to the competent jurisdiction of an EU Member State. 

 

GEN-1-SAFE-2 
GENERAL CONTRACTUAL REQUIREMENTS  1.1 - General Contract 
Clauses 

The Contractual Service Agreement (CSA) must be documented (including in 
electronic form) and legally binding between the infrastructure CSP and the 
CSC. 

 

GEN-1-SAFE-3 
GENERAL CONTRACTUAL REQUIREMENTS  1.1 - General Contract 
Clauses 

The CSA may take any form, including, but not limited to: a) a single contract; b) 
a set of documents such as a basic service agreement with relevant annexes 
(data processing agreements, SLAs, terms of service, security policies, etc.); or c) 
the standard online terms and conditions. 

 

GEN-1-SAFE-4 
GENERAL CONTRACTUAL REQUIREMENTS  1.1 - General Contract 
Clauses 

The CSP must continuously identify the current legal, regulatory and 
contractual requirements applicable to the service. It must document and 
implement procedures to comply with the applicable legal, regulatory and 
contractual requirements for the service, as well as specific security needs. 
These measures are available to the CSC on request 

 

GEN-1-
TRUSTED-5 

GENERAL CONTRACTUAL REQUIREMENTS  1.1 - General Contract 
Clauses 

The CSP must provide the CSC a clear description of policies on access and 
porting of data in the event of CSP bankruptcy, the occurrence of ransomware 
problems or the acquisition of the CSP by another entity. 

 

RGPD-1-
SAFE-9 

REQUIREMENTS RELATED TO THE GENERAL DATA PROTECTION 
REGULATION (GDPR) 3.1-  GDPR Regulatory Requirements 
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The obligation of the CSP to return the data media, return the data and delete 
the data upon completion of the processing must be stated in the contract or any 
legally binding agreement. 

 

IMM-3-SAFE-3 
The CSP must display the list of legislation applicable to it that 
may have an impact on the CSC. 

The CSP must display the list of legislation applicable to it that may have an 
impact on the CSC. 

Deliverable (s) : 

List of the legislations list that can 
have an impact to the CSC 

Monitoring results :  : 

Validation by the CSC’s legal 
team 

Level to achieve: 

No major risks for 
the CSC 

 

 

RGPD-1-
TRUSTED-10 

REQUIREMENTS RELATED TO THE GENERAL DATA PROTECTION 
REGULATION (GDPR) 3.1-  GDPR Regulatory Requirements 

The contract must contain provisions for a customer audit right. 

 

In addition to these requirements, the notion of smart contracts has not been explored in the 
document. The legislations regulating this domain will evolve to comply with the Data Act (that will 
become applicable in September 2025). 


