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The digital industry is currently dominated by American and Chinese players, the GAFAMs 
and BATXs. By 2040, their commercial and technological lead in cloud computing, artificial 
intelligence and quantum computing will enable them to maintain their position as world 
leaders, to the detriment of Europe.

By 2040, giga-platforms should therefore continue their current "domination" strategy enabling 
them to maintain their stranglehold on the markets by mobilising their huge financial capital .
They are likely to continue to diversify into a wide range of sectors, continuing their strategy 
of acquisition.

For its part, the European digital market will probably remain trapped in its dependence 
on American and Chinese suppliers. However, certain players could succeed in positioning 
themselves as partners of these giants - as Capgemini and Orange have done in France with 
Microsoft (in the Bleu offer) or Thalès with Google (S3NS), to propose sovereign cloud solutions 
- but without ensuring the European Union's strategic autonomy in digital matters.

The digital industry also relies on certain strategic components, such as semiconductors. 
Several players share dominance of this industry and its various technologies. The United 
States dominates R&D and patents. Europe (the Netherlands, with the company ASML) has 
a monopoly on extreme ultraviolet lithography machines, which are used to produce the 
most powerful microprocessors. South Korea, Japan and Taiwan are the world leaders in sub-7 
nanometre technology. China is the leader in assembly, packaging and testing, but lags behind 
in manufacturing technology.

BACKGROUND AND CURRENT SITUATION
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WHAT ARE THE MAJOR TRENDS  
THAT COULD LEAD TO THIS WILDCARD?

Europe is actively organising itself to invest in technology and encourage collaboration between 
researchers in order to become competitive in the digital marketplace. To achieve this objective, it 
is setting up various strategic funding programmes and initiatives.

The "Digital Europe Programme" established in 2021, for example, is designed to support projects 
in five key areas: supercomputing, artificial intelligence, cybersecurity, advanced digital skills and 
the widespread use of digital technologies in the economy and society. With an overall budget of 
€7.5 billion, it aims to accelerate economic recovery and shape Europe's digital transformation, 
with a particular focus on small and medium-sized enterprises (source: European Commission).

The European Union is also investing in semiconductors, recognising the strategic importance of 
this industry. Through the Chips Act adopted in February 2022, the EU plans to spend €43 billion 
between now and 2030 to double semiconductor production and achieve a 20% market share 
(source: Les Echos). This involves acquiring cutting-edge technologies and developing the human 
resources needed for this industry. Competitive companies such as STMicroelectronics, based in 
the Grenoble region, have joined forces with international partners to build new plants and invest 
massively in this field.

Europe and France are also playing a leading role in the fields of quantum computing and high-
performance computers. French companies such as Pasqal are leading the way in the development 
of quantum computers, supported by a €1.8 billion quantum plan in France (source: French 
government). However, to compete with the massive investments being made in the United 
States, France needs to attract more substantial private funding and rely on a more harmonised 
and better-structured European internal market for digital technologies.

Europe therefore recognises the strategic importance of new technologies and is investing 
actively to support research and innovation in these areas. It is putting in place ambitious 
funding programmes and seeking to strengthen its position in the global digital marketplace, 
while promoting collaboration between researchers and encouraging the growth of promising 
technology start-ups.

Europe is organising itself so that researchers can work together and is investing 
to support their technological research.
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https://digital-strategy.ec.europa.eu/en/activities/digital-programme
https://www.lesechos.fr/tech-medias/hightech/chips-act-nouvel-accord-qui-permet-a-lue-daccelerer-sur-ses-propres-semi-conducteurs-1935992
https://www.gouvernement.fr/actualite/18-m-eu-en-faveur-des-technologies-quantiques
https://www.gouvernement.fr/actualite/18-m-eu-en-faveur-des-technologies-quantiques
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WHAT EVENTS COULD INCREASE THE 
PROBABILITY OF THIS HYPOTHESIS?

The collapse of MAGs is encouraging the emergence of European players.

The hypothesis of a collapse of the MAGs is developed in section 7 of this report.  
The collapse of the American digital giants would encourage the development of European 
alternatives and stimulate the creation of competitive companies in Europe.

Europe and the United States are stretching their trade links.

The hypothesis of a break in the links between Europe and the United States is examined in section 
6 of this report.  
Europe's digital sector relies heavily on American giants, particularly in cloud computing. An 
interruption in trade with the United States could motivate Europe to invest massively in a 
European digital industry.

A major technological breakthrough in Europe has enabled the 
continent to dominate the new technologies market.

Europe has skilled researchers in key areas such as quantum computing, which needs a technical 
breakthrough to reach full maturity. European researchers in this field, such as Alain Aspect, 
who has been awarded the 2022 Nobel Prize in Physics, are demonstrating promising skills 
and expertise. Major research centres, such as those located in Grenoble in France, around the 
Commissariat à l'énergie atomique (CEA), are at the forefront of these advances. These researchers 
are actively working to develop revolutionary technologies in the field of quantum computing, 
which could change the game and give Europe a competitive edge.

In addition, strategic alliances are being formed between different research institutes in Europe. 
For example, Leti in France and the Fraunhofer Institute in Germany have forged closer links 
in the field of microelectronics research. Together, they aspire to become the Franco-German 
driving force behind the future European innovation plan for electronic chips. The aim of 
this collaboration is to strengthen European sovereignty by mastering key semiconductor 
technologies (source: Usine nouvelle). As one of the world's leading applied research organisations, 
the Fraunhofer Institute plays a major role in the innovation process. With 76 institutes and 
research units throughout Germany, an annual research budget of €3 billion, and almost 30,800 
employees, mainly scientists and engineers, they have considerable resources at their disposal to 
carry out ambitious research projects (source: Institute website).

A major technological breakthrough in Europe, supported by the skills of researchers and 
strategic alliances between research institutes, could position the continent as a leader in new 
technologies. This would enable Europe to strengthen its sovereignty and become a key player 
in the global market for emerging technologies. 
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https://www.usinenouvelle.com/article/le-leti-et-l-institut-fraunhofer-unis-pour-defendre-la-souverainete-europeenne-par-la-microelectronique.N559703
https://www.fraunhofer.de/en/about-fraunhofer.html
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The European Union's competition policy has long adopted a rigorous stance to prevent the 
formation of monopolies and promote competition. The EU's competition policy, enshrined in 
the 1957 Treaty of Rome, aims to ensure fair competition between companies in the various 
Member States. It aims to prevent cartels and abuses of dominant positions, and promotes the 
control of mergers that could distort competition in the single European market. The ban on 
state aid, with the exceptions provided for in the Treaty, is an integral part of this policy, aimed 
at preventing distortions of competition by favouring certain companies or products (source: 
ENS Lyon). However, there have been calls for the application of this doctrine to be relaxed, 
particularly in the wake of the Covid-19 pandemic. The European Commission has begun to 
review its competition policy instruments in response to this request, and adjustments have 
already been made to authorise greater support for certain sectors, such as semiconductors, in 
the context of the pandemic (source: Toute l'Europe).

Against this backdrop, the Inflation Reduction Act (IRA) adopted in the United States, the details 
of which are set out in section 6 of this report, provoked strong reactions in Europe and prompted 
the European Union to rethink its economic doctrine. The EU has proposed relaxing the rules on 
state aid. This idea has met with resistance from certain member states, which see it as an attack 
on the single market, with inequality between France and Germany, on the one hand, which 
would offer massive subsidies to their companies, and on the other, EU countries with more 
limited budgetary margins (source: Challenges). So the protectionist measures taken by other 
countries are forcing Europe to review its economic strategy to favour its industry.

Overall, these developments in European public procurement and competition policy demonstrate 
Europe's determination to support its digital industry and encourage fair competition.

Europe is changing its approach to public procurement to support its digital industry.

The "Brussels effect" is a concept coined in 2012 by American professor Anu Bradford of Columbia 
Law School, which refers to the influence of European Union standards and regulations on 
businesses and states around the world. As one of the world's largest markets, accounting for 20% 
of global GDP, the European Union exerts significant pressure on international economic players. 
Companies and governments take this into account when assessing business opportunities and 
conclude that it is more advantageous to comply with EU standards, which are reputed to be 
among the highest and most stringent. This approach gives them access to the European market, 
made up of almost 500 million consumers with high purchasing power.

WHAT COULD BE THE CONSEQUENCES 
OF THIS WILDCARD?

Europe would be asserting its values, centred on the protection of privacy, in the 
global digital world.
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http://ses.ens-lyon.fr/articles/une-analyse-de-la-politique-europeenne-de-la-concurrence-i-du-traite-de-rome-au-marche-unique
https://www.touteleurope.eu/economie-et-social/la-concurrence-dans-l-union-europeenne/
https://www.challenges.fr/idees/linflation-reduction-act-pousse-lue-a-repenser-sa-doctrine-economique-sans-la-renier_845110
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The European economy would be stimulated by the digital industry.

Investment in R&D and the contribution of ICTs (Information and Communication Technologies) 
to the added value of the European economy could grow as a result of the development of a high-
performance digital industry. At present, this industry is boosting investment in R&D, and its 
share of the European economy's value added is increasing year on year. Under this breakthrough 
hypothesis, the digital industry's contribution to the European economy could continue to grow 
in these two areas.

In 2006, R&D intensity, an indicator that measures R&D spending as a percentage of GDP, was 
just 1.76%. In 2016, the Member States of the European Union invested more than €300 billion in 
R&D. R&D intensity therefore increased to 2.03% and has remained stable to date. This increase 
in R&D spending in the EU is due in particular to the digital transformation. It should be 
noted, however, that compared with other major world economies, R&D intensity in the EU has 
remained lower than in countries such as South Korea (4.23% in 2015), Japan (3.29% in 2015) and 
the United States (2.79% in 2015), whose digital industry is particularly well developed, leaving 
plenty of room for improvement (source: Eurostat).

Furthermore, information technologies, content and media (ICT) make a significant contribution 
to the value added of the European economy. In France, for example, in 2016, ICT accounted for 
6.0% of the economy's value added.

This "Brussels effect" is also evident in the regulation of the internet, particularly with regard 
to the protection of personal data. The EU's General Data Protection Regulation (GDPR) has 
inspired similar legislation in countries such as Brazil, India, Japan, California and others. What's 
more, some multinational companies, such as Sodexo, have chosen to apply the RGPD to all their 
subsidiaries worldwide (source: Les Surligneurs).

The EU's influence could be strengthened by a high-performance digital industry, which could 
be exported to other countries, and with it the constituent elements of the European corpus of 
values.
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https://ec.europa.eu/eurostat/documents/2995521/8493770/9-01122017-AP-EN.pdf/94cc03d5-693b-4c1d-b5ca-8d32703591e7
https://www.lessurligneurs.eu/effet-bruxelles-comment-lunion-europeenne-influence-les-normes-dans-le-monde/
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On the international stage, the EU would develop strategic independence and be 
able to extend its digital economy around the world.

By developing a competitive digital industry, the EU could reduce its dependence on foreign 
technologies and strengthen its technological autonomy. This would enable it to protect its 
strategic interests and preserve its digital sovereignty, i.e. its ability to control and protect its 
data, infrastructures and digital services.

This strategic independence could be accompanied by a strengthening of Europe's position on 
world markets. A high-performance digital industry would boost the EU's economic growth on 
an international scale. By developing innovative companies and encouraging the emergence of 
start-ups, the EU could create new jobs and attract investment. It could also play a leading role 
in defining standards and regulations, focusing on the protection of European rights and values, 
in particular as regards the protection of privacy, data security and ethics in the use of digital 
technologies, and benefit from this advantage internationally.

En Europe, les entreprises réorganiseraient leurs chaînes de valeur au profit des 
entreprises européennes du numérique.

This restructuring is likely to have a significant impact on the partnerships and supplier 
relationships of the companies concerned. Existing partnerships and collaborations could be 
reviewed in order to favour European digital companies, which could lead to adjustments in 
existing cooperation agreements and contracts.

As far as access prices are concerned, it is plausible that technologies produced in Europe are 
more expensive due to higher labour costs, among other factors. However, these higher costs may 
also be offset by other advantages of technologies produced in Europe in terms of quality, safety 
and innovation.

The transition to these European companies may also have consequences for the development 
of companies' digital assets. The question of the interoperability of European solutions with pre-
existing tools will have to be considered. European technologies may not be directly compatible 
with the digital tools that companies currently use. This could require additional investment to 
adapt existing systems or even a transition to new digital tools and platforms.

This reorganisation of value chains could also lead to increased competition on the European 
market. Already established and developed European leaders in the digital sector could find 
themselves in competition with emerging European companies. This competitive dynamic 
could stimulate innovation and economic growth in Europe, but it could also create challenges 
for well-established companies that would have to adapt to remain competitive.

This category includes sectors such as programming, IT consulting, telecommunications and 
other IT activities (source: Insee).
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https://www.insee.fr/en/statistiques/4271132?sommaire=4290265
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Gone are the days when companies thought first about their business strategy and then about 
how technology could support it. Today, technology needs to be thought through and integrated 
upstream in order to develop new products and services or explore new business models.

Is it possible today to market personalised offers quickly and on a large scale without the cloud, 
data and AI? L'Oréal, a pioneer in beauty tech, is leveraging these to offer its customers a hyper-
personalised experience, with over 1,400 services available online.
 
European businesses need to close the technology gap

But when it comes to technology, European companies are lagging behind their North American 
and Asia-Pacific counterparts. While they are very good at exploiting technology to reduce costs 
and improve productivity, they are still struggling to seize it to create new business models, with 
a view to growing revenues.

Lower investment in R&D and a weaker presence of technological profiles at the highest level of 
the organisation may explain this situation in Europe.

Indeed, the proportion of sales invested in R&D is significantly lower in European companies 
than in their North American counterparts, and this gap is widening all the time. In fact, 
according to estimates in a report commissioned by my company, this gap has risen from 70 
basis points in 2017 to 140 basis points in 2022. This investment gap will amount to almost $150 
billion in 2022.

Also, the screening of the members of the boards of directors of the 2000 largest companies 
in the world reveals that only 14% of directors in Europe have a technology profile, compared 
with 22% in North America. One of the tasks of the board of directors is to define the company's 
strategy and ensure that its strategic choices are properly implemented. Therefore, in a context 
where the pace of technological innovation is accelerating, it is critical for directors to have 
sufficient experience in this field, in order to understand the challenges and better grasp the 
opportunities for growth.

It's worth the risk, because European companies could generate up to 3,000 billion euros in 
additional sales by the end of 2024 if they reduce this technology deficit.

Viewpoint - Technology shift: the sine qua 
non for European businesses
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Yves Bernaert, Accenture Technology Europe CEO

The technologies that will shape the next decade

To achieve this, European businesses need to focus primarily on certain technologies that are 
already mature, in order to form a "digital core". Starting with the cloud. Today, barely 30% of 
organisations' infrastructures are in the cloud.

AI should also be at the heart of European companies' strategies. However, only a very small 
number of them are taking advantage of its potential, with growth rates well ahead of their peers. 
This is due to a sharp increase in the IT budget dedicated to AI, but not only that. Considerable 
work has also been done on their data, notably by rethinking the way in which it is collected, 
transformed, distributed and used, and by increased use of the cloud, in particular to 'de-silo' 
this data and make it all easily accessible, whatever the volume and whatever the organisation 
to which it is attached - finance, human resources, marketing, etc.

As for metavers, digital twins and other virtual/augmented reality technologies, they should 
also be at the centre of business concerns. By way of illustration, the global market for industrial 
metaverse is expected to grow from 80 billion dollars in 2023 to 760 billion in ten years' time.

The next technological frontiers

New horizons are already emerging, shaping the technological breakthroughs that are the focus 
of this latest edition of the Strategic Orientation Report, such as quantum computing.

The quantum revolution is bringing about a radical change in data processing (speed and 
volume). Complex problems that are even insoluble today will be dealt with in a matter of 
seconds. This opens up dizzying prospects, from optimising the supply chain or the life cycle 
of a product to climate modelling, advertising programming and molecular research. The 
Volkswagen Group is one of the first carmakers to invest in a quantum computing project to 
design functional prototypes.

Another technological revolution in the making is DNA storage. More than 150 zettabytes of 
digital data are created every year, and this is expected to double every two years. Thanks to this 
IT process, which involves encoding data on synthetic DNA, all the world's data could be stored 
in the equivalent of a chocolate bar. It's still in its infancy, but what tremendous potential it 
holds, particularly for the environment! The result would be an unprecedented mass of data to be 
exploited at virtually zero storage cost, offering more accurate results, new business hypotheses 
and reduced decision-making risks.

We need to be able to embrace these new horizons with bravery, optimism and lucidity. To quote 
André Gide, "Man cannot discover new oceans unless he has the courage to lose sight of the shore".
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Digital &  
Society

By 2030, advances in artificial 
intelligence, and particularly 
generative AI, will radically change 
the way work is organised.

Between now and 2035, Europe's 
populations will be subject to 
global and widespread surveillance 
enabled by digital tools.
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Wild card
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Between now and 2035, Europe's 
populations will be subject to 

global and widespread surveillance 
enabled by digital tools.

By 2035, European states will be using digital tools to monitor their populations, 
and cooperation between states will be stepped up to facilitate the exchange of 
information. Governments are said to be justifying the deployment of these tools 
on the grounds of increased security threats, as a response to growing risk aversion 
among the population. Technological advances would also facilitate the accelerated 
development of widespread global surveillance in Europe.

Private players, such as the digital giants, would also be increasingly involved in 
data collection and analysis, enabling them to gather valuable information on the 
consumer habits, opinions and lives in general of European citizens. For example, 
insurers could request access to a range of data on their policyholders' habits (sleep, 
sport, diet, etc.) and use it to personalise insurance policies.

This would have significant consequences for the privacy of individuals, with 
increased surveillance of their online and offline activities. Facial recognition 
and biometric surveillance technologies would be widely used in public places 
and private spaces, reducing people's freedom of movement. The value system of 
European democracies would then be largely affected. Such enhanced surveillance 
raises issues of privacy and personal data protection, as well as concerns about the 
potential abuse of power by governments and companies. This surveillance could 
contribute to the stigmatisation of minorities and political dissidents, and reinforce 
social and economic inequalities. 123
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Today, the possibilities for monitoring populations opened up by the maturing of specific 
technologies point to an increase in widespread surveillance by private and public players. 
Surveillance technologies such as facial recognition, drones, surveillance cameras and data 
collection tools are increasingly accessible and used by governments and businesses around 
the world. The Covid-19 pandemic accelerated this trend with the massive deployment of 
technologies for tracking and tracing individuals for public health reasons. As a result, the 
deployment of surveillance resources by public players is likely to continue up to 2040 to meet 
security needs or deal with crises of various kinds (health, environmental, geopolitical, etc.). 
As for private-sector players, the collection of data from their users will continue in a trend 
scenario, with the aim of further improving the customer experience and recommending 
targeted products and services.

However, safeguards exist in European law, notably the GDPRadopted in 2016, to prevent the 
unbridled collection and use of personal data. The CNIL and its European counterparts are 
increasingly successful in enforcing these principles against the American digital giants. As 
a result, the number of sanctions and fines imposed on these companies has increased year 
on year. For example: three fines against Google ranging from €50 million to €150 million, 
imposed between 2019 and 2021; a fine against Microsoft of €60 million in 2022; another fine 
of the same amount against Facebook in 2021; and a final fine of €35 million against Amazon 
in 2020 (source: Next Inpact). Between now and 2035, the collection and use of data by private 
players will continue to be limited by this legislation and by the action of European regulatory 
agencies.

The adoption of the GDPRhas also made Europe's citizens more aware of the need to protect 
their privacy online. As a result, by 2035, people should still be paying close attention to 
preserving their freedoms and protecting their privacy in public spaces and when accessing 
online services.

BACKGROUND AND CURRENT SITUATION
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https://www.nextinpact.com/article/70982/cnil-bilan-record-pour-sanctions-en-2022
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WHAT ARE THE MAJOR TRENDS  
THAT COULD LEAD TO THIS WILD CARD?

Since the terrorist attacks perpetrated by Al-Qaeda on American soil on 11 September 2001, 
the United States has adopted the Patriot Act in the urgency and emotion that followed. This 
legislation placed society under state surveillance in the name of the war on terror, restricting 
individual freedoms in order to increase security (source: Contrepoints). This marked the 
beginning of an era of increased surveillance, in which the protection of individual privacy was 
compromised in favour of national security. This trend was confirmed by the revelations of 
Edward Snowden, who exposed the methods used by the US intelligence services to monitor 
people on and off US territory, in particular by using backdoors installed by digital giants such 
as Facebook, Google and Microsoft.

What's more, video surveillance has become ubiquitous in many cities, with striking examples 
such as London, which will have more than 620,000 surveillance cameras by 2020 (source: 
CCTV.co.uk), or Nice, with 2,149 cameras for 344,000 inhabitants (source: Les Echos). We are 
also witnessing the emergence of facial recognition, the use of which could intensify in the 
name of security. For example, the law relating to the 2024 Olympic Games in France provides 
for an experimental legal framework for the use of "intelligent video surveillance to ensure the 
security of sporting, recreational and cultural events" until 31 March 2025 (source: Vie publique).

These surveillance measures, initially justified by concrete threats, often tend to continue 
once the risk has been reduced, calling into question the fundamental rights and privacy of 
citizens. For example, the intelligence law in France, enacted on 24 July 2015 after the Charlie 
Hebdo attacks, is a striking example, authorising the intelligence services to monitor national 
communications in real time using black boxes installed on operators' premises. Similarly, 
temporary measures such as the Vigipirate plan, introduced in France after the 1995 attacks, 
are still active, testifying to the difficulty of curtailing surveillance powers once they have been 
established (source: Qu'est ce qu'on fait?!).

Since the beginning of the 21st century, and the increased risk of terrorism, 
governments have deployed surveillance processes using more and more digital 
means, most of which have not been removed once the risk has been reduced.

Public and administrative services are increasingly dematerialised, enabling data 
to be collected and analysed more quickly and accurately.

Over the last few decades, we have witnessed the increasing dematerialisation of a great deal 
of information. This transition to digital technology has been driven by a number of factors, 
including the desire to reduce the management costs associated with handling physical 
documents, as well as the ability to carry out certain actions that were previously impossible.
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https://www.contrepoints.org/2021/10/30/410007-le-patriot-act-20-ans-de-surveillance
https://www.cctv.co.uk/how-many-cctv-cameras-are-there-in-london/
https://www.lesechos.fr/idees-debats/editos-analyses/videoprotection-jusquou-iront-les-villes-347536
https://www.vie-publique.fr/loi/287639-jo-2024-loi-du-19-mai-2023-jeux-olympiques-et-paralympiques#%3A~%3Atext%3DLe%20projet%20de%20loi%20pr%C3%A9voit%2Clutte%20antidopage%20ou%20de%20transports
https://www.qqf.fr/article/-les-etats-ont-tendance-a-perenniser-les-dispositifs-ponctuels-de-surveillance
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Many sectors have adopted this approach, such as banking, where online statements, 
transactions and services have replaced traditional paper-based transactions. Utility bills and 
statements are now often sent electronically, offering a more convenient and cost-effective 
alternative to postage. Even pay slips have been dematerialised, allowing employers to 
distribute them quickly and efficiently via online portals.

The dematerialisation of public and administrative services therefore facilitates data 
collection and enables a detailed analysis of certain citizen data to be provided quickly.

The feeling of insecurity is growing among the European population.

In recent years, there has been a growing sense of insecurity among Europe's populations. 
In France, this perception is largely fuelled by increased media coverage of news stories. The 
media, seeking to attract the public's attention, often highlight violent events and crimes, 
creating an atmosphere of fear and insecurity (source: Cause Commune).

An Ifop survey shows that this feeling of insecurity is also reinforced by the sense of impunity 
enjoyed by criminals due to a justice system perceived as lax. Nearly three quarters of French 
people (73%) share the view that judges in France are not strict enough, a proportion that 
has risen by 22 points since 2011 (51%). This perception reflects growing concern about the 
effectiveness of the judicial system in maintaining order and fighting crime.

As a result of this feeling of insecurity, citizens are calling for stronger and more effective 
security measures, and do not rule out the use of technological means to improve these 
security arrangements.
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https://www.causecommune-larevue.fr/insecurit_et_ensauvagement_mediatique
https://www.ifop.com/publication/les-francais-la-montee-de-linsecurite-et-lensauvagement-de-la-societe/
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We are witnessing a hierarchical shift in values that is encouraging greater surveillance of 
individuals. This phenomenon is fuelled by several key developments. For example, the 
growing awareness of environmental issues has led to a questioning of individual freedom 
in the name of environmental protection.

According to some, this justifies the introduction of increasingly extensive surveillance and 
monitoring systems to regulate individual behaviour, following the example of Singapore, 
where cameras are already used in public spaces to regulate and penalise any act of pollution 
(source: France info).

Another example is that the desire for convenience often takes precedence over respect 
for privacy in the digital ecosystem and everyday life. More and more users are willing 
to trade their data, even the most intimate, for a better-quality service. Despite scandals 
involving major privacy breaches by companies such as Cambridge Analytica and Equifax, 
an international study conducted by consultancy Experian in January 2019 reveals that 70% 
of consumers surveyed would be willing to share more personal data with private digital 
companies if it brings them "greater convenience" or better security (source: Venture Beat). In 
this way, the fluidity of the service received is often prioritised over the protection of privacy.

The people of Europe favour other values to the detriment of their 
privacy and freedoms.

WHAT EVENTS COULD INCREASE THE 
PROBABILITY OF THIS HYPOTHESIS?

The end of the European exception for the protection of citizens' privacy could make it easier 
for national governments to introduce surveillance measures.

The emergence of new crises justifies the introduction of regulations that 
restrict individual freedoms.

During the health crisis, in many parts of the world, individual freedoms were curtailed 
or even suppressed in the name of the general interest, in order to limit the lethality of 
the epidemic. The gravity of the situation led several governments to take drastic measures 
to contain the spread of the virus, with major implications for the fundamental rights 
and freedoms of individuals. If other crises were to emerge, surveillance measures could 
expand. In 2020, for example, some companies in Germany and the UK were requiring their 
employees to provide regular proof of non-infection with SARS-CoV-2 in order to gain access 
to their workplaces (source: Financial Times).

The European Union is repealing all regulations protecting the privacy of 
its citizens.
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https://www.francetvinfo.fr/monde/asie/video-un-oeil-sur-la-planete-singapour-la-ville-des-interdits_1108151.html
https://venturebeat.com/business/were-giving-away-more-personal-data-than-ever-despite-growing-risks/
https://www.ft.com/content/4f7b1fc5-ebf3-4cc7-afaf-80f4cafcfcb9
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Generally speaking, public opinion could be divided over this surveillance, creating a 
two-tier society with the marginalisation of individuals who refuse to accept this system 
and would then no longer be able to access certain services. These individuals would find 
it more difficult to find a job, which could exacerbate the talent shortage in the digital 
sector as elsewhere. Similarly, access to healthcare, insurance, loans, travel and/or leisure, 
without giving up control of personal data, could become a luxury reserved for a minority. 
Organisations, both businesses and public authorities, would be stakeholders in these 
surveillance systems, participating in the collection of information on their employees and 
their contacts or customers.

WHAT COULD BE THE CONSEQUENCES  
OF THIS WILD CARD?

The arrival in power of an authoritarian party in several Member States could lead to this 
paradigm shift. Similarly, if tensions were to rise within the EU, or if the EU were forced to give 
precedence to other values, such as security, these situations would lead to a strengthening 
of surveillance resources.

Within organisations, certain employees could be marginalised because they 
reject this surveillance system.

The multitude and private nature of the information collected would exacerbate 
the consequences of a data leak.

The growing concentration of personal data, shared between a variety of private and public 
players, presents increased risks in terms of cyber security. At a time when many social, 
economic and national security activities rely on digital infrastructures that aggregate 
sensitive information, hacking attempts by malicious organisations, whether criminal, 
terrorist or state-sponsored, could multiply.
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These cyber-attacks could be aimed at obtaining 
data from a competitor company in order to 
gain a competitive advantage, or to paralyse an 
organisation's operations. Similarly, a country's 
surveillance systems or tools for monitoring 
environmental or health crises could become 
targets for hackers seeking to disrupt these 
systems, as well as terrorist groups or states 
seeking to destabilise a government.

In addition, the technical failures inherent in 
computer systems, whether due to electrical 
problems, bugs or other factors, could have major 
consequences depending on the importance 
of the system in society. For example, the 
inaccessibility of digital registers containing 
the information of an entire population could 
have considerable repercussions on the political 
organisation or maintenance of social order in 
a country.

On the international stage, access to data 
could give rise to new forms of collaboration 
and/or conflict between states.

CFinally, this situation could lead to a 
restructuring of international debates on 
digital issues, personal data collection and 
mass surveillance. International agreements 
or collaboration between countries could lead 
to better coordination between governments 
in the management of global risks such as 
terrorism, pandemics and climate change.

However, this move towards greater surveillance 
and monitoring may also give rise to new 
conflicts between countries. Some countries 
may refuse to allow their citizens to be subject 
to the monitoring systems deployed by other 
governments, which could lead to disputes and 
restrictions on access to certain areas.
 
 This situation could lead to the fragmentation of 
Internet networks and even to certain countries 
closing their borders in order to preserve their 
specific model.

In either case, businesses and public 
administrations will have to adapt to this new 
environment of data governance. They could also 
be called upon to position themselves ethically 
in relation to these issues. A differentiating 
factor for an organisation in this disruptive 
scenario could be the implementation of highly 
sophisticated personal data protection systems, 
or even the non-collection of such data.

Some companies may choose to stand out 
from the crowd by offering services that 
counter this widespread surveillance.

Against a backdrop of widespread surveillance, 
some companies may choose to stand out 
from the crowd by offering their customers 
services based on "hyper confidentiality". 
They could put forward privacy protection 
solutions, emphasising data security and the 
confidentiality of personal information. These 
companies could be seeking to meet a growing 
demand from consumers anxious to preserve 
their privacy in an increasingly surveilled 
environment. In this way, a multi-speed society 
could emerge, where the protection of privacy 
would become a criterion of differentiation, 
and where the most affluent citizens would be 
prepared to pay a higher price to benefit from 
services that guarantee greater confidentiality. 
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Digital technology is not just a tool: it is an environment in its own right that affects our 
ways of being, living, thinking and interacting. With this in mind, a major ethical challenge 
is to move away from a fixed representation of technological progress, in which the form is 
decided once and for all. It is up to us to learn to live better with our digital technologies, more 
democratically and with greater knowledge of the facts. In order to avoid overly enchanted 
visions of innovation at all costs, which would necessarily be synonymous with the best, it is 
crucial to reflect on the conditions for an education that is more transversal and applied to the 
complexity of the technological systems themselves.

A techno-ethical challenge is emerging in this respect, and is already being expressed in 
the search for business models other than those of GAFAM. We can see the extent to which 
the ambition to combine ethical responsibility and technological innovation is now more 
pressing from a societal point of view. It is in the light of such demands that public policies on 
digital technology will have to be implemented, and in so doing we will have to take on board a 
certain pluralism of values in our relationship with innovation. One ambition could be to enable 
transdisciplinary training to be deployed, so that technologies can, for example, address the 
emotional side of individuals, as in the case where artists create digital devices that enhance 
certain modes of sensitive perception1. However, from an educational point of view, France is 
clearly lagging behind some northern European countries when it comes to such dynamics 
combining the arts, sciences and technologies, because of the persistent disciplinary 
boundaries between the engineering sciences and the humanities and social sciences.

1	 See the "Art and Science" chair shared by the École Polytechnique and the École Nationale Supérieure des Arts
Décoratifs - PSL: https://chaire-arts-sciences.org

Viewpoint
Living better with digital technology
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Pierre Antoine Chardel, Professor of social sciences and ethics at the Institut Mines-
Télécom management school (IMT-BS) and teacher at the Télécom SudParis engineering 
school.

Yet we know that embracing a certain degree of complexity will require us to review our 
educational models in depth, because while technologies can help us in an ecological transition 
by giving us the means to be in the world by being better informed about it, the daily increase 
in information flows does not necessarily lead to a good appropriation of the latter, far from 
it1. What's more, we are witnessing the emergence of digital practices that are closing us in on 
ourselves ever more, compromising at the same time the possibility of projecting ourselves 
into a shared world. By aligning their personalised calculations with the behaviour of Internet 
users, platforms adjust their economic interests to user satisfaction2. By allowing our lives 
to be invaded by the logic of algorithmic recommendations, we risk blocking our ability to 
transcend ourselves, to commit ourselves to common causes that transcend us.

Our digital environments call for the development of new capacities for action on the part 
of citizens, who are still too often left out of decisions affecting the development of digital 
technology in their lives. In order to overcome these pitfalls, the widespread introduction of 
popular digital universities, a principle that already exists, would be a way of facilitating more 
informed and contributory appropriation of technological innovations. We could imagine the 
creation of such universities within the many engineering schools that we have in France, 
so that knowledge and skills can be passed on between the younger generations and civil 
society. Such a mutually enriching dynamic would enable citizens to update their knowledge 
of technical developments, and future engineers to be more in touch with the consequences 
for society and the forms of life generated by the innovations themselves.

1	 Pierre-Antoine Chardel, Socio-philosophie des technologies numériques. Éthique, société, organisations, Paris, Presses 
des Mines, 2022.
2	 Dominique Cardon, À quoi rêvent les algorithmes? Nos vies à l'heure des big data, Paris, Éditions du Seuil, 2015.
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Wild card
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Between now and 2030, 
advances in artificial 

intelligence, and particularly 
generative AI, will radically 

change the way work is 
organised. 

By 2030, a better understanding of the potential offered by generative AI and 
its improved integration into the tools used in companies could considerably 
increase its use. Many tasks, including creative ones, would then be automated, 
leading to an increase in employee efficiency and productivity, but this technology 
could also have negative consequences for employment. Workers whose tasks are 
automated could lose their jobs or have to retrain in other areas. On the other hand, 
it could also create new types of jobs linked to the development and supervision 
of generative AI, which would require specific skills. This increase in productivity 
could reduce the working time of many employees, which would have consequences 
for all the major balances within our societies (work/private life, democracy/
authoritarianism, etc.). 133
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Generative AIs are AI and Machine Learning algorithms that use existing content to learn, 
which in turn enables them to generate new content. This type of AI can autonomously 
produce text, images, videos, music, content for video games and social networks, and code. 
The unprecedented media coverage of ChatGPT from November 2022, whose availability to 
the general public enabled it to reach 100 million users in two months, partly demonstrates 
the significant improvement in performance of this type of tool. Many companies are now 
looking to equip themselves with a generative AI system to handle repetitive tasks requiring 
the analysis of large volumes of complex data. Since then, on 14 March 2023, OpenAI unveiled 
GPT-4, a language processing model that succeeds GPT-3.5, on which ChatGPT is based, and 
which is intended to be multimodal, meaning that it is capable of receiving images and text 
in its queries. Progress is therefore being made rapidly, adapting to user feedback by enabling 
the tool to search for answers on the internet in real time, for example (the first version was 
based solely on data from before 2022).

GPT-4 is not the only generative AI tool; it belongs to a family that includes many other tools 
that have not yet enjoyed the same media success, such as Google's Bard, Meta's LLaMA, and 
Midjourney, OpenAI's equivalent of Dall-E in the image domain. These tools are gradually 
being deployed in corporate collaboration suites, such as Microsoft 365 with GPT-4 and Google 
Workspace with Bard.

However, there are still unanswered questions about the benefit of these tools. As far as text 
generation is concerned, despite the fluidity of the answers proposed by Chat-GPT, the tool 
still relies on the probability of one word following another to generate text, and it relies 
on statistical analysis of the data to which it has access. This system is therefore in no way 
intelligent, in the human sense of the term, and so it regularly proposes false answers to the 
questions it is asked, especially as it does not provide the sources of its answers.

BACKGROUND AND CURRENT SITUATION
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WHAT ARE THE MAJOR TRENDS  
THAT COULD LEAD TO THIS WILD CARD?

Technological progress in the field of generative AI is accelerating, with versions of the main 
AIs appearing more and more rapidly, sometimes with several versions released in the same 
year. A striking example is the evolution of the GPT series, whose second version was released 
in 2019, followed in July 2020 by GPT-3, which can generate text of various kinds, and whose 
results were already very satisfactory (source: MIT Technology review). And in March 2023, 
GPT-4 was unveiled, offering even more advanced functionalities, including the ability 
to integrate a prompt composed of text and an image, with results limited to text format. 
GPT-4's performance has been tested and found to be far superior to that of GPT-3.5, with 
the ability to handle more than 25,000 words, enabling the creation of longer texts, richer 
conversations, more in-depth searches and document summaries (source: BDM). In addition, 
other generative AI models are emerging or accelerating their version updates, creating a 
dynamic environment for rapid innovation. For example, in March 2023, Google announced 
the launch of its conversational agent, Bard, based on LaMDA, a language model developed 
since 2021 (source: Zdnet). Finally, Midjourney, the image generator founded by David Holz, 
co-founder of Leap Motion, has also followed this trend, with versions 2 and 3 released in April 
2022 and July 2022 respectively (source: Midjourney Twitter). These advances testify to the 
acceleration of technological progress in the field of generative AI.

Even if the evolution of generative AI was foreseeable and anticipated, few companies had 
identified their use cases in advance to make the most of its advances. As far as civil society 
is concerned, efforts to educate the public are still in their infancy, to ensure that these tools 
are used to best effect, and are not simply propagators of bias, error or, worse still, fake news. 
Today, these tools are mainly used in companies as assistants (to help with writing, creation, IT 
development, etc.). By 2030, they should be more and more effective, with a drastic reduction 
in the error rate, and they could be deployed more widely in companies, but they would not 
necessarily constitute a revolution in the organisation of work. Employees would use them to 
support them in some of their daily tasks and increase their productivity.

Technological advances in generative AI are accelerating.

In a context of international competition, companies are forced to constantly improve their 
productivity in order to remain competitive, and generative AI can play a key role in this 
improvement. By using these tools, companies can reduce costs by automating repetitive and 
tedious tasks, freeing up employees' time to focus on more complex tasks requiring human 
skills.

International competition is forcing companies to constantly 
improve their productivity in order to remain competitive.
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https://www.technologyreview.com/2020/07/20/1005454/openai-machine-learning-language-generator-gpt-3-nlp/
https://www.blogdumoderateur.com/openai-gpt-4-tout-savoir/
https://www.zdnet.com/article/google-io-google-unveils-new-conversational-language-model-lamda/
https://twitter.com/midjourney/status/1551560891254001664
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